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ABOUT THIS GUIDE

About This Guide provides an overview of this
guide, describes the guide conventions, tells you
where to look for specific information, and lists
other publications that may be useful.

How to Use This Guide

This table shows where to find specific information

Introduction

ig

Throughout this guide, the IBM 8271Nways Ether-
net Model 524 Switch is referred to as the 8271
Model 524 Switch or Switch.

This guide provides the information you need to
install and configure the 8271 Model 524 Switch
with version 3.1 agent software.

The guide is intended for use by network adminis-
trators who are responsible for installing and set-
ting up network equipment. It assumes a basic
working knowledge of Local Area Networks.

If the information in the Release Notes shipped
with your product differs from the information in
this guide, follow the Release Notes.

in this guide.
If you are looking for... Turn to...
An overview of the Switch Chapter 1
Information about installing the Switch into your net- Chapter 2
work
Information about the methods you can use to man-  Chapter 3
age the Switch
Information about managing the Switch Chapter 4
Information about more advanced management fea-  Chapter 5
tures; for example VLANS, Spanning Tree, and RMON
Information about monitoring the status of the Switch Chapter 6
Safety information Appendix A
Information about the access rights for each VT100 Appendix B
screen
Troubleshooting information Appendix C
Information about the pin-outs relating to the Switch  Appendix D
Information about the Technical Specifications of the  Appendix E
Switch
Information about the Technical Support Appendix F
Warranty, trademark and other reference information  Appendix G




Conventions

Table 1 and Table 2 list conventions that are used
throughout this guide.

Table 1 Text Conventions

Convention Description

Screen This typeface represents information as it
displays appears on the screen.

The words When you see the word “enter” in this guide,
“enter” you must type something, and then press the
and “type” Return or Enter key. Do not press the Return or

Enter key when an instruction simply says
“type.”

[Key] names

Key names appear in text in one of two ways:

= Referred to by their labels, such as “the
Return key” or ““the Escape key”

» Written with brackets, such as [Return] or
[Esc].

If you must press two or more keys simulta-
neously, the key names are linked with a plus
sign (+). Example:

Press [Ctrl]+[Alt]+[Del].

Menu commands
and buttons

Menu commands or button names appear in
italics. Example:

From the Help menu, select Contents.

Words in italicized
type

Italics emphasize a point or denote new terms at
the place where they are defined in the text.

Words in
bold-face type

Bold text denotes key features.

Table 2 Notice Icons

Notice Type Alerts you to...

Information Important features or instructions

note

ATTENTION Risk of system damage or data loss
CAUTION Conditions or procedures that can cause

personal injury that is neither lethal nor
extremely hazardous

DANGER Conditions or procedures that can result
in death or severe personal injury

2 A4

Related Documentation
The 8271 Model 524 Switch document set includes:

= |BM 8271 Nways Ethernet LAN Switch
Model 524 Quick Reference Guide.
Part Number 02L1326

= |BM 8271 Nways Ethernet LAN Switch
Model 524 Quick Installation Guide.
Part Number 0201349

= |BM 8271 Nways Ethernet LAN Switch
Model 524 Release Notes.
Part Number 02L1327

Other publications you may find useful:

= Documentation accompanying the
Plug-in Modules.

= Documentation accompanying the Redundant
Power System.



GETTING STARTED

About the 8271 Model 524 Switch

The 8271 Model 524 Switch is designed to dedi-
cate a full 20Mbps of bandwidth to each user. It is
simple to install and use, and it ensures sufficient
performance for the increasing load on today’s net-
works.

Use the Switch to provide your users with dedi-
cated bandwidth and support for bandwidth
demanding applications, such as video-conferencing
and other real-time applications that require a very
high quality of service.

Summary of Features

The Switch has the following features:
= 24 switched Ethernet 10BASE-T ports
= Fast Ethernet 100BASE-TX port

= Plug-in Module slot (Asynchronous Transfer
Mode (ATM) and Fast Ethernet)

= Transceiver Module slot (10Mbps Ethernet)

= Support for desktop switching — one endstation
per port, unlimited stations on backbone port

= Four forwarding modes for packets

Intelligent Flow Management for congestion con-
trol

Full duplex on all fixed Ethernet and Fast Ethernet
ports, and Fast Ethernet Plug-in Module ports

Security

Resilient Links

Support for 16 Virtual LANs (VLANS)
Spanning Tree Protocol (STP) per VLAN

PACE (Priority Access Control Enabled) for sup-
porting multimedia applications over Ethernet

Connects to Redundant Power System
Integrated network management

19-inch rack or stand-alone mounting

IP and IPX management over SNMP

RMON

Repeater and Bridge MIB

Broadcast storm control

Easy software upgrades

BOOTP for automatic IP address configuration

Local management
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Port Connections

10BASE-T Ports

The Switch has 24 10BASE-T ports configured as
MDIX (cross-over), which provide a full 20Mbps
bandwidth to attached endstations. Maximum seg-
ment length is 100m (328ft) over grade 3, 4, or 5
twisted pair cable.

b As these ports are configured as MDIX (cross-over),
you need to use a cross-over cable to connect to
devices whose ports are MDIX-only.

100BASE-TX Port

The Switch has a single Fast Ethernet 100BASE-TX
port configured as MDIX (cross-over), which provides
a 100Mbps connection to, for example, a local
server. Maximum segment length is 100m (328ft)
over grade 5 twisted pair cable.

b As this port is configured as MDIX (cross-over), you
need to use a cross-over cable to connect to devices
whose ports are MDIX-only.

Plug-in Module

A slot at the rear of the unit can take a Plug-in
Module, providing an additional high-speed port.
This could be used, for example, to provide a Fast
Ethernet or Asynchronous Transfer Mode (ATM)
backbone connection to the rest of your network.

Transceiver Module

A slot at the rear of the unit allows you to install a
suitable 10Mbps Ethernet Transceiver Module. When
a Transceiver Module is fitted, port 1 automatically
switches to become the Transceiver Module port.
The Transceiver Module can provide a 10Mbps link
to the rest of your network.

Backbone Port

The Switch allows you to specify any port to be a
backbone port with the following attributes:

= Addresses received on the port are not stored in
the Switch Database (the database which con-
tains the device addresses received by the Switch)

= Frames with unknown addresses received by the
Switch are forwarded to the port

A backbone port is typically used to connect the
Switch to the backbone of large networks. For infor-
mation about how to specify a backbone port for a
new or initialized Switch, refer to “Setting Up the
Switch Unit” on page 4-9.

You can specify one backbone port for each VLAN
defined on the Switch. For more information about
how to specify a backbone port for a VLAN, refer to
“Setting Up VLANs on the Switch” on page 5-7.



Switch Operation and Features

How Does the Switch Compare to a Bridge?

The table below shows how Switch operation com-
pares to that of a conventional IEEE 802.1d bridge.

Forwarding of Packets

About the 8271 Model 524 Switch 1-3

The table below shows how a packet is processed
when it arrives at the Switch.

Packet Source

Destination Address

Action

IEEE 802.1d Bridge

8271 Model 524
Switch

Address Learning

Forwarding Mode

Operation when
packet buffers full

Spanning Tree

Action on
Unknown
Destination
Address

Database size

All ports

Store and forward

Discard packets

Supported

Flood all ports

4000 addresses

All ports except back-
bone port

Fast Forward, Frag-
ment Free, Store and
Forward, or Intelligent

Invoke Intelligent
Flow Management to
suppress transmis-
sions at source

Optional

Forward to backbone
port

Four addresses per
port

Any port EXCEPT
backbone (Unicast
packet)

Any port EXCEPT
backbone
(Multi/Broadcast
packet)

Backbone port
(Unicast packet)

Backbone port
(Multi/Broadcast
packet)

Unknown

Same port as source
address

Another port (not
backbone)

Not applicable

Unknown

Known port (not back-
bone)

Not applicable

Forward to back-
bone port only

Filter

Forward to specific
port only

Forward to all ports
(including back-
bone) in the same
VLAN as source port

Filter

Forward to known
port only

Forward to all ports
within specific VLAN

In all other ways, 8271 Model 524 Switch and

bridge operation is identical.
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To best suit your networking requirements, the
Switch allows you to select one of four frame for-
warding modes:

= Fast Forward — Frames are forwarded as soon
as the destination address is received and verified.
The forwarding delay, or latency, for all frames in
this mode is just 40us, but with the lack of
checking time any error frames received are prop-
agated through the Switch.

= Fragment Free — A minimum of 64 bytes of the
received frame is buffered prior to the frame
being forwarded. This ensures that collision frag-
ments are not propagated through the network.
The forwarding delay, or latency, for all frames in
this mode is 64s.

» Store and Forward — Received packets are buff-
ered in their entirety prior to forwarding. This
ensures that only good frames are passed to their
destination. The forwarding delay for this mode
varies between 64us and 1.2ms, depending on
frame length. In Store and Forward mode, latency
is measured as the time between receiving the
last bit of the frame and transmitting the first bit.
For the 8271 Model 524 Switch, this is 8s.

= Intelligent — The Switch monitors the amount
of error traffic on the network and changes the
forwarding mode accordingly. If the Switch
detects less than 18 errors a second, it operates
in Fast Forward mode. If the Switch detects 18 or
more errors a second, it operates in Store and
Forward mode until the number of errors a
second returns to zero.

For more information about selecting forwarding
modes, refer to “Setting Up the Switch Unit” on
page 4-9.

Intelligent Flow Management

Intelligent Flow Management (IFM) is a system for
controlling congestion on your network. Conges-
tion can be caused by one or more devices sending
traffic to an already congested port on the Switch. If
a port on the 8271 Model 524 Switch is connected
to another switch or endstation, IFM prevents
packet loss and inhibits the device from generating
more packets until the period of congestion ends.

IFM should be enabled on a port if it is connected
to another switch, or an endstation. IFM should be
disabled on a port connected to a repeater.

For more information about enabling IFM on a
port, refer to “Setting Up the Switch Ports” on
page 4-12.

Full Duplex

The Switch provides full duplex support for all its
fixed Ethernet and Fast Ethernet ports, and Fast
Ethernet Plug-in Module ports. Full duplex allows
frames to be transmitted and received simulta-
neously and, in effect, doubles the potential
throughput of a link. In addition, full duplex also
supports 100BASE-FX cable runs of up to 2km.

Full duplex can be enabled on all the relevant ports,
all the Fast Ethernet ports, or on individual ports. Full
duplex is not supported by the Transceiver Module.



For more information about enabling full duplex,
refer to “Setting Up the Switch Unit” and “Setting
Up the Switch Ports” in Chapter 4.

Security

The Switch contains advanced security features
which guard against users connecting unauthorized
endstations to your network. When security is
enabled on a port, it enters single address learning
mode. In this mode, the port learns a single Ether-
net address; once this is learned, the port is disabled
if a different address is seen on the port. Until secu-
rity is disabled, no other address can be learned.

For more information about enabling security on a
port, refer to “Setting Up the Switch Ports” on
page 4-12.

Resilient Links

The Resilient Link feature in the Switch enables you
to protect critical links and prevent network down-
time should those links fail.

Setting up resilience ensures that should a main
communication link fail, a standby duplicate link
immediately and automatically takes over the task of
the main link. Each main and standby link pair is
referred to as a resilient link pair.

For more information about resilient links, refer to
“Setting Up Traps” on page 4-24.

About the 8271 Model 524 Switch 1-5

Virtual LANs

The Switch has a Virtual LAN (VLAN) feature which
allows you to build your network segments without
being restricted by physical connections. A VLAN is
defined as a group of location- and topology-inde-
pendent devices that communicate as if they are on
the same physical LAN. Implementing VLANsS on
your network has three main advantages:

= [t eases the change and movement of devices on
IP networks. If an endstation in VLAN 1 is moved
to a port in another part of the network, you
only need to specify that the new port is in
VLAN 1.

= It helps to control broadcast traffic. If an endsta-
tion in VLAN 1 transmits a broadcast frame,
then only VLAN 1 devices receive the frame.

= [t provides extra security. Devices in VLAN 1 can
only communicate with devices in VLAN 2 using
a router.

For more information about VLANS, refer to “Virtual
LANs (VLANS)” on page 5-1.
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Spanning Tree Protocol

The Switch supports the Spanning Tree Protocol
(STP) which is a bridge-based system for providing
fault tolerance on networks. STP allows you to
implement parallel paths for network traffic, and
ensure that:

= Redundant paths are disabled when the main
paths are operational

= Redundant paths are enabled if the main traffic
paths fail

For more information about STP, refer to “Spanning
Tree Protocol” on page 5-10.

PACE

The Switch supports PACE (Priority Access Control
Enabled) technology, which allows multimedia traf-
fic to be carried over standard Ethernet and Fast
Ethernet LANs. PACE provides two features:

» Implicit Class of Service — When multimedia traf-
fic is transmitted, it is given a higher priority
than other data and is therefore forwarded ahead
of other data when it arrives at the Switch. The
Implicit Class of Service feature minimizes latency
through the Switch and protects the quality of
multimedia traffic.

= Interactive Access — When two-way multimedia
traffic passes over an Ethernet network, interfer-
ence can occur because access to the bandwidth
is unequally allocated to traffic in one direction.
The Interactive Access feature allocates the avail-
able bandwidth equally in both directions, there-
fore increasing the quality of the traffic.

For more information about setting up PACE on the
Switch, refer to “Setting Up the Switch Unit” and
“Setting Up the Switch Ports” in Chapter 4.



Network Configuration Example 1-7

Network Configuration Example

Figure 1-1 shows how the Switch can be placed on Examples of how the Switch can be used in a
your network. In this example, the Switch is used VLAN-based network are given in Chapter 5.
for a group of heavy-traffic users in a large corpo-

rate network. Switching is brought to the desktop

with a single endstation per port, and a local server

is connected using the 100Mbps Fast Ethernet port.

8271 Model 524 as
a 10-100Mbps switch

Backbone link
to corporate LAN

Figure 1-1 Example network configuration for desktop switching
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Unit Overview — Front

24 x 10BASE-T ports Port status LEDs

(
User Connections Status Module - 100BASE-TX
flashing green = isabied, nk OK|
1x 6x 7x 12x [ ik
— 1234567891011 12 Status
' ' ' ' ' ' ' ' . ‘ ' ' e o -
13 18x 19 D4y 13141516171819202122 2324 25 Stalus 2 Stats MGMT
26x
TYPE 8271-524

l One user per port ‘ S/N XX-XXXXX 8271-524

&

Unit serial number Fast Ethernet
port & status
LEDs
Plug-in Module Unit status
status LED LEDs
(port 25 only)

Figure 1-2 8271 Model 524 Switch front view



Unit Serial Number

You may need this serial number for fault reporting
purposes.

10BASE-T Ports

The Switch has 24 10BASE-T RJ45 ports configured
as MDIX (cross-over), which provide a full 20Mbps
bandwidth to attached endstations. The maximum
segment length is 100m (328ft) over category 3, 4,
or 5 UTP cable.

b As these ports are configured as MDIX (cross-over),
you need to use a cross-over cable to connect to
devices whose ports are MDIX-only.

100BASE-TX Port

The Switch has a single Fast Ethernet 100BASE-TX
RJ45 port configured as MDIX (cross-over), which
provides a 100Mbps connection to, for example, a
local server. The maximum segment length is 100m
(328ft) over category 5 UTP or STP cable.

b As this port is configured as MDIX (cross-over), you
need to use a cross-over cable to connect to devices
whose ports are MDIX-only.

LEDs

The table below describes the LED behavior on the
Switch. For more details about corrective action in
the event of a problem, refer to “LEDs” on

page C-1.

Unit Overview — Front 1-9

LED Color Indicates

Port 1 is a Transceiver Module fitted to the
rear of the unit.

Port Status LEDs (ports 1-24 and 26)

TCVR Yellow

Packet Yellow Frames are being transmitted/received on

the port.
Status  Green Link is present; port is enabled.
Green flashing Link is present; port is disabled.
Off Link is not present.
Plug-in Module Status LEDs (port 25)

Packet Yellow Frames are being transmitted/received on

the Plug-in Module port.

Status  Green Link is present; port is enabled.

Link is present; port is disabled.

Green flashing Refer to the “IBM 8271 Nways Ethernet LAN
(long on, short off) Switch ATM OC-3c Module User’s Guide”.

Yellow Plug-in Module has failed its Power On Self
Test (if the MGMT LED is flashing yellow), or
the agent software of the Plug-in Module is
not installed correctly.

Green flashing

Yellow flashing Plug-in Module is not recognized.

Off Link is not present or Plug-in Module is not
installed in the Switch.

Unit Status LEDs
Power Green
MGMT Green

Switch is powered-up.
Switch is operating normally.

Green flashing Switch or Plug-in Module is either down-

loading or initializing (which includes a
Power On Self Test).

Yellow Switch has failed its Power On Self Test.

Plug-in Module has failed its Power On Self
Test.

Yellow flashing
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Unit Overview — Rear

Socket for Redundant
Power System (RPS) Reset button

[e% o © fe% o o ‘ © (&) ‘
@ |® @ A
(o0 0 0 o0 0 @ RO ‘@@ -«
Console A
9600,8,1,N A
A
IEC Power socket Console port for Location for Location for Ethernet
& fuse holder out-of-band management Plug-in Module Transceiver Module address

Figure 1-3 8271 Model 524 Switch rear view




Power Socket

A

The Switch automatically adjusts to the supply volt-
age. The fuse is suitable for both 110V A.C. and
220-240V A.C. operation.

DANGER: Ensure that the power is disconnected
before opening the fuse holder cover. Only 5A Time
Delay (anti-surge) fuses of the same type and manu-
facture as the original should be used.

Correct fuse location

Incorrect fuse location - DO NOT USE

To change the fuse, release the fuse holder by
gently levering a small screwdriver under the fuse
holder catch.

Redundant Power System Socket

Use one of these sockets to connect a Redundant

Power System (RPS) to the unit. You can use either
socket. Refer to “Connecting a Redundant Power

System (RPS)”” on page 2-6.

Reset Button

Using the reset button simulates a power-off/on
cycle. This has the same effect as carrying out a
reset via the VT100 interface; refer to “Resetting the
Switch” on page 4-27.

Unit Overview — Rear 1-11

Console Port

Connect a terminal to the console port to carry out
remote or local out-of-band configuration and man-
agement. The console port is set to auto-baud, 8
data bits, no parity, and 1 stop bit.

Plug-in Module Slot

ig

Use this slot to install a Plug-in Module. The Module
can be used to provide a high speed link to the rest
of your network.

When a Plug-in Module is not installed, ensure the
blanking plate is secured in place.

Transceiver Module Slot

ig

Use this slot to connect a Transceiver Module and
provide a 10Mbps link to the rest of the network.
Port 1 is automatically switched from the front
10BASE-T port to the Transceiver Module port
when a Module is installed.

When a Transceiver Module is not installed, ensure
the blanking plate is secured in place.

Ethernet Address

This label shows the unique Ethernet (or MAC)
address assigned to the unit.
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Unit Defaults

The following table shows the factory defaults for
the Switch features.

Port Status
Forwarding Mode

Intelligent Flow
Management

Duplex Mode
Virtual LANs

PACE

Spanning Tree
(STP)

Power On Self Test
(POST)

System Alarm
(broadcast band-
width used)

System Alarm
(errors per 10,000
packets)

System Alarm
(bandwidth used)

System Alarm
(percentage of
frames forwarded)

Enabled
Fast Forward

Enabled

Half duplex on all relevant ports

All ports use Port VLAN Mode and belong to
the Default VLAN (VLAN 1)

Disabled
Disabled

Normal (Fast Boot)

Enabled

» High threshold: 20% — Notify and Blip
= Low threshold: 10% — No action
Enabled

» High threshold: 2% — Notify

= Low threshold: 1% — No action
Enabled

= High threshold: 85% — No action
= Low threshold: 50% — No action
Enabled

= High threshold: 85% — No action
= Low threshold: 50% — No action

Managing the Switch

The menu-driven interface built into the Switch is
known as the VT100 interface. You can access it
using a VT100 terminal, or a PC using terminal
emulation software. You can connect the terminal
directly to the Switch or through a modem. You can
also access the VT100 interface remotely using
Telnet running over the TCP/IP protocol.

Remote management is also possible using a Net-
work Manager. The management protocol is SNMP
(Simple Network Management Protocol) and any
SNMP-based management facility can manage the
unit if the Management Information Base (MIB) is
installed correctly in the management workstation.
The Switch supports SNMP over both IP and IPX
protocols.
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3 At the Main Banner screen, press [Return] to dis-

Quick Start For SNMP Users play the Logon screen. Logon using the default

This section describes how to get started if you
want to use an SNMP Network Manager to
manage the Switch. It assumes you are already
familiar with SNMP management.

= If you are using IP and you have a BOOTP server
set up correctly on your network, the IP address
for the Switch is detected automatically and you
can start managing the Switch without any fur-
ther configuration.

= If you are using the IPX protocol, the Switch is
allocated an IPX address automatically. You can
start the SNMP Network Manager and begin
managing the Switch.

= If you are using IP without a BOOTP server, you
must enter the IP address of the Switch before
the SNMP Network Manager can communicate
with the device. To do this, refer to “Entering an
IP Address for the Switch” below.

If you need more information about IP and IPX, refer
to Chapter 3.

Entering an IP Address for the Switch
1 Connect a terminal to the console port of the

Switch (refer to “Connecting a VT100 Terminal” on
page 2-7). The terminal should be configured to
9600 line speed (baud rate), 8 data bits, no parity,
and 1 stop bit.

Press [Return] one or more times until the Main
Banner screen appears.

user name admin (no password is required). Select
OK.

The Main Menu is displayed. From this menu, select
the MANAGEMENT SETUP option. The Switch Man-
agement Setup screen is displayed.

On the Management Setup screen, fill in the follow-
ing fields:

= Device IP Address
= Device SubNet Mask (if necessary)

= Default Router (if necessary)

For further information on the Management Setup
screen, refer to “Setting Up the Switch for Manage-
ment” on page 3-6.

If you need the Switch to send SNMP traps to the
Network Manager, you may need to set up the
address of the Network Manager in the Trap Table.
Refer to “Setting Up Traps™ on page 4-24.

Some Network Managers may automatically config-
ure the Switch to send traps to them. Please read
the documentation supplied with your network
management software.

When you have finished with the Management
Setup screen, select OK.
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INSTALLATION AND SETUP

Following Safety Information

Before installing or removing any components from .
the Switch or carrying out any maintenance proce-
dures, you must read the safety information pro-
vided in Appendix A of this guide.

Positioning the Switch .

The Switch is suitable for use in the office where it
can be wall-mounted, mounted in a standard
19-inch equipment rack, or free standing. Alterna-
tively, the unit can be rack-mounted in a wiring
closet or equipment room. A wall- or rack-mounting
kit, containing two mounting brackets and six
screws, is supplied with the Switch.

When deciding where to site the unit, ensure that:

= You are able to meet the configuration rules
detailed in the following section.

= The unit is accessible and cables can be con-
nected easily.

= Cabling is away from:

« Sources of electrical noise such as radios,
transmitters and broadband amplifiers.

= Power lines and fluorescent lighting fixtures.

Water or moisture cannot enter the case of the
unit.

Air-flow around the unit and through the vents in
the side of the case is not restricted. We recom-
mend that you provide a minimum of 25mm
(1in.) clearance.

No objects are placed on top of the unit.

Units are not stacked more than four high if
free-standing.
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Configuration Rules for Fast Ethernet

The topology rules for 100Mbps Fast Ethernet are
slightly different to those for 10Mbps Ethernet.
Figure 2-1 illustrates the key topology rules and pro-
vides examples of how they allow for large-scale
Fast Ethernet networks.

The key topology rules are:

= Maximum UTP cable length is 100m (328ft) over
category 5 cable.

= A 412m (1352ft) fiber run is allowed for connect-
ing switch to switch, or endstation to switch,
using half-duplex 100BASE-FX.

= A total network span of 325m (1066ft) is allowed
in single-repeater topologies (one hub stack per
wiring closet with a fiber run to the collapsed
backbone). For example, a 225m (738ft) fiber
downlink from a repeater to a router or switch,
plus a 100m (328ft) UTP run from a repeater out
to the endstations.

Configuration Rules with Full Duplex

The Switch provides full duplex support for all its
fixed Ethernet and Fast Ethernet ports, and the Fast
Ethernet Plug-in Module ports. Full duplex allows
frames to be transmitted and received simulta-
neously and, in effect, doubles the potential
throughput of a link.

With full duplex, the Ethernet topology rules are the
same, but the Fast Ethernet rules are:

= Maximum UTP cable length is 100m (328ft) over
category 5 cable.

= A 2km (6562ft) fiber run is allowed for connect-
ing switch-to-switch, or endstation-to-switch.



Configuration Rules with Full Duplex

MAC-MAC |

412m (1352ft) fiber
Fast Ethernet Switch
100m (328ft) UTP

1 Repeater
225m (738ft) fiber

2 Repeaters
100m (328ft) UTP

100m (328ft) UTP

MAC - MAC (Full Duplex)
2km (6562ft) fiber

Figure 2-1 Fast Ethernet configuration rules



CHAPTER 2: INSTALLATION AND SETUP

Installing the Switch

Rack Mounting

ig

The Switch is 1.5U high and will fit in most standard
19-inch racks.

ATTENTION: Disconnect any cables from the unit
before continuing. Remove self-adhesive pads from
the underside of the unit if they have been previ-
ously fitted.

Place the unit the right way up on a hard flat sur-
face, with the front facing towards you.

Locate a mounting bracket over the mounting
holes on one side of the unit, as shown in
Figure 2-2.
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Figure 2-2 Fitting a bracket for rack mounting

3 Insert the three screws and fully tighten with a suit-
able screwdriver.

4 Repeat steps 2 and 3 for the other side of the unit.

5 Insert the unit into the 19-inch rack and secure with
suitable screws (not provided). Ensure that ventila-
tion holes are not obstructed.

6 Connect network cabling.

Stacking the Switch and Other Units

If the units are free standing, up to four units can
be placed on top of one another. If mixing a variety
of units, the smaller units must be positioned at the
top.

The Switch is supplied with four self-adhesive rubber
pads. Apply the pads to the underside of the unit,
sticking a pad in the marked area at each corner of
the unit. Place the units on top of each other, ensur-
ing that the pads of the upper unit line up with the
recesses of the lower unit.



Wall Mounting

ig

A single Switch can be wall-mounted.

ATTENTION: Disconnect any cables from the unit
before continuing. Remove self-adhesive pads from
the underside of the unit if they have been previ-
ously fitted.

Place the Switch the right way up on a hard flat sur-
face, with the front facing towards you.

Locate a mounting bracket over the mounting
holes on one side of the unit, as shown in
Figure 2-3.

Insert the two screws and tighten with a suitable
screwdriver.

Repeat for the other side of the unit.

Ensure that the wall you are going to use is smooth,
flat, dry, and sturdy. Attach a piece of plywood,
approximately 305mm x 510mm x 12mm (12in. x
20in. x 0.5in.) securely to the wall if necessary, and
mount the Switch as follows:

a Position the base of the unit against the wall (or
plywood) ensuring that the ventilation holes face
sidewards and the front panel faces upwards.
Mark on the wall the position of the screw holes
in both wall brackets. Drill the four holes.

b Using suitable fixings and screws (not provided),
attach the Switch unit securely to the wall or ply-
wood.

¢ Connect network cabling.

Installing

the Switch 2-5
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Powering-Up the Switch

ig

1 Connect the power cord to the IEC socket on the

rear of the Switch, and to your mains socket.

The Switch has no ON/OFF switch; the only method
of connecting or disconnecting mains power is
through the power cord.

The Switch enters a Power On Self Test (POST). The
time taken for the test to complete is dependent
on the type of POST configured (refer to “Switch
Management Setup” on page 3-9 for details of how
to configure the type of POST.) For a new Switch
that is being installed for the first time, power-up
takes approximately 13 seconds.

Check the status LEDs to ensure the Switch is oper-
ating correctly (refer to “LEDs” on page 1-9).

Connecting a Redundant Power System (RPS)

You can connect a Redundant Power System (RPS)
to the Switch.

At +5V, the current requirement for the Switch is
4.8A, including any Transceiver Module that might
be fitted, but excluding a Plug-in Module. Check the
documentation supplied with your Plug-in Module
for power consumption figures.

For most configurations, you need only one RPS
output, and this can be connected to either of the
two sockets on the rear of the unit.

If the current consumption of the Switch plus any
optional Plug-in Module exceeds the capability of
the RPS (8.5A), you need a SuperStack Il Advanced
RPS with one Advanced RPS 100W module.

If the RPS is used incorrectly, its Output Fault LED
lights yellow.

You should check the documentation supplied with
the RPS or Advanced RPS to see if the outputs can
be used in parallel.



Connecting Equipment to the Console Port

The Switch console port settings are set to:
= 8 data bits

= ho parity

= 1 stop bit

The terminal connected to the console port on the
Switch must be configured with the same settings.
This procedure is described in the documentation
supplied with the terminal. If you have enabled
auto-configuration for the Switch, the terminal’s
line speed (baud rate) is detected automatically.

Connection to the console port can be direct for
local management, or through a modem for
remote management. The maximum baud rate the
auto-configuration detects is 19,200 baud.

Appropriate cables are available from your local sup-
plier. If you need to make your own cables, pin-outs
are detailed in Appendix D.
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Connecting a VT100 Terminal

To connect a VT100 terminal directly to the console
port on the Switch, you need a standard null
modem cable:

1 Connect one end of the cable to the console port
on the Switch, and the other to the console port on
the VT100 terminal.

2 Ensure that your terminal is set to:
= 8 data bits
= ho parity
= 1 stop bit
If auto-configuration is enabled for the Switch, the

terminal’s line speed (baud rate) is detected auto-
matically.

Connecting a VT100 Terminal Emulator

1 Ensure that the workstation is running a suitable
terminal emulation package. There are many avail-
able; contact your local supplier for further details.

2 If you are using a PC, you need a null modem
cable with an appropriate connector. Connect one
end of the cable to the workstation, and the other
end to the console port on the Switch.

3 Ensure that your workstation is set to:
= 8 data bits
= ho parity
= 1 stop bit

If auto-configuration is enabled for the Switch, the
workstation’s line speed (baud rate) is detected
automatically.
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Connecting a Workstation Running SLIP

You can communicate with the Switch via the con-
sole port from a workstation running SLIP (Serial
Line Internet Protocol). In this way, you can perform
out-of-band management using Telnet or SNMP.

Cables required for this connection depend on the
type of workstation you are using. You must config-
ure the workstation to run SLIP. Refer to the docu-
mentation supplied with the workstation for more
details.

You must configure the console port of the Switch
to accept SLIP and set up the SLIP parameters
(address and subnet mask). Refer to “Switch Man-
agement Setup” on page 3-9.

b You may need a 5-wire cable when running SLIP.
Two of the wires are required for Flow Control.




Methods of Managing the Switch

You can manage the Switch in four ways:

= Using the VT100 interface by connecting a VT100
terminal (or workstation with terminal emulation
software) to the Switch console port.

= Using the VT100 interface over a TCP/IP network
using a workstation running VT100 terminal
emulation and Telnet.

= Using the VT100 interface by connecting a work-
station running SLIP to the Switch console port.

= Using an SNMP Network Manager over a net-
work running either the IP or IPX protocol. Each
Network Manager provides its own user inter-
face to the management facilities.

Using the VT100 Management Interface

The menu-driven user interface built into the
Switch is known as the VT100 or Local Manage-
ment interface. The VT100 management interface
provides a forms-based structure with pre-defined
security levels, enabling access to be restricted to
particular users. The Switch can support up to four
management user sessions concurrently (for example
one console port and three Telnet connections).

SETTING UP FOR MANAGEMENT

You can establish VT100 management communica-
tion with the Switch through two different inter-
faces:

» Via the Console Port — You can access the
local management interface using a VT100 termi-
nal, PC or any terminal emulator using suitable
terminal emulation software. The terminal can
be connected directly to the Switch, or through
a modem. You can also connect a management
workstation running SLIP to the console port,
which allows you to use out-of-band Telnet. The
workstation can be connected directly or
remotely, through a modem. This method pro-
vides a way of managing the Switch in situations
where the LAN is not providing a reliable service,
where the Network Manager does not have
direct LAN connectivity, or when a Network Man-
ager does not support SNMP.

= Via a Network Connection — The local man-
agement facility is also accessible via Telnet over a
network running the TCP/IP protocol. The man-
agement available through Telnet is exactly the
same as that of a locally connected terminal. The
Telnet application requires a VT100 terminal or
PC with VT100 emulation software.
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Using Telnet

Any Telnet facility that emulates a VT100 terminal
should be able to communicate with the Switch
over a TCP/IP network. Up to three active Telnet ses-
sions can access the Switch concurrently. If a con-
nection to a Telnet session is lost inadvertently, the
connection is closed by the Switch after 2-3 min-
utes of inactivity.

Before you can start a Telnet session you must set
up the IP parameters described in “Switch Manage-
ment Setup” on page 3-9.

To open the Telnet session, you must specify the IP
address of the device that you want to manage.
Check the user manual supplied with the Telnet
facility if you are unsure how to do this.

When the connection is established, the main
banner of the VT100 management interface is dis-
played and you can log on.

Managing Over The Network

Any Network Manager running the Simple Network
Management Protocol (SNMP) can manage the
Switch, provided the MIB (Management Informa-
tion Base) is installed correctly on the management
workstation. Each Network Manager provides its
own user interface to the management facilities.

The Switch supports SNMP over both IP and IPX
protocols.

IP Addresses

If you are uncertain about IP addresses that may be
assigned to your devices, contact your network
administrator first.

To operate correctly, each device on your network
must have a unique IP address. IP addresses have
the format n.n.n.n where n is a decimal number
between 0 and 255. An example IP address is:
191.128.40.120

The IP address can be split into two parts:

= The first part (191.128 in the example) identifies
the network on which the device resides.

= The second part (40.120 in the example) identi-
fies the device within the network.

If your network is internal to your organization
only, you may use any arbitrary IP address. We sug-
gest you use addresses in the series 191.100.X.Y,
where X and Y are numbers between 1 and 254.
Use 191.101.X.Y for the SLIP address.



If your network has a connection to the external IP
network, you will need to apply for a registered IP
address. This system ensures that every IP address
used is unique; if you do not have a registered IP
address, you may be using an identical address to
someone else and your network will not operate
correctly.

Obtaining a Registered IP Address

InterNIC Registration Services is the organization
responsible for supplying registered IP addresses.
The following contact information is correct at the
time of publication:

Network Solutions

Attn: InterNIC Registration Service
505, Huntmar Park Drive
Herndon

VA 20170

U.S.A.

Telephone: (1) (703) 742 4777
If you have access to the Internet, you can find fur-

ther information about InterNIC by entering the fol-
lowing URL into your web browser:

http://www.internic.net

Managing Over The Network
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Navigating the VT100 Screens

Screen Conventions

To differentiate types of information, the VT100 screens
use the following conventions:

Type of Shown on screen Description

information as...

Choice Field stext o Text enclosed with markers is a list from which you can select one option only. Press the
spacebar to cycle through the options. Press [Down Arrow] or [Return] to move to the next
field.

Entry Field [text ] Text enclosed in square brackets on the screen is a text entry field. An entry field allows you to
enter text, numeric data or hexadecimal data from the keyboard. Password fields are hidden,
which means that the text you type is not shown on the screen. In some cases an entry field
has a default entry. If you wish to replace the default, simply enter a new value for this field;
the default entry is erased. Press [Down Arrow] or [Return] to move to the next field.

Button OK Text for a button is always shown in uppercase letters. A button carries out an action, for
example, OK or CANCEL. To operate a button, move the cursor to the button and press
[Return].

List Box monitor A list box allows you to select one or more items from a list. There are several keys that allow

manager you to use a list box.
security [Return] moves the cursor to the next field and actions your selections.

The spacebar toggles through the options in a choice field or selects and deselects an entry in
the list box. List box selections are highlighted.

[Down Arrow] moves item by item down the list box until it reaches the end of the list. At
the end of the list it moves the cursor to the next field.

[Ctrl] + [U] moves the cursor one page up the list box.
[Ctrl] + [D] moves the cursor one page down the list box.




Keyboard Shortcuts

There are several special characters or combinations
of characters that allow you to make shortcuts.

[Tab] allows you to move from one field to the next,
on any screen, without making any changes.

[Return] moves you to the next field on a form after
you have made changes to the data in a field.

[Left Arrow] moves you to the previous field on the
screen or the next character in an editable field.

[Right Arrow] moves you to the next field on the
screen or the previous character in an editable field.

[Ctrl] + [R] refreshes the screen.
[Ctrl] + [B] moves the cursor to the next button.

[Ctrl] + [P] aborts the current screen and returns you
to the previous screen.

[Ctrl] + [N] actions the inputs for the current screen
and moves to the next screen.

[Ctrl] + [K] displays a list of the available key strokes.

Navigating the VT100 Screens 3-5

Correcting Text Entry

ig

Use [Delete] on a VT100 terminal or [Backspace] on
a PC. This moves the cursor one space to the left
and deletes a character.

If you are using Telnet or a terminal emulation pro-
gram you may find that some of the Control keys
do not operate or that they activate other functions.
Check carefully in the manual accompanying your
Telnet or terminal emulation software before using
the Control keys.
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Setting Up the Switch for Management

The following sections describe how to get started if
you want to use an SNMP Network Manager to
manage the Switch. It assumes you are already
familiar with SNMP management. If not, we recom-
mend the following publication:

“The Simple Book” by Marshall T. Rose
ISBN 0-13-812611-9
Published by Prentice Hall

= [f you are using IP and you have a BOOTP server
set up correctly on your network, the IP address
for the Switch is detected automatically and you
can start managing the Switch without any fur-
ther configuration.

= [f you are using the IPX protocol, the Switch is
allocated an IPX address automatically. You can
start the SNMP Network Manager and begin
managing the Switch.

= If you are using IP without a BOOTP server, you
must enter the IP address of the Switch before
the SNMP Network Manager can communicate
with the device. To do this, take the following
steps:

IBH 8271 Hways Switch

8271 Hodel 52% Suwitch

Press Enter to Continue ...

Figure 3-1 Main Banner

1 At your terminal, press [Return] two or more times

until the Main Banner is displayed (shown in
Figure 3-1). The console port detects the line speed
(baud rate) from these keystrokes and defaults to:

= auto-baud
= 8 data bits
= No parity

= 1 stop bit

Data bits, parity, and stop bit values cannot be
changed. If your terminal is already set up with
these values, the Main Banner is displayed as soon
as power-up is complete.

At the Main Banner, press [Return] to display the
Logon screen.



Logging On

At the Logon screen displayed in Figure 3-2, enter
your user name and password (note that they are

both case-sensitive):

If you have been assigned a user name and pass-
word, enter those details.

If you are logging on for the first time (after
installation or initialization), use a default user
name and password to match your access
requirements. The defaults are shown in

Table 3-1. If you are setting up the Switch for
management, we suggest that you log on first

as admin.
Table 3-1 Default Users
User Name Default Access Level
Password
monitor monitor monitor — this user can view, but
not change all manageable parame-
ters
manager manager manager — this user can access and
change the operational parameters
but not special/security features
security security security — this user can access and
change all manageable parameters
admin (no password)  security — this user can access and

change all manageable parameters

Setting Up the Switch for Management
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User Name: [T

Passuord: [ 1

0K

Figure 3-2

Logon screen



CHAPTER 3: SETTING UP FOR MANAGEMENT

After Logging On

When you have successfully logged on to the
Switch, the Main Menu screen appears as shown in
Figure 3-3. From here, you can select the options
needed to manage the unit. Refer to the screen
map on page 4-1.

If you have installed an ATM OC-3c¢c Module into the
Switch, the Main Menu screen contains an ATM
CONFIGURATION option Refer to the “IBM 8271
Nways Ethernet LAN Switch ATM OC-3c Module
User’s Guide” for more information.

Access to options depends on the access level you
have been assigned. Access rights to the VT100
screens for the Switch are listed in Appendix B.

If you are a user with security access level, and are
using the management facility for the first time, we
suggest that you:

= Assign a new password for your user, using the
Edit User screen, as described in “Editing User
Details” on page 4-5.

= Log on as each of the other default users, and
change their passwords using the Edit User
screen.

= Create any new users, in addition to the default
ones. To do this, you assign each a user name,
password and security level, as described in “Cre-
ating a New User” on page 4-3.

IBM 8271 Hways Switch Main Menun

[SUITCH MANAGEMENT]
USER ACCESS LEUELS
STATUS

HANAGEHENT SETUP
SOFTYARE UPGRADE
INITIALIZE

RESET

REMOTE POLL

LOGOFF

Figure 3-3 Main Menu screen



Switch Management Setup

The Management Setup screen allows you to con-
figure IP, IPX, and SLIP parameters for the Switch.
This screen also allows you to display screens for
setting up the console port and traps.

To access the Setup screen, from the Main Menu
screen, select the MANAGEMENT SETUP option. The
Setup screen is displayed, as shown in Figure 3-4.

If you change some of the following parameters,
the Switch must be reset for the change to take
effect. Reset the Switch by selecting OK and press-
ing the Reset button on the rear of the unit. Refer
to “Reset Button” on page 1-11.

The screen shows the following:

MAC Address This read-only field shows the MAC
address of the Switch unit, which is required for
management.

Power On Self Test Type Normal / Extended This
field allows you to determine the type of self-test
that the Switch carries out when it is powered-up. If
the field is set to Normal, the Switch performs a
Fast Boot — a basic confidence check lasting
approximately 13 seconds. When the Switch per-
forms a Fast Boot, it carries out the following tests:

= Checksum test of boot and system areas of Flash
memory

= System memory tests

= MAC address verification test

= System timer test

Setting Up the Switch for Management 3-9
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HAC Address: 08 004EBBIIAS

Power On Self Test Type:  $Hormal ¢

Device IP Address: [191.1.1.50 1 SLIP Address: [192.181.1.1 1
Device SubMet Mask:[255.255.255.8 ] SLIP SubMet Mask:[255.255.255.8 ]
Default Router: [191.1.1.28 1

BODTP Select: 4Enabled 4

IPX Hetwork Hode Status Data Link Protocol

[00356501] : 08604e0b99a5 4Enabled 4 Ethernet_862.3
[00356502] : 08604e0b99a5 4Enabled 4 Ethernet_862.2
[00356503] : 08604e0b99a5 4Enabled 4 Ethernet_II

[00000000] : 08004e0099a5 $Enabled 4 Ethernet_SNAP

0K SETUP TRAPS CONSOLE PORT CANCEL

Figure 3-4 Management Setup screen

= CAM (Contents Addressable Memory) tests

= Console port tests

= Internal packet forwarding tests

= ASIC (Application Specific Integrated Circuit) tests
= ASIC memory tests

= Switch-Plug-in Module interface test

= Plug-in Module packet forwarding tests

= Plug-in Module ASIC tests

= Plug-in Module ASIC memory tests

If the field is set to Extended, the Switch performs
an Extended test which may take up to 70 seconds
to complete. When the Switch performs an
Extended test, it carries out more extensive system
memory tests and ASIC memory tests in addition to
the Fast Boot tests. The default setting for the field
is Normal.
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If you suspect that there is a problem with the
Switch that has not been detected by the Normal
tests, set this field to Extended and reset the Switch
(refer to “Resetting the Switch” on page 4-27).

If you set the Switch to perform an Extended test,
the Switch must be isolated from the rest of your
network when it is powered-up. The Switch fails an
Extended test if it receives any network traffic
during the test.

Device IP Address If you are using IP, a unique IP
address must be specified in this field. If you do not
know the IP address of the Switch, consult your net-
work administrator. You must reset the Switch after
changing this parameter.

Device SubNet Mask If you are using IP, enter a
suitable network mask. For a Class B IP address,
255.255.0.0 is suitable. For more information, con-
sult your network administrator. You must reset the
Switch after changing this parameter.

Default Router If a default router exists on your
network, enter the IP address of the router. You
must reset the Switch after changing this parameter.

BOOTP Select Enabled / Disabled If BOOTP is
enabled and you have a BOOTP server on your net-
work, an IP address is automatically mapped to the
Switch when it is first powered-up. In addition to
mapping an IP address, BOOTP can also assign the
subnet mask and default router. Using a BOOTP
server avoids having to configure devices individu-
ally.

SLIP Address If you are using SLIP, enter an address
that has a network part different to the network
address of the Switch. For more information, consult
your network administrator. You must reset the
Switch after changing this parameter.

SLIP SubNet Mask Enter a suitable subnet mask.
For a Class B address, 255.255.0.0 is suitable. For
more information, consult your network administra-
tor. You must reset the Switch after changing this
parameter.

There are four entries under the following four
fields; one for each data link layer protocol that can
be used by IPX:

IPX Network This read-only field shows the address
of the network for this protocol. This address is
learned automatically from the local IPX router or
NetWare File Server, and you do not need to change
it.

Node This read-only field shows the node address
of the Switch which is learned automatically.

Status Enabled / Disabled If this field is set to
Enabled, you have access to the medium-access pro-
tocol. Set this field to Disabled if you wish to pre-
vent access for security reasons.

Data Link Protocol This read-only field shows the
name of the IPX data link layer protocol.
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SETUP TRAPS Select this button to display the
setup screen for trap parameters. Trap setup is
described in “Setting Up Traps™ on page 4-24.

IBH 8271 Hways Switch Aute Logout

CONSOLE PORT Select this button to display the
setup screen for console port parameters. Console

Auto Logout in Progress. Please Re-enter Password ...

port setup is described in “Setting Up the Console User Mame:  security
Port” on page 4-25. Passuord:  [_ 1
Logging Off

0K CAMCEL

If you have finished using the VT100 management
interface, select the LOGOFF option from the
bottom of the Main Menu screen. If you accessed Figure 3-5 Auto Logout screen
the VT100 management interface using a Telnet ses-
sion or modem connection, the connection is

closed automatically.

Auto Logout

There is a built-in security timeout on the VT100
interface. If you do not press any keys for three min-
utes, the management facility warns you that the
inactivity timer is about to expire. If you do not
press a key within 10 seconds, the timer expires and
the screen is locked; any displayed statistics continue
to be updated. When you next press any key, the
display changes to the Auto Logout screen.

The Auto Logout screen (shown in Figure 3-5)
requests you to enter your password again. If the
password is correctly entered, the screen that was
active when the timer expired is displayed. If you
make a mistake entering your password, you are
returned to the Logon screen.
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MANAGING THE SWITCH

Chapters 4, 5 and 6 describe all management If an ATM OC-3C Module is installed in the
facilities for the Switch. While following steps Switch, extra screens are available. Refer to the
in these chapters, you may find the screen map “IBM 8271 Nways Ethernet LAN Switch ATM
below useful. 0OC-3c Module User’s Guide” for more informa-
tion.
Main BannerH Logon ’— Main Menu
I I I I I I I |
Switch User Access Management Software IS Remote
Management ‘ Levels Status Setup ‘ Upgrade ‘ Initialize ‘ ‘ Reset ‘ ‘ Poll ‘
Trap Console
FaultLog ‘ Setup ‘ ‘ Port
[ [ |
Local Create Delete Edit
Security User Users User
Port Port Port Port Unit Unit Unit Unit VLAN VLAN VLAN
STP Statistics Resilience Setup Statistics Database Resilience Setup STP Server Setup
Port Traffic Port Error
Statistics Analysis

Figure 4-1 Screen map
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Setting Up Users

From the Main Menu, select USER ACCESS LEVELS.

The User Access Levels screen appears as shown in
Figure 4-2. CREATE USER

DELETE USERS
EDIT USER

From this screen you can access:

= LOCAL SECURITY screen — This allows you to HAIN MENU
set up access levels for users on the Switch.

= CREATE USER screen — This allows you to

create up to ten users in addition to the default -

users set up on the Switch.

= DELETE USERS screen — This allows you to
delete users from the Switch. The default users
cannot be deleted.

Figure 4-2 User Access Levels screen

= EDIT USER screen — This allows you to change
your own password and community string. You
cannot change details for other users.
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Creating a New User

These steps assume the User Access Levels screen is

displayed. er ane: !
1 Select the CREATE USER option. The Create User et String: :Monitov + '

screen is displayed, as shown in Figure 4-3.

2 Fill in the fields and assign an access level for the
new user.

3 When the form is complete, select OK. oK

The Create User screen shows the following fields:

. . Figure 4-3 Create User screen
User Name Type in the name of this new user. The

name can consist of up to 10 characters and is

case-sensitive. Community String By default, a community string

identical to the user name is generated. You can
change this to any text string of 32 characters or
less. The community string is only needed for SNMP
access. If you are using a remote SNMP Network
Manager, the community string specified in the Net-
work Manager’s database must be the same as that

Access Level Assign an access level for this new for the device.
user, as follows:

Password Type in the password for this new user.
The password can consist of up to 10 characters
and is case-sensitive. For security reasons, the pass-
word is not displayed on screen.

b If you enter a community string that is greater than

= monitor — access to view, but not change, a 32 characters, it is truncated to 32 characters.

subset of the manageable parameters of the
Switch

= Secure monitor — as monitor

= Mmanager — access to all the manageable param-
eters of the Switch, except security features

= specialist — as manager

= Security — access to all manageable parameters
of the Switch
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Deleting a User

These steps assume the User Access Levels screen is User List
displayed. monitor
manag?r
1 Select the DELETE USERS option. The Delete Users 2;_1.‘3.2;“”
screen is displayed, as shown in Figure 4-4. fdan
2 Use the spacebar to highlight the user that you

want to delete. Note that you cannot delete default
users or the current user (that is, yourself). DELETE USERS

3 Select DELETE USERS.

Figure 4-4 Delete Users screen
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Ed|t|ng User Detalls IBM 8271 Hways Switch Edit User
These steps assume the User Access Levels screen is Ore Paamerds et
displayed. Mew Passuard: [ 1
1 Select the EDIT USER option. The Edit User screen is Gomanity Siring: [security !

displayed, as shown in Figure 4-5.
2 Fill in the fields as required.

3 When you have completed the changes, select OK.
oK

The Edit User screen shows the following fields:

User Name This read-only field shows the name of
the user. This field cannot be changed; if you need
to change the user name, you must delete this user
and create a new one.

Figure 4-5 Edit User screen

Old Password To change the user’s password, you
need to enter the current password in this field.

New Password This field allows you to enter a new
password for the user.

Confirm Password Re-enter the new password into
this field.

Community String This field allows you to enter a
community string for the user.

b If you forget your password while logged out of
the Switch VT100 interface, contact your local tech-
nical support representative who will advise on your
next course of action.
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Assigning Local Security

The Local Security screen shows a matrix of options Honitor secure Hanager specialist  Security
for access method (Console Port, Remote Telnet, Honitor
Community-SNMP) and access level.

Console Port #Enabled ¢ $Enabled 4 $Enabled 4 $Enabled 4 Enabled

These Steps assume the User Access Levels screen is Remote Telnet §Enabled 4 #Enabled 4 #Enabled 4 #Enabled 4 #$Enabled 4
displayed. Community-SHMP §Enabled 4 #Enabled 4 #Enabled 4 #Enabled 4 #$Enabled 4

1 Select the LOCAL SECURITY option. The Local Secu-

rity screen is displayed, as shown in Figure 4-6. o EuE
2 Fill in the fields as required.
3 When you have filled in the form, select OK. Figure 4-6  Local Security screen

Access options are:

Console Port Enabled / Disabled To prevent access
to the management facilities via the console port,
disable access to the facility for each access level.
Console port access for Security is enabled and
cannot be changed. This prevents accidental dis-
abling of all access levels from management.

Remote Telnet Enabled / Disabled Telnet is an inse-
cure protocol. You may want to disable all access
to the management facilities via Telnet if there is
important or sensitive data on your network.

Community-SNMP Enabled / Disabled The Switch
can be managed via SNMP using a remote Network
Manager. Community-SNMP does have some
simple security features, but it is an insecure proto-
col. You may want to disable all access to the man-
agement facilities if there is important or sensitive
data on your network.




Choosing a Switch Management Level

The Switch Management screen lets you:

= Choose between managing a port, the unit, or a
VLAN

= Display screens for setting up the Switch

= Display a screen for managing the Switch Data-
base

= Display screens for managing resilient links
= Display screens for managing STP

= Display screens showing statistics

From the Main Menu, select SWITCH MANAGE-
MENT. The Switch Management screen is displayed,
as shown in Figure 4-7.

Management Level Port / Unit / VLAN If you
choose Port, the screen is appears similar to

Figure 4-7, and all options at the foot of the screen
relate to an individual port. If you choose Unit, the
screen appears similar to Figure 4-8, and all options
relate to the Switch unit. If you choose VLAN, the
screen appears similar to Figure 4-9, and all options
relate to VLANS.

PortID1/2/3..24/25/ 26 If you choose to
manage the Switch at port level, enter the particular
port number into this field before selecting the next
screen. Ports 1-24 are the 10BASE-T ports, port 25
is the Plug-in Module port at the rear of the unit,
and port 26 is the 100BASE-TX port.
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IBH 8271 Hways Switch Hanagement

STP STATS RESILIENGE SETUP CAMCEL|

Hanagement Level: #Porté

Port ID {default 1): [11

Enter port number: 1..24, 25(HModule), 26({18BBASE-TX).

Figure 4-7 Switch Management screen for Port level

IBH 8271 Hways Switch Hanagement

Management Level: $Unité

STATS spB RESILIENCE SETUP CANCEL

Figure 4-8 Switch Management screen for Unit level

STP Use this button to display screens for manag-
ing Spanning Tree Protocol (STP) information for
the level of management you have chosen (port or
VLAN). Refer to ““Spanning Tree Protocol” on

page 5-10.
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STP is not supported over Asynchronous Transfer
Mode (ATM). If you specify that you want to
manage the Plug-in Module port and the Switch has
an ATM OC-3c Module installed, the STP button is
not displayed.

SERVER This button displays a screen (the VLAN
Server screen) that is not applicable for this device.

STATS Use this button to display statistics screens
for the level of management you have chosen (port
or unit). Refer to Chapter 6.

SDB Use this button to display the Unit Database
View screen, which is used to manage the Switch
Database. Refer to “The Database View” on
page 4-17.

RESILIENCE Use this button to display resilient link
management screens for the level of management
you have chosen (port or unit). Refer to “Setting
Up Resilient Links” on page 4-19.

You cannot set up resilient links if the Switch uses
Spanning Tree (STP). Consequently, the RESILIENCE
button is not displayed if STP is enabled.

IBH 8271 Hways Switch Hanagement

STP SERUER SETUP CANCEL

Hanagement Level: HULANE

Figure 4-9 Switch Management screen for VLAN level

SETUP Use this button to display setup screens for
the level of management you have chosen (port,
unit or VLAN). For information about the Port
Setup and Unit Setup screens, refer to “Setting Up
the Switch Ports” and ““Setting Up the Switch Unit”
in this chapter. For information about the VLAN
Setup screen, refer to “Setting Up VLANs on the
Switch” on page 5-7.



Setting Up the Switch Unit

With the Switch Management screen displayed,
choose the management level Unit, then select the
SETUP button.

The Unit Setup screen is displayed, as shown in
Figure 4-10. The screen shows the following:

Unit Name This read-only field shows the type of
device.

sysName This field takes its name from the MIB Il
System Group object. You can edit the first 30 char-
acters of this field to make the name more mean-
ingful. This name is displayed on the Main Banner
when you first access the VT100 screens, and is also
accessible to an SNMP Network Manager.

Forwarding Mode Fast Forward / Fragment Free /
Store and Forward / Intelligent This field allows you
to set the forwarding mode for the Switch:

= Fast Forward — Frames are forwarded as soon
as the destination address is received and verified.
The forwarding delay, or latency, for all frames in
this mode is just 40us but with the lack of check-
ing time, error frames are propagated onto the
network.

= Fragment Free — A minimum of 512 bits of the
received frame is buffered prior to the frame
being forwarded. This ensures that collision frag-
ments are not propagated through the network.
The forwarding delay, or latency, for all frames in
this mode is 64s.

Setting Up the Switch Unit
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Unit Hame:

sysHame (Hax 38 chars):
Forwarding Hode:
Intelligent Forwarding:

Desktop Switch
[Desktop Switch
#Fast Forward +

H/f

PACE : #Disabled
ULAN Configuration Hode: #Port
SDB Ageing Time (HH:MM): [8:38 ]
Spanning Tree: #Disabled
Duplex Hode: #Half Duplex +
Backbone Port: [2u]
Default RHON Host/Hatrix: $#Disabled
Plug-in Hodule Type: Mot Fitted
Transceiver Module Type: Hot Fitted
Power Supply: Internal

0K

Figure 4-10 Unit Setup screen

= Store and Forward — Received packets are buff-
ered in their entirety prior to forwarding. This
ensures that only good frames are passed to their
destination. The forwarding delay for this mode
varies between 64us and 1.2ms, depending on
frame length. In this mode the latency, measured
as the time between receiving the last bit of the
frame and transmitting the first bit, is 8ps.

= Intelligent — The Switch monitors the amount
of error traffic on the network and changes the
forwarding mode accordingly. If the Switch
detects less than 18 errors a second, it operates
in Fast Forward mode. If the Switch detects
more than 18 errors a second, it operates in
Store and Forward mode until the number of
errors returns to zero.

Intelligent Forwarding Fast Forward / Store and
Forward This read-only field shows the forwarding
state if the Forwarding Mode is set to Intelligent.
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PACE Enable / Disable This field allows you to
enable or disable PACE (Priority Access Control
Enabled) for all ports on the Switch. PACE allows
multimedia traffic to be carried over standard Ether-
net and Fast Ethernet LANs by providing two fea-
tures:

» Implicit Class of Service — When multimedia traf-
fic is transmitted, it is given a higher priority
than other data and is therefore forwarded ahead
of other data when it arrives at the Switch. The
Implicit Class of Service feature minimizes latency
through the Switch and protects the quality of
multimedia traffic.

» Interactive Access — When two-way multimedia
traffic passes over an Ethernet network, interfer-
ence can occur because access to the bandwidth
is unequally allocated to traffic in one direction.
The Interactive Access feature allocates the avail-
able bandwidth equally in both directions, there-
fore increasing the quality of the traffic.

Interactive Access should be enabled only on ports

that connect to a single endstation, switch, bridge,
or router. You should disable Interactive Access on

a port if it is connected to a repeater. Also, Interac-
tive Access should be enabled at only one end of a
link.

For more information about disabling Interactive
Access for a port, refer to “Setting Up the Switch
Ports” on page 4-12.

VLAN Configuration Mode Port / AutoSelect This
field allows you to specify how ports on the Switch
are placed in VLANS:

= Port — The ports use Port VLAN Mode, which
means that they are manually placed in the
required VLAN. This is the default mode.

= AutoSelect — This option is not applicable for
this device. Do not select this option.

SDB Ageing Time This field allows you to specify
the ageing time (hours:minutes) for all non-perma-
nent entries in the Switch Database of the unit.
You can set an ageing time in the range 0 minutes
to 277 hours, with a default of 30 minutes. If you
enter 0:00, ageing is turned off. For more informa-
tion about ageing times, refer to “Setting Up the
Switch Database (SDB)” on page 4-16.

Spanning Tree Enable / Disable This field allows
you to enable or disable the Spanning Tree Protocol
(STP) on the Switch. For more information about
STP, refer to ““Spanning Tree Protocol” on

page 5-10.

Duplex Mode Half Duplex / Full Duplex on 100M
Ports / Full Duplex on All Ports This field allows you
to set the duplex mode for ports that have Unit
Default specified in the Duplex Mode field of the
Port Setup screen. The default setting is Half Duplex.
For more information about Duplex Mode, refer to
“Setting Up the Switch Ports™ on page 4-12.



Backbone Port1/2/3..24/25/ 26 If all the
ports on the Switch belong to VLAN 1 and use Port
VLAN Mode, this field allows you to specify a back-
bone port for the Switch. In all other situations, the
field is not displayed.

On a new or initialized Switch, all ports belong to
VLAN 1 and use Port VLAN Mode.

For more information about VLANSs, refer to “Vir-
tual LANs (VLANSs)” on page 5-1. For more informa-
tion about backbone ports and their role in VLAN
functionality, refer to “Assigning a Port to a VLAN
When Using Port VLAN Mode” on page 5-9.

Default RMON Host/Matrix Enable / Disable

This field allows you to specify whether Hosts and
Matrix RMON sessions are defined on the default
VLAN. The default setting for this field is Disable.
For more information about RMON sessions, refer to
“RMON” on page 5-20.

Plug-in Module Type This read-only field displays
the type of Plug-in Module fitted to the rear of the
unit, or displays Not Fitted.

Transceiver Module Type This read-only field dis-
plays the type of Transceiver Module fitted to the
rear of the unit, or displays Not Fitted.

Power Supply Internal / External This read-only
field displays External if the Switch is receiving
power from a Redundant Power System. In all
other cases, this field displays Internal.

Setting Up the Switch Unit
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Setting Up the Switch Ports

With the Switch Management screen displayed,
choose the management level Port. Choose the
appropriate port, then select the SETUP button.

The Port Setup screen is displayed as shown in
Figure 4-11.

b If the port is an ATM OC-3c Module port, the ATM
Port Setup screen is displayed. For more informa-
tion, refer to the “IBM 8271 Nways Ethernet LAN
Switch ATM OC-3c Module User’s Guide”.

The screen shows the following:

Port ID This read-only field shows the ID of the port
you have chosen to setup.

Media Type This read-only field shows the media
type of the link connected to this port.

Port Speed This read-only field shows the speed
and Duplex Mode of the link; HD indicates half
duplex, and FD indicates full duplex.

Port State Enable / Disable This field allows you to
enable or disable the port. To prevent unauthorized
access, we recommend that you disable any unused
ports.

Link State Present / Not Available This read-only
field shows the state of the link:

= Present — The port is operating normally

= Not Available — The link has been lost

IBM 8271 Hways Switch Port Setup

Port ID: 1 Hedia Type: 10BASE-T
Port Speed: 18Mbps HD Port State: $#Enable +
Link State: Present Lost Links: ]

Refer to the User Guide before changing the settings of these parameters.

Intelligent Flow Management: 4Enable

Security: 4Disabled

Disable Interactive Access: No

ULT mode: 4Disabled

Duplex Hode: 4Unit Default +

ULAN Configuration node: 4Unit Default4
Broadcast Storm Control
Rising Threshold%: [20] Action: #blip port / notify

Falling Threshold%: [18] Action: ¢none

0K

-

Figure 4-11 Port Setup screen

Lost Links This read-only field shows the number of
times the link has been lost since the Switch was
last reset. If the number in this field is not zero, you
should check your cables and replace any that may
be damaged.

b The Lost Links counter increments each time an
endstation goes through a power-off/on cycle.

Intelligent Flow Management Enable / Disable
This field allows you to enable or disable Intelligent
Flow Management (IFM). IFM minimizes packet loss
which can occur with conventional switches.

b IFM is not available on a port that has full duplex
enabled:

= [f the Duplex Mode field in this screen is set to
Full Duplex, the Intelligent Flow Management
field is not displayed



= In all other cases where the port has full duplex
enabled, IFM has no effect

Security Enable / Disable When Security is enabled,
the port enters single address learning mode. The
Switch removes any address currently stored in the
Switch Database against the port. The Switch then
learns the source address from the first packet it
receives on the port since Security was enabled.

Once the first address is learnt, no other endstation
is permitted to access the network through the port.
If an endstation with a different address attempts to
transmit packets onto the network through the
port, the port is automatically disabled and a trap is
generated. The port remains disabled until it is
enabled from the Port Setup screen or via SNMP
management.

A more comprehensive set of security features is
available through SNMP network management.

Security is not available on backbone ports. If the
port has been defined as a backbone port, the
Security field is not displayed.

Disable Interactive Access Yes / No This field
allows you to disable the Interactive Access feature
of PACE (Priority Access Control Enabled) on the
current port. You should disable Interactive Access
on a port if:

= The port is connected to a device with Interac-
tive Access enabled

= The port is configured as a backbone port and is
connected to a repeater

Setting Up the Switch Ports 4-13

For more information about the Interactive Access
feature, refer to “Setting Up the Switch Unit” on
page 4-9.

VLT Mode Enabled / Disabled This field allows you
to specify whether the port is a VLT (Virtual LAN
Trunk) port. A Virtual Lan Trunk (or VLT) is a
Switch-to-Switch link which carries traffic for all the
VLANSs on each Switch. To create a VLT, the ports on
both ends of the link must be VLT ports. For more
information about VLTs, refer to “VLANs and the
Switch” on page 5-3.

If the port uses AutoSelect VLAN Mode (refer to
the VLAN Configuration Mode field), you cannot
specify that the port is a VLT port.

Duplex Mode Half Duplex / Full Duplex / Unit
Default This field allows you to specify the duplex
mode of the port:

= Full Duplex — Full duplex allows frames to be
transmitted and received simultaneously and, in
effect, doubles the potential throughput of a link.
In addition, full duplex also supports
100BASE-FX cable runs of up to 2km. You should
only enable full duplex on a link between the
Switch and another device with full duplex sup-
port.

Full duplex is not supported on the Transceiver
Module port.

= Half Duplex — You should use half duplex if the
device at the other end of the link does not sup-
port full duplex.
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= Unit Default — The duplex mode of the port is
defined by the Duplex Mode field in the Unit
Setup screen. This is the default setting.

VLAN Configuration Mode Port / AutoSelect /
Unit Default This field is not applicable for this
device. It should not be changed from the default
setting, Unit Default.

Broadcast Storm Control The Switch automati-
cally creates an alarm on each of its ports to moni-
tor the level of broadcast traffic on each port. The
Broadcast Storm Control fields allow you to specify
thresholds for the level of broadcast traffic on a
port, and specify an action to take place if the
threshold is exceeded.

Rising Threshold% This field allows you to specify
the percentage of broadcast traffic on the current
port which triggers the alarm for the port. The
default is 20%.

Falling Threshold% This field allows you to specify
the percentage of broadcast traffic on the current
port required to reset the alarm for the port. The
falling threshold prevents the rising threshold
events being triggered continuously. The default is
10%.

Rising Action none / event / disable port /
disable port/notify / blip / blip port/notify Use this
field to specify the action for the alarm to take
when it reaches the rising threshold:

= none — no action takes place
= event — an SNMP trap is generated
= disable port— the port is disabled

» disable port/notify — the port is disabled and an
SNMP trap is generated

= blip — the broadcast and multicast traffic on the
port is blocked for 5 seconds

= blip port/notify — the broadcast and multicast
traffic on the port is blocked for 5 seconds, and
an SNMP trap is generated

If user defined appears as an option in the Rising
Action field, an unrecognized action has been speci-
fied using a MIB browser. You cannot select this
option.



Falling Action none / event / enable /

event + enable Use this field to specify the action
for the alarm to take when it reaches the falling
threshold:

= hone — no action takes place

= event — an SNMP trap is generated

= enable — the port is enabled

= event + enable — the port is enabled and an
SNMP trap is generated

If user defined appears as an option in the Falling

Action field, an unrecognized action has been speci-

fied using a MIB browser. You cannot select this
option.

You should be aware of the following points when

using Broadcast Storm Control:

= The Switch takes 5-7 seconds to recognize that a

broadcast storm is occurring.

= Broadcast Storm Control calculates the average
broadcast bandwidth over the previous

20-second interval. The average is based on four

samples taken at 5-second intervals.

= When the average value exceeds the rising
threshold value, the rising action is triggered.
The action is not triggered again until the aver-
age broadcast bandwidth falls below the falling
threshold level.

Setting Up the Switch Ports
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Setting Up the Switch Database (SDB)

The Switch maintains a database of device addresses
that it receives on its ports. It uses the information
in this database to decide whether a frame should
be forwarded or filtered. The database holds up to a
maximum of 104 entries (four entries per port);
each entry consists of the MAC address of the
device and an identifier for the port on which it was
received.

Entries are added into the Switch Database in two
ways:

= The Switch can learn entries. That is, the unit
updates the SDB with the source MAC address,
and the port identifier on which the source MAC
address is seen. Addresses are not learned on
the backbone port. Learning is affected by secu-
rity — refer to the description for the Security
field on page 4-13.

= The system administrator can enter and update
entries using a MIB browser, an SNMP Network
Manager or the Switch Database screen
described in the following sections.

There are three types of entries in the SDB:

= Ageing entries — Initially, all entries in the data-
base are ageing entries. Entries in the database
are removed (aged out) if, after a period of time
(ageing time), the device has not transmitted.
This prevents the database from becoming full
with obsolete entries by ensuring that when a
device is removed from the network, its entry is
deleted from the database. Ageing entries are
deleted from the database if the Switch is reset
or a power-off/on cycle occurs. For more informa-
tion about setting an ageing time, refer to “Set-
ting Up the Switch Unit” on page 4-9.

= Non-ageing entries — If the ageing time is set
to 0:00, all ageing entries in the database are
defined as non-ageing entries. This means that
they do not age, but they are still deleted if the
Switch is reset or a power-off/on cycle occurs. For
more information about setting an ageing time,
refer to “Setting Up the Switch Unit” on
page 4-9.

= Permanent entries — Permanent entries do
not age, and they are retained in the database if
the Switch is reset or a power-off/on cycle occurs.



The Database View

The Unit Database View screen, as shown in
Figure 4-12, allows you to view and configure the
Switch Database. To access this screen, display the
Switch Management screen, choose the manage-
ment level Unit, then select the SDB button.

The Unit Database View screen shows the following:

Database Entries This read-only field shows the
number of entries currently in the SDB. The data-
base holds a maximum of 104 addresses (four
entries per port).

MAC Address If you highlight an entry in the list-
box and press [Return], this field shows the MAC
address for the entry.

Port Number If you highlight an entry in the list-

box, this field shows the port identifier for the entry.

Permanent Yes / No This field allows you to specify
that the current entry is permanent. Refer to the pre-
vious section “Setting Up the Switch Database (SDB)”
for a description of permanent and ageing entries.

A listbox containing three fields:

Port The port ID for the entry.

MAC Address The MAC address for the port
currently stored in the database.

Permanent Yes / No Shows Yes if this entry is
permanent, or No if this entry is ageing or
non-ageing.
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Port HMAC Address Permanent

18 88 004e B849d1 Ho
Database Entries: 19 18 BB8ASFd23235 Ho
18 888062057253 Ho
18 88004e 086330 Ho
18 88804eB855ca Ho
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HAC Address: [ 1 18 B82BaFL436438 Ho

18 88004eBakaf2 Ho
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Figure 4-12 Unit Database View screen

FIND This button lets you locate an entry in the
database. Refer to “Searching the Switch Data-
base” on page 4-18.

REFRESH This button refreshes the database so that
it displays the latest information.

INSERT This button lets you insert an entry into the
database.

DELETE This button allows you to delete entries
from the database.



CHAPTER 4: MANAGING THE SWITCH

Searching the Switch Database

You can search the switch database in two ways:
by MAC address or port number.

By MAC Address

To locate the port number against which a particular
MAC address is entered in the SDB:

In the MAC Address field, type in the MAC address
you are trying to locate.

Select FIND. The port ID is displayed in the Port
Number field and the entry in the listbox is high-
lighted with an asterisk (*).

By Port

To locate the MAC addresses entered against a par-
ticular port ID in the SDB:

Clear the MAC Address field by moving into the
field and pressing [Space].

In the Port Number field, enter the port ID for which
you want MAC addresses displayed.

Select FIND. The listbox will show entries in the
database for that port only.

Adding an Entry into the SDB

1

In the MAC Address field, type in the MAC address
of the device.

In the Port field, type in the port identifier for this
device.

Select whether the entry is permanent or not by
specifying Yes or No in the Permanent field.

Select INSERT.

Deleting an Entry from the SDB

1

2

In the listbox, highlight the entry you want to delete
and press [Return], or type the MAC address into
the MAC Address field.

Select DELETE.

Specifying that an Entry is Permanent

1

In the listbox, highlight the entry you want to make
permanent and press [Return], or type the MAC
address into the MAC Address field.

In the Permanent field, specify Yes.
Select INSERT.
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When setting up resilient links, you should note the

Setting Up Resilient Links following:
You can configure a Switch to provide resilient links = Up to 13 resilient link pairs can be configured on
to another device so that network disruption is mini- an 8271 Model 524 Switch.

mized if a link fails. A resilient link pair consists of a . . . .
o . . . = Resilient links cannot be set up if Spanning Tree

main link and a standby link. You define a resilient . :

. . e . (STP) is enabled on the Switch.

link pair by specifying the main port and standby

port at one end of the pair. = Resilient links can only be set up on fiber or

twisted pair links. The main and standby links in

Switeh , the same pair, however, can use any combina-
Main port Standby port . f th di
' B B EEREER tion o ese media.
= A resilient link pair can only be set up if:
fosient « The ports belong to the same VLAN.
pair
« The ports have an identical security setting.
= Neither of the ports forms part of another
ok EEES resilient link pair.
Other device =« A backbone port can be configured as a main
o _ port in a resilient link pair. If a resilient backbone
Figure 4-13 Resilient link pair port fails, the standby port is immediately config-
ured as a backbone port before it is enabled. A
Under normal network operating conditions, the backbone port cannot be configured as a standby
main link carries your data. The Receive Idle signal port.

of a fiber link or the Test Pulse on an Ethernet
twisted pair link is continually monitored by the
Switch. If a signal loss is detected, the Switch imme-
diately enables the standby port so that it carries the = A resilient link pair must be defined at only one
data. In addition, the main port is disabled. end of the connection.

= [f the main port is a Virtual LAN Trunk (VLT) port,
the standby port must also be a VLT port.

= You cannot disable any port that is part of a resil-

If a main link has a higher bandwidth than its . : :
ient link pair.

standby link, traffic is automatically switched back to
the main link provided no loss of link is detected for
two minutes. Otherwise, you need to manually
switch traffic back to the main link.
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Configuring Resilient Links

With the Switch Management screen displayed,
choose the port to be the main port in the resilient
link pair, then select the RESILIENCE button.

The Port Resilience screen is displayed as shown in
Figure 4-14. This screen allows you to set up, edit
and delete resilient link pairs.

The screen shows the following:

Main Port ID This read-only field shows the ID of
the main port.

Media Type Twisted Pair / Fiber This read-only field
shows the media type connected to the main port.

Link State Available / Not Available / Not Present
This read-only field shows the connection state of
the main port:

= Available — The port is operating normally
= Not Available — The resilient link pair is disabled

= Not Present — The port is not present in the cur-
rent hardware

Standby Port ID This field shows the current
standby port ID and allows you to enter a new port
ID. The standby port must be in the same VLAN as
the main port.

Media Type Twisted Pair / Fiber This read-only field
shows the standby port media type.

IBM 8271 Hways Switch Port Resilience

Standby Links Available
Port ID
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standby Port ID: [2 ] [
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Link State: Not Available 8
9

Pair State: Active 10
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APPLY DELETE

Figure 4-14 Port Resilience screen

Link State Available / Not Available / Not Present
This read-only field shows the connection state of
the standby port:

= Available — The port is operating normally

= Not Available — The resilient link pair is disabled

= Not Present — The port is not present in the cur-
rent hardware

Standby Links Available This listbox shows the
ports that you can configure as standby.

Pair State Active / Both Failed / Unknown / Not
Available This read-only field shows the current
operating state of the resilient link pair:

» Active — The resilient link pair is enabled and
operating normally with both main and standby
port capable of carrying traffic.



= Both Failed — Although the resilient link pair is
correctly configured, both links have failed. This
could be due to loose connections or cable dam-
age.

= Unknown — The network configuration has
changed and the resilient link pair no longer con-
forms to the rules.

= Not Available — The resilient link pair is disabled.

Active Port Main / Standby If a main link does not
have a higher bandwidth than its standby link, traf-
fic is not automatically switched back to the main
link when it recovers. Use this field to manually
switch traffic back to the main link.

Pair Enable Enabled / Disabled Use this field to
enable or disable the resilient link pair. Before you
disable the resilient link pair, you must remove
cabling from the ports to avoid creating loops in
your network configuration.

Setting Up Resilient Links 4-21

Creating a Resilient Link Pair

1

Ensure that the port nominated as the standby port
is not physically connected to the unit.

Ensure both ports have an identical port security
mode configuration and that they are members of
the same VLAN.

At the Switch Management screen, select the port
to be configured as the main port in the link. Select
the RESILIENCE button at the foot of the screen.

Select the standby port from the Standby Links
Available listbox or enter the port ID in the Standby
Port ID field.

Enable the pair in the Pair Enabled field. Select
APPLY.

Connect the cabling for the standby port.

Deleting a Resilient Link Pair

To delete the resilient link set up on the port, select
the DELETE button at the foot of the screen. The
Port Resilience screen closes and the Switch Man-
agement screen is displayed.
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Viewing the Resilient Links Setup

With the Switch Management screen displayed,
choose the management level Unit and select the
RESILIENCE button.

The Unit Resilience Summary screen is displayed as
shown in Figure 4-15. This screen shows the cur-
rent resilient link configuration for the unit, and
allows you to access the Port Resilience screen for
resilient link pairs.

The following information is displayed:

MAIN Port This read-only field displays the ID of
the port configured as the main port for this resil-
ient link pair.

STANDBY Port This read-only field displays the 1D
of the port configured as the standby port for this
resilient link pair.

Pair State Active / Both Failed / Unknown / Not
Available This read-only field displays the current
state of this resilient link pair:

» Active — The resilient link pair is enabled and
operating normally with both main and standby
port capable of carrying traffic.

= Both Failed — Although the resilient link pair is
correctly configured, both links have failed. Check
for any loose connections or cable damage.

=« Unknown — The network configuration has
changed and the resilient link pair no longer con-
forms to the rules.

= Not Available — This resilient link pair is disabled.

IBM £271 Hways Switch Unit Resilience Summary
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Figure 4-15 Unit Resilience Summary screen

Active Port Main / Standby / Both Failed This
read-only field displays which port in the resilient
link pair is currently carrying traffic:

= Main — The pair is operating in its normal state
with the main port carrying traffic.

» Standby — The main port has failed and the
standby port is carrying the traffic. You should
rectify the fault as soon as possible. If a main
port has a higher bandwidth than the standby
port, traffic is automatically switched back pro-
vided no loss of link is detected for 2 minutes.
Otherwise, switch the traffic back manually by
setting the Active Port field in the Port Resilience
screen (described on page 4-20) to Main.

» Both Failed — Both ports of the resilient link pair
have failed. This could be due to loose connec-
tions or cable damage.



Pair Enable Enabled / Disabled This read-only field
displays whether the resilient link pair is currently
enabled or disabled. You enable or disable a resilient
link pair using the Port Resilience screen described in
“Configuring Resilient Links” on page 4-20.

OK This button allows you to access the Port Resil-
ience screen for the current resilient link pair.

Setting Up Resilient Links
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Setting Up Traps

ig

Traps are messages sent across the network to an
SNMP Network Manager. They alert the network
administrator to faults or changes at the Switch
device.

Your Network Manager may automatically set up
traps in the Switch Trap Table. Check the documen-
tation accompanying your network management
software.

To access the Trap Setup screen, select the SETUP
TRAPS button from the Switch Management Setup
screen (described in Chapter 3). The Trap Setup
screen is shown in Figure 4-16.

The screen shows the following:

IP or IPX Address This field allows you to enter the
IP or IPX address of the remote network manage-
ment stations to which traps should be sent.

Community String This field allows you to enter
community strings for each remote Network Man-
ager, allowing a very simple method of authentica-
tion between the Switch and the remote Network
Manager. The text string can be of 32 characters or
less. If you want a Network Manager to receive
traps generated by the device, you must enter the
community string of the Network Manager into the
trap table. The default community string is public.

IEH 8271 Nways Switch Trap Setup
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Throttle:
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Figure 4-16 Trap Setup screen

Throttle This field allows you to specify a throttle
delay value for each remote Network Manager.
Throttle delays are time periods placed between
packets to prevent a remote Network Manager
receiving too many traps at once. The unit of throt-
tle is one thousandth of a second. The default
value is 100, which gives a delay of one tenth of a
second between each packet transmission.



Setting Up the Console Port

From the Switch Management Setup screen,
described in Chapter 3, select the CONSOLE PORT
button. The Console Port Setup screen is displayed
as shown in Figure 4-17.

If you change any of the console port parameters,
you terminate any existing sessions using the con-
sole port when you exit the screen. Ensure that the
connected equipment’s console port parameters are
set to match the new configuration. This allows
you to continue to access the management facility
from the equipment after you change the console
port parameters.

The screen shows the following:

Connection Type Local / Remote This field allows
you to select the type of remote connection. Select
Remote if you want to manage the Switch through
a modem; DCD Control and DSR Control will be
enabled. For all other cases, this field should be set
to Local.

DCD Control Enabled / Disabled This field is only
applicable to local connection types. It determines if
DCD is required for a local connection, and
whether the connection is closed if DCD is removed.
Refer to your terminal or modem documentation if
you are unsure of the correct setting.
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IBH 8271 Hways Switch Console Port Setup
Connection Type: 4lLocal 4
DCD Control: #Disabled$
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Flow Control: #HONE [
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Figure 4-17 Console Port Setup screen

DSR Control Enabled / Disabled This field is only
applicable to local connection types. It determines if
DSR is required for a local connection, and whether
the connection is closed if DSR is removed. Refer to
your terminal or modem user documentation if you
are unsure of the correct setting.

Flow Control XON/XOFF / NONE / RTS-CTS
Unidirectional / RTS-CTS Bidirectional This field
allows you to select the correct flow control option
for your terminal or modem. Refer to your terminal
or modem documentation if you are unsure of the
correct setting.

Auto Config Enabled / Disabled The Switch can
auto-configure the line speed (baud rate) of the
console port to work with your VT100 terminal. This
field allows you to specify whether auto-configura-
tion is enabled.
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Speed 1200 / 2400 / 4800 / 9600 / 19200

This field allows you to select the correct line speed
(baud rate) for your terminal or modem. If you
have enabled auto-configuration, the line speed is
set automatically.

Char Size 8 This read-only field displays the charac-
ter bit (data bit) size for the Switch. You should set
your terminal to the same value.

Parity NONE This read-only field displays the parity
setting for the Switch. You should configure your
terminal to the same setting.

Stop Bit 1 This read-only field displays the stop bit
setting for the Switch. You should configure your
terminal to the same setting.
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IBM 8271 Hways Switch Reset

Resetting the Switch

If you suspect a problem with the Switch, you can
reset it.

This operation will reset the
device simulating a pouer cycle.

1 From the Main Menu, select the RESET option.

The Reset screen is displayed, as shown in
Figure 4-18.

2 Select OK.
oK

Resetting the Switch in this way is similar to per-
forming a power-off/on cycle. No setup information -

is lost. Figure 4-18 Reset screen

b ATTENTION: Performing a reset may cause some
of the data being transmitted at that moment to
be lost.
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In|t|a|i2ing the SWitCh IBM 8271 Hways Switch Initialization

This screen allows you to perform a reset as
described in the previous section, and in addition,
returns non-volatile data stored on the unit to its B e cvary aninge ohe device
factory defaults (shown on page 1-12). Note that
the IP address is not cleared. You should only initial-
ize the Switch if:

= The configuration of the device no longer suits
your network oK

= Other efforts to solve problems have not suc- -
ceeded

Figure 4-19 Initialize screen
To initialize the Switch:

) ) When initializing the Switch, take particular note of
1 From the Main Menu, select the INITIALIZE option.

the following:
The Initialize screen appears as shown in = Network loops occur if you have set up resilient
Figure 4-19. links. Before initializing the Switch, ensure you
have disconnected the cabling for all your
2 Select OK. standby links.

b ATTENTION: Use the Initialize option with great = VLT ports fail and you are not able to manage
care. The Switch configuration is cleared from the Switch if your management station communi-
memory and cannot be recovered. After initializa- cates via the VLT. To avoid this:
tion, all user information is lost and only default a Remove the VLT configuration from both ends of
users are available. All ports are set to their default the VLT link before you initialize the Switch.
values, and are therefore enabled and available to Note that the port furthest from your manage-
all users. ment station should have its VLT configuration

removed first.

b Reconfigure the VLT once the initialization is com-
plete.




Upgrading Software

ig

When IBM issues a new version of the software
image for the Switch, you can obtain it from IBM’s
electronic support services, as described in “Elec-
tronic Support” in Appendix F.

For upgrading the ATM OC-3c Module software,
refer to the “IBM 8271 Nways Ethernet LAN Switch
ATM OC-3c Module User’s Guide”.

You use the Software Upgrade screen to download
new software images. The protocol used for down-
loading software images is TFTP running over
UDP/IP or IPX.

ATTENTION: Before attempting to download, note:

= The download only works over the network; it
does not work through the console port.

= The download does not work over a Virtual LAN
Trunk (VLT) if you have a Boot software version
lower than version 2.0.

= The download does not work over an ATM link.

If a software download over IPX fails, enter the
MAC or Ethernet address of your server into the
Switch Database via the Unit Database View screen
and then attempt the download again. Refer to
“Searching the Switch Database” on page 4-18.

To upgrade Switch management software:
From the Main Menu, select SOFTWARE UPGRADE.

The Software Upgrade screen is displayed, as
shown in Figure 4-20.
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IEH 8271 Hways Switch Software Upgrade
Destination: #Switch +
File Hame: [3C169808.51x ]
Server Address: [ 1
This operation will reset the device
once the upgrade has been completed.
IP  address format d.d.d.d
IPX address format AABBCCDD :AABBCCDDEEFF
oK CANCEL|

Figure 4-20 Software Upgrade screen

2 From the Destination field, select Switch (this is the
default).

3 In the File Name field, enter the name of the file
that contains the software image to be down-
loaded to the Switch.

You must place the image file where it is accessible
to the TFTP load request. Check with your system
administrator if you are unsure of where to place
the image file.

4 In the Server Address field, enter the IP or IPX
address of the server containing the software image
to be loaded.

5 Select OK.
During the download, the MGMT LED flashes green

and the screen is locked. When the download is
complete, the Switch is reset.
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ADVANCED MANAGEMENT

With VLANSs, you can define your network according

Virtual LANs (VLANS) to:
Setting up Virtual Local Area Networks (VLANs) on » Departmental groups — For example, you can
the Switch provides you with less time-consuming have one VLAN for the Marketing department,
network administration and more efficient network another for the Finance department, and
operation. another for the Development department.

= Hierarchical groups — For example, you can
have one VLAN for directors, another for manag-
ers, and another for general staff.

The following sections explain more about the con-
cept of VLANs and explain how they can be imple-
mented on the Switch.

» Usage groups — For example, you can have
What are VLANs? one VLAN for users of e-mail, and another VLAN

A VLAN is defined as a group of location- and for users of multimedia.

topology-independent devices that communicate as

if they are on the same physical LAN. This means Benefits of VLANs
that LAN segments are not restricted by the hard- Implementing VLANs on your network has three
ware which physically connects them; the segments main advantages:

are defined by flexible user groups that you create

. = [t eases the change and movement of devices on
using software.

IP networks
= It helps to control broadcast traffic

= [t provides extra security
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How VLANS Ease Change and Movement

With traditional IP networks, network administra-
tors spend much of their time dealing with moves
and changes. If users move to a different IP subnet,
the IP addresses of each endstation must be
updated manually.

With a VLAN setup, if an endstation in VLAN 1 is
moved to a port in another part of the network,
you only need to specify that the new port is in
VLAN 1.

How VLANs Control Broadcast Traffic

With traditional networks, congestion can be caused
by broadcast traffic which is directed to all network
devices whether they require it or not. VLANs
increase the efficiency of your network because
each VLAN can be set up to contain only those
devices which need to communicate with each
other.

How VLANSs Provide Extra Security

Devices within each VLAN can only communicate
with devices in the same VLAN. If a device in VLAN
1 needs to communicate with devices in VLAN 2,
the traffic must cross a router.

An Example

Figure 5-1 shows a network configured with three
VLANs — one for each of the departments that
access the network. The membership of VLAN 1 is
restricted to ports 1, 2, 3, 4, and 5 of Switch A;
membership of VLAN 2 is restricted to ports 4, 5,
6, 7, and 8 of Switch B while VLAN 3 spans both
Switches containing ports 6, 7, and 8 of Switch A
and 1, 2, and 3 of Switch B.

In this simple example, each of these VLANSs can be
seen as a broadcast domain — physical LAN seg-
ments that are not constrained by their physical
location.

Specific configurations using the Switch are shown
later in this chapter.

Backbone connecting multiple switches

Switch

1

A
2 3 4 5
[ N NN

=

2 B

Marketing Department
VLAN 1

Switch B
Development Department

= = 21818

Finance Department
VLAN 2

Figure 5-1 The concept of VLANs



VLANs and the Switch

The Switch supports VLANs which consist of a set of
switch ports. Each switch port can only belong to
one VLAN at a time, regardless of the device to
which it is attached.

Each Switch can support up to 16 VLANs. However,
you can have more than 16 VLANSs in your entire
network by connecting the 16 Switch VLANSs to
other VLANSs using a router.

The Default VLAN and Moving Ports From the
Default VLAN

On each Switch, VLAN 1 is the Default VLAN of the
Switch; it has two properties:

= [t contains all the ports on a new or initialized
Switch

= [t is the only VLAN which allows an SNMP Net-
work Manager to access the management agent
of the unit

By default, if a device is attached to a port in the
Default VLAN and you want to move the device into
another VLAN, you need to use the VLAN Setup
screen to place the port in that VLAN. For more
information about the VLAN Setup screen, refer to
“Setting Up VLANs on the Switch” on page 5-7.
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Connecting VLANSs to a Router

If the devices in a VLAN need to talk to devices in a
different VLAN, each VLAN requires a connection to
a router. Communication between VLANs can only
take place if they are all connected to the router. A
VLAN not connected to a router is an isolated
VLAN. You need one port for each VLAN connected
to the router.

Connecting Common VLANs Between Switch
Units

If you want to connect the VLANs on the 8271
Model 524 Switch with the same VLANs on
another Switch unit, you can set up one link per
VLAN. Alternatively, you can set up a single link for
all the VLANSs by creating a Virtual LAN Trunk (VLT).
A VLT is a Switch-to-Switch link which carries traffic
for all the VLANs on each Switch. To set up a VLT,
you configure the port at each end of the link.

VLTs can only be used for links between IBM 8271
Nways Ethernet Switch units. You cannot use VLTs
for Switch—router links.

If you specify that a port on one VLAN is a VLT port,
that port carries traffic for all the VLANs on the
Switch. If you then disable the VLT function on that
port, the port only carries traffic for the Default
VLAN (VLAN 1).



5-4

CHAPTER 5: ADVANCED MANAGEMENT

Using Non-routable Protocols

If you are running non-routable protocols on your
network (for example, DEC LAT or NET BIOS),
devices within one VLAN are not able to communi-
cate with devices in a different VLAN.

Using Unique MAC Addresses

If you connect a server with multiple network adapt-
ers to the Switch, we recommend that you config-
ure each network adapter with a uniqgue MAC
address.

Extending VLANs into an ATM Network

If the Switch has an ATM OC-3c Module installed,
you can extend the VLANs you have defined in
your existing network into an ATM network. For
more information, refer to the “IBM 8271 Nways
Ethernet LAN Switch ATM OC-3c Module User’s
Guide”.

VLAN Configurations

Example 1

The example shown in Figure 5-2 illustrates a
simple VLAN configuration with a single Switch
whose ports are divided between two VLANs. VLAN
1 is able to talk to VLAN 2 using the connection
between each VLAN and the router.

To set up this configuration:
1 Use the VT100 screens:
a Place ports 1-6 and 13-18 in VLAN 1.
b Place ports 7-12 and 19-24 in VLAN 2.
2 Connect a port in VLAN 1 to the router.

3 Connect a port in VLAN 2 to the router.

VLAN 1 VLAN 2

Connection
for VLAN 2

Connection
for VLAN 1

Router

Figure 5-2

VLAN configuration with a single Switch unit




Example 2

The example shown in Figure 5-3 illustrates two
VLANSs spanning two Switch units. VLAN 1 is able to
talk to VLAN 2 using the connection between each
VLAN and the router. Ports within the same VLAN
but on different Switches communicate using the
VLT.

To set up this configuration:

Use the VT100 screens to:

a Place ports 1-6 and 13-18 of both Switch units
in VLAN 1.

b Place ports 7-12 and 19-24 of both Switch units
in VLAN 2.

Connect port 26 of the higher Switch to Server 1.
Connect port 26 of the lower Switch to Server 2.
Use the VT100 screens to:

a Place port 26 of the higher Switch in VLAN 2.

b Place port 26 of the lower Switch in VLAN 1.

Connect a port on the higher Switch to a port in
the lower Switch.

Use the VT100 screens to specify that the
Switch-to-Switch port on the higher Switch is a
backbone port and a VLT port.

Use the VT100 screens to specify that the
Switch-to-Switch port on the lower Switch is a VLT
port.

Virtual LANs (VLANS) 5-5

Backbone port connection
for VLT

Server 1
in VLAN 2

Server 2
in VLAN 1

Connection
for VLAN 1

Connection
for VLAN 2

Router

=

Figure 5-3 VLAN configuration with two Switch units

8 Connect a VLAN 1 port on the lower Switch to the
router.

9 Connect a VLAN 2 port on the lower Switch to the
router.
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Example 3

The example shown in Figure 5-4 illustrates two
VLANSs spanning three 8271 Model 524 Switch units
and a basement 8271 Model 712 Switch with a
Plug-in Module. Each 8271 Model 524 Switch con-
nects into the basement Switch using a VLT. The
attached router allows the two VLANs to communi-
cate with each other.

To set up this configuration:
Use the VT100 screens to:

a Place ports 1-6 and 13-18 of all the 8271 Model
524 Switch units in VLAN 1.

b Place ports 7-12 and 19-24 of all the 8271
Model 524 Switch units in VLAN 2.

Connect a port on each 8271 Model 524 Switch to
a port in the 8271 Model 712 Switch.

Use the VT100 screens to:

a Specify that each 8271 Model 524 Switch port
connected to the 8271 Model 712 Switch is a
backbone port.

b Specify that each 8271 Model 524 Switch port
connected to the 8271 Model 712 Switch is a
VLT port.

¢ Specify that each 8271 Model 712 Switch port
connected to a 8271 Model 524 Switch is a VLT
port.

Connect port 1 of the 8271 Model 712 Switch to
Server 1.

Connect port 2 of the 8271 Model 712 Switch to
Server 2.

Backbone port
connection for VLTs

VLT

VLT

VLT

8271 Model
712 Switch . Connection
7*7 for VLAN 1

Eaas é Connection

for VLAN 2

Server 2 { E\jj
in VLAN 2 E—

Server 1
in VLAN 1

Figure 5-4 VLAN configuration with an 8271 Model 712 Switch

6 Use the VT100 screens to place port 1 of the 8271
Model 712 Switch in VLAN 1, and place port 2 of
the 8271 Model 712 Switch in VLAN 2.

7 Connect two spare ports on the 8271 Model 712
Switch to the router.

8 Use the VT100 screens to specify that one 8271
Model 712 Switch port connected to the router is
placed in VLAN 1, and the other is placed in
VLAN 2.
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Setting Up VLANs on the Switch
The VLAN Setup screen allows you to:

IBM 8271 Hways Switch ULAN Setup

Port Type ULAN Hembership

= Assign ports to VLANS, if those ports use Port
VLAN Mode

= Define a backbone port for each VLAN

= View VLAN setup information for the Switch

To access the VLAN Setup screen:

From the Main Menu, select SWITCH MANAGE-
MENT. The Switch Management screen is displayed.

In the Management Level field, choose VLAN.

Choose the SETUP button. The VLAN Setup screen is
displayed, as shown in Figure 5-5.

The screen shows the following:

A listbox containing three fields:

Port This field allows you to select the ID of the
port that you want to set up.

Type VLT / Bp / Standby / ATM
This field displays information about the setup of
the port:

« VLT — The port is a VLT port. A Virtual LAN
Trunk (or VLT) is a Switch-to-Switch link which
carries traffic for all the VLANs on each
Switch. For more information about VLTs in
general, refer to “VLANs and the Switch” on
page 5-3. To specify that a port is part of a
VLT, refer to “Setting Up the Switch Ports” on
page 4-12.

*
-
@O NS N -

uLt 234567 89101112 13 14 16

Standby(2)

1
1
1
1
AutoSelect 1
1
1
1

AutoSelect
1

APPLY

Port ID: 5

ULAN TD: [1 ] Backbone Port: §No 4

CANCEL]

Figure 5-5 VLAN Setup screen

Bp — The port is the backbone port for the
VLAN(s) specified in the VLAN Membership
field.

A backbone port is used to connect each
VLAN to the backbone of your network.
Addresses received on the port are not stored
in the Switch Database. Frames with
unknown addresses received by the Switch
are forwarded to the port.

Standby — The port is the standby port of a
resilient link pair. The main port of the pair is
displayed in brackets. For more information
about resilient links, refer to “Setting Up Resil-
ient Links” on page 4-19.

ATM — The port is an ATM OC-3c Module
port. For more information, refer to the “IBM
8271 Nways Ethernet LAN Switch ATM OC-3c
Module User’s Guide”.
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VLAN Membership This field displays the ID of
the VLAN(s) to which the port belongs.

PortID1/2/3..24/725/ 26 This field displays
the ID of the port currently selected in the listbox.

VLAN ID 1/2/ 3 ... 16 If the port specified in the
Port ID field uses Port VLAN Mode, this field allows
you to enter the ID of the VLAN to which the port is
to be assigned. By default, all ports use Port VLAN
Mode and belong to the Default VLAN (VLAN 1).
This field is not displayed if the port is a VLT port.

If you are using the Spanning Tree Protocol, you
cannot use VLAN 16. This VLAN is used internally by
the Switch and is therefore not available.

Backbone Port Yes / No If the port specified in the
Port ID field uses Port VLAN Mode, this field allows
you to specify whether the port is a backbone port.
If the port is the standby port of a resilient link pair,
you cannot specify that it is a backbone port.

Each VLAN can have one backbone port. By default,
all ports belong to the Default VLAN (VLAN 1);
because of this, an unconfigured Switch unit can
only have one backbone port.

If you specify that an ATM OC-3c Module port is a
backbone port, the port becomes a backbone port
for all the VLANs on which it is active. It cannot be
the backbone port for one VLAN and a standard
port for another.

If you fit a Plug-in Module into a Switch with no
specified backbone ports, the Module automatically
becomes the backbone port for the Default VLAN
when you power-up or initialize the Switch. If a
Switch has no Plug-in Module, but you fit a Trans-
ceiver Module, this becomes the backbone port for
the Default VLAN when you power-up or initialize
the Switch.

APPLY This button applies any changes to the VLAN
database.

ATM LEC Setup If the port is an ATM OC-3c
Module port, this button allows you access the
VLAN LEC Setup screen for extending your VLANSs
into an ATM network. For more information, refer
to the “IBM 8271 Nways Ethernet LAN Switch ATM
0OC-3c Module User’s Guide”.
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Assigning a Port to a VLAN When Using Port Specifying that a Port is a VLT Port

VLAN Mode To specify that a port is a VLT port, refer to “Set-
In the Port ID field, enter the ID of the required ting Up the Switch Ports” on page 4-12.

port.

n the VLAN ID field he ID of th ired b To create a VLT link, the ports at both ends of the
\r/1L,Zl\(|a leld, enter the ID of the require link must be VLT ports.

Select APPLY.

ATTENTION: Initially, all Switch ports belong to the
Default VLAN (VLAN 1). This VLAN is the only one
that allows an SNMP Network Manager to access
the management agent of the unit. If you remove
all ports from VLAN 1, then an SNMP Network
Manager cannot manage the Switch.

Specifying a Backbone Port

In the Port ID field, enter the ID of the required
port.

In the VLAN ID field, enter the ID of the required
VLAN.

In the Select Port Type field, select Backbone Port.
Select APPLY.
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Spanning Tree Protocol

Using the Spanning Tree Protocol (STP) functionality
of your Switch makes your network more fault toler-
ant.

The following sections explain more about STP and
the STP features supported by the Switch.

b STP is not currently supported over an Asynchronous
Transfer Mode (ATM) network. Therefore, if you
have an ATM OC-3c Module installed in your
Switch, it does not join the STP system.

What is STP?

b STP is a part of the 802.1d bridge specification
defined by the IEEE Computer Society. To explain
STP more effectively, the 8271 Model 524 Switch
will be defined as a bridge.

STP is a bridge-based system for providing fault tol-
erance on networks. STP allows you to implement
parallel paths for network traffic, and ensure that:

= Redundant paths are disabled when the main
paths are operational

= Redundant paths are enabled if the main paths
fail

As an example, Figure 5-6 shows a network contain-
ing three LAN segments separated by three bridges.
With this configuration, each segment can commu-
nicate with the others using two paths. This config-
uration creates loops which cause the network to
overload; however, STP allows you to have this con-
figuration because it detects duplicate paths and
immediately prevents, or blocks, one of them from
forwarding traffic.

Figure 5-7 shows the result of enabling STP on the
bridges in the configuration. The STP system has
decided that traffic from LAN segment 2 to LAN
segment 1 can only flow through Bridges C and A.

If the link through Bridge C fails, as shown in
Figure 5-8, the STP system reconfigures the net-
work so that traffic from segment 2 flows through
Bridge B.



LAN Segment 1

Bridge A

]

LAN Segment 2

L

Bridge B

LAN Segment 3

L

Bridge C

Figure 5-6 A network configuration that creates loops

LAN Segment 1
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Figure 5-7 Traffic flowing through Bridges C and A
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Figure 5-8 Traffic flowing through Bridge B
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How STP Works

STP Initialization

Initially, the STP system requires the following before
it can configure the network:

= Communication between all the bridges. This
communication is carried out using Bridge Proto-
col Data Units (BPDUs), which are transmitted in
packets with a known multicast address.

= One bridge to start as a master or Root Bridge, a
central point from which the network is config-
ured.

The Root Bridge is selected on the basis of it having
the lowest Bridge Identifier value. This is a combina-
tion of the unique MAC address of the bridge and a
priority component defined for the bridge.

The Root Bridge generates BPDUs on all ports at a
regular interval known as the Hello Time. All other
bridges in the network have a Root Port. This is the
port nearest to the Root Bridge, and it is used for
receiving the BPDUs initiated by the Root Bridge.

STP Stabilization

Once the network has stabilized, two rules apply to
the network:

Each network segment has one Designated Bridge
Port. All traffic destined to pass in the direction of
or through the Root Bridge flows through this port.
The Designated Bridge Port is the port which has
the lowest Root Path Cost for the segment.

The Root Path Cost consists of the path cost of the
Root Port of the bridge, plus the path costs across
all the Root Ports back to the Root Bridge.

Table 5-1 shows the default path costs for the
Switch.

Table 5-1 Default path costs

Port Type Duplex Cost
100BASE-TX / 100BASE-FX (VLT) Full 5
Half 12
10BASE-T (VLT) Full 24
Half 25
100BASE-TX / 100BASE-FX Full 150
Half 300
10BASE-T Full 650
Half 700

2 After all the bridges on the network have deter-

mined the configuration of their ports, each bridge
only forwards traffic between the Root Port and the
ports that are the Designated Bridge Ports for each
network segment. All other ports are blocked,
which means that they are prevented from forward-
ing traffic.

STP Reconfiguration

In the event of a network failure, such as a segment
going down, the STP system reconfigures the net-
work to cater for the changes. If the topology of
your network changes, the first bridge to detect
the change sends out an SNMP trap.



An Example

Figure 5-9 illustrates part of a network. All bridges
have a path cost value assigned to each port, identi-
fied by PC=xxx (where xxx is the value).

Bridge A is selected by STP as the Root Bridge,
because it has the lowest Bridge Identifier. The Des-
ignated Bridge Port for LAN A is port 1 on Bridge A.
Each of the other four bridges have a Root Port (the
port closest to the Root Bridge). Bridge X and Bridge
B can offer the same path cost to LAN B. In this
case Bridge B's port is chosen as the Designated
Bridge Port, because it has the lowest Bridge Identi-
fier. Bridge C's port is chosen as the Designated
Bridge Port for LAN C because it offers the lowest
Root Path Cost (the route through Bridge C and B
costs 200, the route through Bridge Y and B would
cost 300). You can set the path cost of a bridge
port to influence the configuration of a network
with a duplicate path.

Once the network topology is stable, all the bridges
listen for special Hello BPDUs transmitted from the
Root Bridge at regular intervals. If the STP Max Age
time of a bridge expires (refer to “Configuring the
STP Parameters of VLANsS™ on page 5-16) before
receiving a Hello BPDU, the bridge assumes that
the Root Bridge, or a link between itself and the
Root Bridge, has gone down. The bridge then ini-
tiates a reconfiguration of the network topology.

You can adjust timers to determine how quickly a
network reconfigures and therefore how rapidly it
recovers from a path failure (refer to “Configuring
the STP Parameters of VLANsS” on page 5-16).
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LAN A
[ PC=100 ] PC=100
Port 1 Port 1 Port 1
(Forwarding) (Forwarding) (Forwarding)
Bridge A (Root) Bridge B Bridge X
Port 2 Port 2 Port 2
(Forwarding) (Forwarding) (Blocking)
I
[ PC=100 ] PC =100
LAN B
[ PC=100 ] PC =200
Port 1 Port 1
(Forwarding) (Forwarding)
Bridge C Bridge Y
Port 2 Port 2
(Forwarding) (Blocking)
[ PC=100 ] PC =200
LAN C

Figure 5-9 Port costs in a network
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STP Configurations

Figure 5-10 shows two possible STP configurations
using iBM 8271 Nways Ethernet LAN Switch units:

Configuration 1 — Redundancy for Back-
bone Link

In this configuration, an 8271 Model 524 Switch
and an 8271 Model 712 Switch both have STP
enabled and are connected by two Fast Ethernet
links. STP discovers a duplicate path and disables
one of the links. If the enabled link breaks, the
disabled link becomes re-enabled, therefore main-
taining connectivity.

Configuration 2 — Redundancy through
Meshed Backbone

In this configuration, four 8271 Model 712
Switch units are connected such that there are
multiple paths between them. STP discovers the
duplicate paths and disables two of the links. If
an enabled link breaks, one of the disabled links
becomes re-enabled, therefore maintaining con-
nectivity.

8271 Model 524 Switch

Figure 5-10 STP configurations

8271 Model 712 Switch

8271
Model 712
Switch
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Enabling STP on the Switch

IBM §271 Hways Switch Unit Setup
To enable STP on your Switch: Unit Name: Desktop Suitch
. sysName (Max 30 chars): [Desktop Switch 1
1 From the VT100 Main Menu, select SWITCH MAN- Foryarding Hode: $Fast Forvard 4
. . . Intelligent Forwarding: N/
AGEMENT. The Switch Management screen is dis- PACE: . $oisabled
ULAN Configuration Hode: #Port +
played. N S .
SDB Ageing Time (HH:MH): [8:38 ]
. . Spanning Tree: #Disabled
2 In the Management Level field, choose Unit. buplex Hode: #Half Duplex ¢
Backbone Port: ) %!"] b1eb
. . Default RHON Host/Hati H isa
3 Choose the SETUP button. The Unit Setup screen is Plug-in Hodule Type: Not Fitted
. . . T i Hodule T H Not Fitted
displayed, as shown in Figure 5-11. Pouer. Supplyz Internal
4 In the Spanning Tree field, specify Enable. o T

5 Choose OK.
Figure 5-11  Unit Setup screen

b You cannot enable STP if you have set up resilient
links on any of the Switch ports, or if you are using
VLAN 16.

b ATTENTION: If STP is enabled on your 8271 Model
524 Switch, we recommend that you do not use
STP for connections to another IBM 8271 Nways
Ethernet LAN Switch, or a repeater. If you use STP
for these connections, link losses may occur on
your network.
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Configuring STP on the Switch

ig

ATTENTION: You should not configure any STP
parameters unless you have considerable knowl-
edge and experience with STP.

Configuring the STP Parameters of VLANSs

The Switch has a completely separate STP system for
each VLAN that you have specified. Each VLAN has
its own Root Bridge, Root Ports and BPDUSs.

The VLAN STP screen allows you to set up and
manage an STP system for each VLAN on the
Switch. To access the VLAN STP screen:

From the Main Menu, select SWITCH MANAGE-
MENT. The Switch Management screen is displayed.
In the Management Level field, choose VLAN.
Choose the STP button. The VLAN STP screen is dis-
played, as shown in Figure 5-12.

The VLAN STP screen shows the following:

VLAN ID 1/ 2/ 3 ... 15 This field allows you to
specify the VLAN to be configured.

If you are using STP, you cannot use VLAN 16. This
VLAN is used internally by the Switch and is there-
fore not available.

IEH 8271 Hways Switch ULAH STP

ULAN ID: 11
Topology Changes 5 Hax Age {s): 20
Designated Root: 8000:08004E AID247 Hello Time (s): 2
Root Cost: :14 5} Forward Delay (s): 15
Root Port: 1 Hold Time (s5): 1

Time Since Topology Change: 9 Minutes, 7 Seconds

Refer to the User Guide before changing the settings of these parameters.

Bridge Priority: [32768]
Bridge Max Age (s): [28]
Bridge Hello Time (s): [21
Bridge Forward Delay (s): [15]
APPLY

Figure 5-12 VLAN STP screen

Topology Changes This read-only field shows the
number of network topology changes that have
occurred in the current VLAN.

Max Age 6 ... 40 This read-only field shows the
time (in seconds) that the Switch waits before trying
to re-configure the network. If the Switch has not
received a BPDU within the time specified in this
field, it will try to re-configure the network topol-

0gy.

Designated Root This read-only field shows the
Bridge Identifier of the designated Root Bridge.

Hello Time 1 ... 10 This read-only field shows the
time delay (in seconds) between the transmission of
BPDUs from the Switch.

Root Cost This read-only field shows the path cost
from the Switch to the Root Bridge.




Forward Delay 4 ... 30 This read-only field shows
the time (in seconds) that the ports on the Switch
spend in the listening and learning states. For more
information about these states, refer to “Configur-
ing the STP Parameters of Ports” on page 5-18.

Root Port This read-only field shows the Root Port
of the Switch.

Hold Time This read-only field shows the shortest
time interval (in seconds) allowed between the
transmission of BPDUs.

Time Since Topology Change This read-only field
shows the time interval since the last topology
change was detected.

Bridge Priority O ... 65535 This field allows you to
specify the priority of the Switch. By changing the
priority of the Switch, you can make it more or less
likely to become the Root Bridge. The lower the
number, the more likely it is that the bridge will be
the Root Bridge. The default setting for this field is
65535.

Do not change the priority of the Switch unless
absolutely necessary.

Bridge Max Age 6 ... 40 This field allows you to
specify the time (in seconds) that the Switch waits
before trying to re-configure the network when it is
the Root Bridge. If the Switch has not received a
BPDU within the time specified in this field, it will
try to re-configure the STP topology. The default set-
ting for this field is 20 seconds.
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The time must be greater than, or equal to,
2 X (Hello Time +1), and less than, or equal to,
2 x (Forward Delay -1).

Bridge Hello Time 1 ... 10 This field allows you to
specify the time delay (in seconds) between the
transmission of BPDUs from the Switch when it is
the Root Bridge. The default setting for this field is
2 seconds.

Bridge Forward Delay 4 ... 30 This field allows
you to specify the time (in seconds) that the ports
on the Switch spend in the listening and learning
states when the Switch is the Root Bridge. The
default setting is 15 seconds. For more information
about these states, refer to “Configuring the STP
Parameters of Ports” on page 5-18.

APPLY This button applies any changes to the STP
system.
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Configuring the STP Parameters of Ports

The Port STP screen allows you to set up and
manage the STP parameters of each port on the
Switch. To access the Port STP screen:

From the Main Menu, select SWITCH MANAGE-
MENT. The Switch Management screen is displayed.

In the Management Level field, choose Port.

Choose the STP button. The Port STP screen is dis-
played, as shown in Figure 5-13.

The screen shows the following:

PortID1/2/3..24/25/ 26 This read-only field
shows the ID of the port to be configured.

STP State Disabled / Listening / Blocking / Learning/
Forwarding This read-only field shows the current
state of the port:

» Disabled — A port in this state does not forward
packets, and does not participate in STP opera-
tion.

= Listening — A port in this state is preparing to
forward packets, but has temporarily blocked to
prevent a loop. During the Listening state,
BPDUs are transmitted, received and processed.

= Blocking — A port in this state does not forward
packets to prevent more than one active path
existing on the network. The port is included in
STP calculations, and BPDUs can be transmitted,
received and processed.

IBH 8271 Hways Switch Port STP

Port ID: 1

STP State:
Designated Root:
Designated Bridge:

Foruwarding
FFFF:B8884e Bakaf2
FFFF:B8884e 8747 c9

Designated Port: 80:01
Designated Cost: a
Fud Transitions: 2

Refer to the User Guide before changing the settings of these parameters.

Port Enable: #Enable 4
Priority: [128]
Path Cost: [788 ]
Fast Start: #Enable 4
oK CANCEL]

Figure 5-13 Port STP screen

= Learning — A port in this state is preparing to
forward packets, but has temporarily blocked to
prevent a loop. During the Learning state, the

Switch learns the addresses of all error-free pack-

ets. The port is included in STP calculations, and
BPDUs can be transmitted, received and pro-
cessed.

»« Forwarding — A port in this state can forward
packets. BPDUs can also be received and pro-
cessed.

Designated Port This read-only field shows the ID
of the Designated Bridge Port for the current port’s
segment.

Designated Root This read-only field shows the
Bridge Identifier of the Root Bridge.




Designated Cost This read-only field shows the
path cost from the Root Bridge to the Designated
Bridge Port for the current port’s segment.

Designated Bridge This read-only field shows the
Bridge Identifier of the Designated Bridge for the
current port’s segment.

Fwd Transitions This read-only field shows the
number of times that the current port has transi-
tioned from the Learning state to the Forwarding
state.

Port Enable Enable / Disable This field allows you
to enable or disable the current port.

Priority O ... 255 This field allows you to specify the
priority of the port. By changing the priority of the
port, you can make it more or less likely to become
the Root Port. The lower the number, the more
likely it is that the port will be the Root Port. The
default setting for this field is 128.

Path Cost O ... 65535 This field allows you to spec-
ify the path cost of the port.

The Switch automatically assigns the default path
costs shown in Table 5-1 on page 5-12. If you spec-
ify a new path cost in this field, this automatic
system is disabled, and you can only re-enable it by
initializing the Switch.
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Fast Start Enable / Disable This field allows you to
specify whether the port goes directly to the For-
warding state when a device is connected to it. Set
this field to Enable if the port is directly connected
to an endstation. The default setting for this field is
Enable.

ATTENTION: If you set the Fast Start field to
Enable when the port is connected to multiple end-
stations, loops may occur in your network.
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What is RMON?

RMON

Using the RMON (Remote Monitoring) capabilities of
your Switch allows network administrators to
improve their efficiency and reduce the load on their
network.

The following sections explain more about the
RMON concept and the RMON features supported
by the Switch.

You can only use the RMON features of the Switch
if you have an RMON management application.

RMON is the common abbreviation for the Remote
Monitoring MIB (Management Information Base), a
system defined by the [ETF documents RFC 1271
and RFC 1757, which allows you to monitor LANs
remotely.

A typical RMON setup consists of two components:

= The RMON probe — an intelligent,
remotely-controlled device or software agent
that continually collects statistics about a LAN
segment or VLAN, and transfers the information
to a management workstation on request or
when a pre-defined threshold is crossed.

= The management workstation — communi-
cates with the RMON probe and collects the sta-
tistics from it. The workstation does not have to
be on the same network as the probe and can
manage the probe by in-band or out-of-band
connections.



About the RMON Groups

The IETF define nine groups of Ethernet RMON sta-
tistics. This section describes these groups, and
details how they can be used.

Statistics

The Statistics group provides traffic and error statis-
tics showing packets, bytes, broadcasts, multicasts
and errors on a LAN segment or VLAN.

Information from the Statistics group is used to
detect changes in traffic and error patterns in critical
areas of your network.

History

The History group provides historical views of net-
work performance by taking periodic samples of
the counters supplied by the Statistics group. The
group features user-defined sample intervals and
bucket counters for complete customization of trend
analysis.

The group is useful for analysis of traffic patterns
and trends on a LAN segment or VLAN, and to
establish baseline information indicating normal
operating parameters.

Alarms

The Alarms group provides a versatile, general
mechanism for setting thresholds and sampling
intervals to generate events on any RMON variable.
Both rising and falling thresholds are supported, and
thresholds can be on the absolute value of a vari-

able or its delta value. In addition, alarm thresholds
may be autocalibrated or set manually.

Alarms are used to inform you of a network perfor-
mance problem and they can trigger automated
action responses through the Events group.

Hosts

The Hosts group specifies a table of traffic and
error statistics for each host on a LAN segment or
VLAN. Statistics include packets sent and received,
octets sent and received, as well as broadcasts, mul-
ticasts, and error packets sent.

The group supplies a simple discovery mechanism
listing all hosts that have transmitted. The next
group, Hosts Top N, requires implementation of the
Hosts group.

Hosts Top N

The Hosts Top N group extends the Hosts table by
providing sorted host statistics, such as the top 20
nodes sending packets or an ordered list of all
nodes according to the errors they sent over the last
24 hours.
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Matrix

The Matrix group shows the amount of traffic and
number of errors between pairs of devices on a LAN
segment or VLAN. For each pair, the Matrix group
maintains counters of the number of packets,
number of octets, and error packets between the
nodes.

The conversation matrix helps you to examine net-
work statistics in more detail to discover who is talk-
ing to whom or if a particular PC is producing more
errors when communicating with its file server, for
example. Combined with Hosts Top N, this allows
you to view the busiest hosts and their primary con-
versation partners.

Filter

The Filter group provides a mechanism to instruct
the RMON probe to capture packets that match a
specific criterion or condition.

Capture

The Capture group allows you to create capture
buffers on the probe that can be requested and
uploaded to the management workstation for
decoding and presentation.

Events

The Events group provides you with the ability to
create entries in an event log and/or send SNMP
traps to the management workstation. Events can
originate from a crossed threshold on any RMON
variable. In addition to the standard five traps
required by SNMP (link up, link down, warm start,
cold start, and authentication failure), RMON adds
two more: rising threshold and falling threshold.

Effective use of the Events group saves you time;
rather than having to watch real-time graphs for
important occurrences, you can depend on the
Event group for notification. Through the SNMP
traps, events can trigger other actions providing a
mechanism for an automated response to certain
occurrences.



Benefits of RMON

Using the RMON features of your Switch has three
main advantages:

= RMON improves efficiency

Using RMON probes allows you to remain at one
workstation and collect information from widely
dispersed LAN segments or VLANs. This means
that the time taken to reach a problem site, set
up equipment, and begin collecting information
is largely eliminated.

= RMON allows proactive management

If they are configured correctly, RMON probes
deliver information before problems occur. This
means that you can take action before they
impact on users. In addition, probes record the
behavior of your network, so that you can ana-
lyze the causes of problems.

= RMON reduces the traffic load

Traditional network management involves a man-
agement workstation polling network devices at
regular intervals to gather statistics and identify
problems or trends. As network sizes and traffic
levels grow, this approach places a strain on the
management workstation and also generates
large amounts of traffic.

An RMON probe, however, autonomously looks
at the network on behalf of the management
workstation without affecting the characteristics
and performance of the network. The probe
reports by exception, which means that it only
informs the management workstation when the
network has entered an abnormal state.

RMON and the Switch

RMON requires one probe per LAN segment, and
stand-alone RMON probes have traditionally been
expensive. Therefore, an inexpensive RMON probe
has been built into each Switch. This allows RMON
to be widely deployed around the network without
costing more than traditional network management.

A problem with stand-alone RMON probes is that
they are passive; able to monitor and report, but
nothing more. Placing probe functionality inside the
network device allows integration of RMON with
normal device management to allow proactive man-
agement.

For example, statistics can be related to individual
ports and the Switch can take autonomous actions
such as disabling a port (temporarily or permanently)
if errors on that port exceed a pre-defined thresh-
old. Also, since a probe needs to be able to see all
traffic, a stand-alone probe has to be attached to a
non-secure port. Implementing RMON in the Switch
means all ports can have security features enabled.
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RMON Features of the Switch

Table 5-2 details the RMON support provided by
the Switch.

Table 5-2  RMON support supplied by the Switch

RMON Group Support supplied by the Switch
Statistics A new or initialized Switch has one Statistics ses-
sion per port/VLAN.
History A new or initialized Switch has three History ses-
sions on the 100BASE-TX port, backbone port
and Default VLAN:
= 60-second intervals, 120 historical samples
stored

= 30-second intervals, 120 historical samples
stored

= 30-minute intervals, 96 historical samples
stored

Alarms Although up to 700 alarms can be defined for

the Switch, a new or initialized Switch has four
alarms defined for each port:

= Bandwidth used

= Broadcast bandwidth used

= Percentage of packets forwarded
= Errors per 10,000 packets

You can modify these alarms using an RMON
management application, but you cannot create
or delete them.

For more information about the alarms setup on
the Switch, refer to “About Alarm Actions™ on
page 5-25 and “About Default Alarm Settings”
on page 5-26.

Table 5-2 RMON support supplied by the Switch

RMON Group

Support supplied by the Switch

Hosts

Hosts Top N

Matrix

Filter

Capture

Events

Although Hosts is supported by the Switch,
there are no Hosts sessions defined on a new or
initialized Switch by default.

You can specify that a Hosts session is defined
on the Default VLAN; for more information, refer
to “Setting Up the Switch Unit” on page 4-9.

Although Hosts Top N is supported by the Switch,
there are no Hosts Top N sessions defined on a
new or initialized Switch.

Although Matrix is supported by the Switch,
there are no Matrix sessions defined on a new or
initialized Switch by default.

You can specify that a Matrix session is defined
on the Default VLAN; for more information, refer
to “Setting Up the Switch Unit” on page 4-9.

The Filter group is not presently supported by
the Switch.

The Capture group is not presently supported by
the Switch.

A new or initialized Switch has events defined
for use with the default alarm system. Refer to
“About Default Alarm Settings™ on page 5-26 for
more information.




When using the RMON features of the Switch, you Table 5-3  Alarm Actions

should note the following:

Action High Threshold Low Threshold
= After the default sessions are created, they have No action.
no special sta_tus. You can delete or change Notify only. Send Trap.
them as required.
. Notify and Send Trap. Block broadcast
The Switch can forward a very large volume of blip port. and multicast traffic on
packets per second. The Statistics RMON group the port for 5 seconds.
is able to monitor every packet, but the other Notify and Send Trap. Turn port off.
groups sample a maximum of 6000 packets a disable port.
second. Notify and Send Trap. Turn
The greater the number of RMON sessions, the enable port porton.
greater the burden on the management resources Blip port. Block broadcast and multi-
of the Switch; however, the forwarding perfor- cast traffic on the port for
mance of the Switch is not affected. 5 seconds.
Disable port. Turn port off.
About Alarm Actions Enable port. Turn port on.

You can define up to 700 alarms for the Switch. The
actions that you can define for each alarm are
shown in Table 5-3.

Notify and move
resilient port.

Send Trap. If port is the
main port of a resilient link
pair then move to standby.

Notify and Send Trap. Block broadcast

blip device. and multicast traffic on all
ports for 5 seconds.

Notify and Send trap. Turn all ports on

disable device.

Notify and
enable device.

Blip device.

Disable device.

Re-enable
device.

device off.

Block broadcast and multi-
cast traffic on all ports for
5 seconds.

Turn all ports on device off.

Send Trap. Turn
ports back to origi-
nal state.

Turn ports back to
original state.
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About Default Alarm Settings

A new or initialized Switch has four alarms defined
for each port:

= Bandwidth used

= Broadcast bandwidth used

= Percentage of packets forwarded
= Errors per 10,000 packets

The default values and actions for each of these
alarms are given in Table 5-4.

Table 5-4 |Initial settings for the default alarms

Statistic High Low Samples Period
Threshold  Threshold per
Recovery average

Bandwidth Value: 85% Value: 50% 4 60 secs
used No action No action
Broadcast Value: 20% Value: 10% 4 20 secs
bandwidth Notify and No action
used .

blip
Percentage  Value: 85% Value: 50% 4 60 secs
of packets No action No action
forwarded
Errors per Value: 200  Value: 100 4 60 secs
10,000 Notify No action

packets

About the Audit Log

The Switch keeps an audit log of all management
user sessions, providing a record of changes to any
MIB including the RMON MIB. The log can only be
read by users at the security access level using an
SNMP Network Manager.

Each entry in the log contains information in the fol-
lowing order:

Entry number

Timestamp

User ID

Item ID (including qualifier)

New value of item

There is a limit of 16 records on the number of
changes stored. The oldest records are overwritten
first.



STATUS MONITORING AND STATISTICS

This chapter describes how to view the current
operating status of the Switch, how to display any
error information in a fault log and how to carry out
a remote poll to check the response of another net-
work device.

It also describes the Statistics screens for the
Switch, and advises you on actions to take if you
see unexpected values for the statistics. Please note
however, that as all networks are different, any
actions listed are only recommendations.

Viewing statistics on a regular basis allows you to
see how well your network is performing. If you
keep simple daily records, you will see trends emerg-
ing and notice problems arising before they cause
major network faults. This way, statistics can also
help you get the best out of your network.
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Summary Statistics

With the Switch Management screen displayed,
choose the management level Unit, then select the
STATISTICS button. The Summary Statistics screen is
displayed, as shown in Figure 6-1.

The Summary Statistics screen lists values for the
current counter against every port on the Switch
and it is refreshed approximately every 2 seconds.
Once values have reached approximately
4,000,000,000 they are reset to zero.

To view values for a particular counter, select the
first button displayed at the foot of the Summary
Statistics screen. Pressing [Space] toggles through
the available counters and as soon as you move
away from the button, the screen is refreshed to
show values for that counter.

FRAMES RECEIVED Displays values for the Frames
Received counter; the total number of frames that
have been received by the current port, including
fragments and frames with errors.

FRAMES TRANSMITTED Displays values for the
Frame Transmitted counter; the total number of
frames successfully transmitted by the current port,
including fragments and frames with errors.

FRAMES FORWARDED Displays the total number
of frames that were received by the current port
and forwarded to other ports.

IBH 8271 Hways Switch Summary Statistics
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Figure 6-1 Summary Statistics screen

FRAMES FILTERED Displays the total number of
frames that were filtered because the destination
station was on the same segment (port) as the
source station.

MULTI/BROADCAST (RX) Displays the total number
of frames received by the current port that are
addressed to a multicast or broadcast address.

MULTI/BROADCAST (TX) Displays the total number
of frames transmitted by the current port that are
addressed to a multicast or broadcast address.

ERRORS Displays the total number of errors which
have occurred on the current port. Refer to the
description of the Errors field on page 6-5.

CLEAR SCREEN COUNTERS Use this button to set
all counters shown on the screen to zero. Use this
button for analysis if you wish to see changes in
counters over a short period of time. This button
does not clear the counters on the device.



Port Statistics

With the Switch Management screen displayed,
choose the management level Port, then select the
STATISTICS button. The Port Statistics screen is dis-
played, as shown in Figure 6-2. As well as showing
statistics for the port, this screen allows you access
to traffic and error counter screens.

If the port is an ATM OC-3c Module port, the ATM
Port Statistics screen is displayed. For more informa-
tion, refer to the “IBM 8271 Nways Ethernet LAN
Switch ATM OC-3c Module User’s Guide”.

The Port Statistics screen shows the following:

Port ID The ID of the port you are currently manag-
ing.

Bandwidth Used This counter provides a running
average of the bandwidth used by the port,
expressed as a percentage of the maximum band-
width available for the port. A sampling period of
1 minute is used. The value gives an indication of
the general traffic level of the network. A high utili-
zation for single endstation segments is an indica-
tion that your network is operating efficiently.
However, if multiple endstations are connected to
this port and you see values of around 40% you
should reconsider the topology of your network
because each user will see degraded network per-
formance.

Port Statistics 6-3
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Figure 6-2 Port Statistics screen

Frames Forwarded This counter provides a running
average of the proportion of the received frames
that are forwarded, expressed as a percentage of
all frames received by the port. A sampling period
of 1 minute is used.

Broadcast Frame Bandwidth This counter provides
a running average of the broadcast frame band-
width used by the port, expressed as a percentage
of the maximum bandwidth available for the port. A
sampling period of 5 seconds is used.

Error Frames This counter provides a running aver-
age of the number of errors per 10,000 frames
received by the port, expressed as a percentage.
Refer to the field description for Errors on page 6-5.

TRAFFIC STATISTICS Select this button to access
traffic counters for this port.

ERROR ANALYSIS Select this button to access
error counters for this port.
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. P IBH 8271 H Switch Port Traffic Statisti
Port Traffic Statistics e
With the Port Statistics screen displayed, select the Port 10 24 (108ASED)
- i Frames Received: 380780 Octets Received: 133551104
TRAFFIC STATISTICS button. The Port Traffic Statistics Frames Transmitted: 18136 Octets Transmitted:  135142%
screen |S dlSplayed, as ShOWI’] |n Flgure 6'3 HMulticasts Received: 3214 Collisions: 7
Broadcasts Received: 266882 Fragments: 38
_The Port Traffic Statistics screen shows the follow- frames Foruarded: 287784 Breoes: a
Ing Frame Size Analysis.
64 Octets: 1 % 256 to 511 Octets: 73 %
65 to 127 Octets: 16 % 512 to 1823 Octets: 7 %
Port ID The ID of the port you are currently manag- 128 to 255 Octets 2 % 1824 to 1518 Octets: 8 %
ing_ CLEAR SGREEN COUNTERS

Frames Received The number of valid frames
received by the port, including fragments and
frames with errors.

Figure 6-3 Port Traffic Statistics screen

Multicasts Received The number of frames suc-

Frames Transmitted The number of frames that cessfully received that have a multicast destination

have been successfully transmitted by the port
including fragments and frames with errors.

Octets Received The number of octets received by
the port. The calculation includes the MAC header
and Cyclical Redundancy Check (CRC), but excludes
preamble/Start-of Frame-Delimiter (SFD). Octet
counters are accurate to the nearest 256 octet
boundary.

Octets Transmitted The number of octets transmit-
ted by the port. The calculation includes the MAC
header and CRC, but excludes preamble/SFD. Octet
counters are accurate to the nearest 256 octet
boundary.

address. This does not include frames directed to a
broadcast address or frames received with errors.

Broadcasts Received The number of frames
received that have a broadcast destination address.
This does not include frames with errors.

Collisions An estimate of the total number of colli-
sions that occurred when transmitting from the unit.
Collisions are a normal part of Ethernet operation
that occur when two devices attempt to transmit at
the same time. A sudden sustained increase in the
number of collisions may indicate a problem with a
device or cabling on the network, particularly if this
is not accompanied by an increase in general net-
work traffic.



Fragments The total number of packets received
that were not an integral number of octets in length
or that had a bad Frame Check Sequence (FCS), and
were less than 64 octets in length (excluding fram-
ing bits, but including FCS octets).

Frames Forwarded The total number of frames
which were received by the port and forwarded to
their destination address.

Frames Filtered The total number of frames that
were filtered because the destination address was
on the same segment (port) as the source station.

Errors The total number of errors which have
occurred on this port. Errors can be one of the fol-
lowing:

= CRC Alignment Errors
= Short Events

= Long Frames

= Late Events

« Jabbers

The value shown should be a very small proportion
of the total data traffic.

IFM Count The number of times Intelligent Flow
Management (IFM) has had to operate to minimize
packet loss.

Frame Size Analysis The number of frames of a
specified length as a percentage of the total number
of frames of between 64 and 1518 octets. This indi-
cates the composition of frames in the network.

Port Traffic Statistics 6-5

The frame size ranges are:
= 64 octets

= 65-127 octets

= 128-255 octets

= 256-511 octets

= 512-1023 octets

= 1024-1518 octets

The composition of frames on your network may
help you to analyze the efficiency of your network
layer protocol.

CLEAR SCREEN COUNTERS Select this button to
set all counters shown on the screen to zero. It is
useful for trend analysis if you wish to see changes
in counters over a short period of time. This button
does not clear the counters on the device or affect
counters at the network management workstation.
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Port Error Analysis

With the Port Statistics screen displayed, select the
ERROR ANALYSIS button. The Port Error Analysis
screen is displayed, as shown in Figure 6-4.

The Port Error Analysis screen shows the following:

Port ID The ID of the port you are currently manag-
ing.

CRC Align Errors This counter is incremented by
one for each frame with a CRC (Cyclic Redundancy
Check) error or an alignment error. A CRC error
occurs if a frame of valid length has an invalid CRC
but does not have a framing error. It is likely that a
bit has been corrupted in transmission. An align-
ment error occurs if a frame has a CRC error and
the frame does not have an integral number of
octets. Alignment errors may be caused by a fault at
the transmitting device.

Check cables and connections for damage. Try
changing the transceiver or adapter card of the
device connected to the port at the source of the
problem.

Short Events This counter is incremented by one
for each carrier event whose duration is less than
the short event maximum time. Short events are
error frames smaller than the minimum size defined
for Ethernet frames. They may indicate externally
generated noise causing problems on the network.
Check the cabling routing and re-route any cabling
which may be affected by external noise sources.

IBH 8271 Hways Switch Port Error Analysis
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Figure 6-4 Port Error Analysis screen

Late Events This counter is incremented by one
each time a collision occurs after the valid packet
minimum time. A late event is an out-of-window
collision that may occur if your Ethernet LAN
exceeds the maximum size as defined in the IEEE
standard. A late event is also counted as a collision.

Long Frames This counter is incremented by one
each time a frame is received whose octet count is
greater than the maximum frame size but less than
Jabber frame size. Long Frames are frames that
exceed the maximum size defined for Ethernet
frames (1518 octets). If you see a high number of
long frames on your network, you should isolate the
source of these frames and examine the transceiver
or adapter card at the device. Some protocols may
generate these frames.

Jabbers The total number of packets received that
were longer than 8K octets (excluding framing bits,
but including FCS octets).



CLEAR SCREEN COUNTERS Select this button to
set all counters shown on the screen to zero. It is
useful for trend analysis if you wish to see changes
in counters over a short period of time. This button
does not clear the counters on the device or affect
counters at the network management workstation.

Port Error Analysis
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Status Monitoring

The status screen provides read-only information
about the Switch. This information may be useful
for your technical support representative if you
have a problem.

To access the screen, from the Main Menu, select
the STATUS option. The Status screen is displayed,
as shown in Figure 6-5.

The Status screen shows the following:

System Up Time The time the unit has been run-
ning since the last reset or power-off/on cycle.

Number Of Resets The total number of system
resets since the Switch was first installed or initial-
ized; either power on, manual reset or a watchdog
expiry.

Last Reset Type Other / Command / Watchdog /
Power-reset / System-error This field indicates the
cause of the last reset. It may be due to manage-
ment command, watchdog timeout expiry, power
interruption, a manual reset or a system error.

Hardware Version The hardware version number
of the Switch.

IEH 8271 Hways Switch Status
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Figure 6-5 Status screen

Upgradable Software Version The version
number of the agent software image stored in
Flash EPROM. This version number is automatically
updated when you download new software.

Boot Software Version This is the version number
of the Boot software stored on the Switch.

FAULT LOG Select this button to display the Switch
Fault Log, described the next section.
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Fault Log IBM 8271 Hways Switch Fault Log
The Fault Log displays read-only information about Reset Count Time (seconds) Area Fault Humber
the Switch which is updated whenever an abnor- T —

mal condition is detected. This information is for
internal use only. You may be asked to quote this
information if reporting a fault to your supplier.

With the Status screen displayed, select the FAULT — — :

This information is for internal use only. You may be asked to quote
LOG button. The Fault Log is screen is d|Sp|ayed’ as the fAirea and Fault Humber if reporting a problem to your supplier.
shown in Figure 6-6. CANCEL

The Fault Log screen shows the following:
Figure 6-6 Fault Log screen

Reset Count The number of resets recorded at the
time of the fault.

Time (seconds) The time elapsed since the last
reset when the fault occurred.

Area This information may be used for fault diagno-
sis by your technical support representative.

Fault Number The hexadecimal number in this field
indicates the type of fault. You should note this
number and contact your technical support repre-
sentative for advice.
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Remote Polllng IEM 8271 Hways Switch Remote Poll
The Remote Poll screen allows you to send a single
frame to a remote device to see if that device is Target Address: [ 1
responding. This can help to locate the source of a Round Trip Time:  no reply
network problem. It is also particularly helpful in
locating devices that support IP, IPX and ping but This operation will poll the target device.
are not manageable by SNMP. 1% address format ARBBCCND:AABBCCODEEFF

To poll a device: POLL

1 From the Main Menu, select Remote Poll. The -

Remote Poll screen is displayed, as shown in
Figure 6-7.

2 In the Target Address field, enter the IP or IPX
address of the device you want to poll.

3 Select the POLL button at the foot of the screen.

When the poll is complete, the Round Trip Time
field shows the interval in milliseconds between
sending the frame to the target device and receiving
a response at the Switch. If the target device does
not respond after approximately 10 seconds, this
field displays no reply.

Figure 6-7 Remote Poll screen




SAFETY INFORMATION

You must read the following safety information
before carrying out any installation or removal of
components, or any maintenance procedures on
the Switch.

Safety Notices

Safety notices are printed throughout this manual.
DANGER notices warn you of conditions or proce-
dures that can result in death or severe personal
injury. CAUTION notices warn you of conditions or
procedures that can cause personal injury that is nei-
ther lethal not extremely hazardous.

World Trade Safety Information

Some countries require the safety information con-
tained in publications to be presented in their
national languages. Before using an English-lan-
guage publication to set up, install, or operate this
IBM product, you first should become familiar with
the related safety information.

DANGER: Before you begin to install this product,

A read the safety information in Caution: Safety Infor-
mation — Read This First, SD21-0030. This booklet
describes safe procedures for cabling and plugging
in electrical equipment.

Varning — livsfara: Innan du bérja installera den
har produkten bor du lasa sékerhetsinformtionen i
dokumentet Varning: Sékerhetsforeskrifter — L&s
detta forst, SD21-0030. Dar beskrivs hur du pa ett
sékert satt ansluter elektrisk utrustning.

Fare: Far du begynner & installere dette produktet,
ma du lese sikkerhetsinformasjonen i Advarsel: Sik-
kerhetsinformasjon — Les dette farst, SD21-0030
som beskriver sikkerhetsrutinene for kabling og
tilkobling av elektrisk utstyr.

Fare: Far du installerer dette produkt, skal du laese
sikkerhedsforskrifterne i NB: Sikkerhedsforskrifter —
Lees dette fagrst, SD21-0030. Vejiedningen beskriver
den fremgangsmade, du skal bruge ved tilslutning
af kabier og udstyr.

Gevarr: Voordat u begint met de installatie van dit
produkt, moet u eerst de veiligheidsinstructies lezen
in de brochure PAS OP! Veiligheidsinstructies — Lees
dit eerst, SD21-0030. Hierin wordt beschreven hoe u
electrische apparatuur op een veilige manier moet
bekabelen en aansluiten.
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Gevarr: Voordat u begint met het installeren van dit
produkt, dient u eerst de veiligheidsrichtlijnen te
lezen die zijn vermeld in de publikatie Caution:
Safety Informtion — Read This First, SD21-0030. In
dit boekje vindt u veilige procedures voor het
aansluiten van elektrische appratuur.

Vorsicht: Bevor mit der Installation des Produktes
begonnen wird, die Sicherheitshinweise in Achtung:
Sicherheitsinformationen — Bitte zuerst lesen, IBM
Form SD21-0030. Diese Veroffentlichung bes-
chreibt die Sicherheitsvorkehrungen fiir das Verka-
beln und Anschliel3en elktrischer Gerate.

Danger: Avant d'installer le présent produit, con-
sultez le livret Attention: Informations pour la sécu-
rité — Lisez-moi d'abord, SD21-0030, qui décrit les
procédures a respecter pour effectuer les opérations
de cablage et brancher les équipements électriques
en toute sécurite.

Danger: Avant de procéder a I'installation de ce
produit, lisez d'abord les consignes de sécurité dans
la brochure ATTENTION: Consignes de sécurité — A
lire au préalable, SD21-0030. Cette brochure décrit
les procédures pour cabler et connecter les appar-
eils électriques en toute sécurité.

Pericolo: prima di iniziare I'installazione di questo
prodotto, leggere le informazioni relative alla
sicurezza riportate nell'opuscolo Attenzion: Infor-
mazioni di sicurezza — Prime informazioni da leggere
in cui sono descritte le procedure per il cablaggio ed
il collegamento di apparecchiature elettriche.

Perigo: Antes de iniciar a instalagdo deste produto,
leia as informag¢Bes de seguranca Cuidado: Infor-
magcdes de Seguranca — Leia Primeiro, SD21-0030.
Este documento descreve como efectuar, de um
modo seguro, as liga¢Bes eléctricas dos equipamen-
tos.

Peligro: Antes de empezar a instalar este producto,
lea la informacion de seguridad en Atencion: Infor-
macién de Seguridad — Lea Esto Primero,
SD21-0030. Este documento describe los proced-
imientos de seguridad para cablear y enchufar equi-
pos eléctricos.

Perigo: Antes de comecar a instalar este produto,
leia as informacgBes de seguranga contidas em
Cuidado: Informacdes Sobre Seguranga — Leia Isto
Primeiro, SD21-0030. Esse folheto descreve procedi-
mentos de seguranca para a instalacdo de cabos e
conexdes em equipamentos elétricos.

VARRA: Ennen kuin aloitat tdméan tuotteen asen-
nuksen, lue julkaisussa Varoitus: Turvaohjeet — Lue
tdma ensin, SD21-0030, olevat turvaohjeet. Tassa
kirjasessa on ohjeet siitd, miten sahkdlaitteet kaape-
loidaan ja kytketaan turvallisesti.

Uwaga:

Przed rozpoczeciem instalacji produktu nalezy zapozna sie z instrukcja;
"Caution: Safety Information - Read This First', SD21-0030.

Zawiera ona warunki bezpieczeristwa przy podiaczaniu do sieci elektryczne]
i eksploatacji.



Vigyazat: Mieldtt megkezdi a berendezés lizembe
helyezését, olvassa el a Caution: Safety Information
— Read This First, SD21-0030 kdnyvecskében leirt
biztonsagi informacidkat. Ez a kényv leirja, milyen
biztonsagi intézkedéseket kell megtenni az elektro-
mos berendezés huzalozasakor illetve csatlakoz-
tatésakor.

Pozor: Preden zaénete z instalacijo tega produkta
prebertte poglavje: ‘Opozorilo: Informacije o
varnem rokovanju - preberi pred uporabo,”
SD21-0030. To poglavje opisuje pravilne postopke
za kabliranje,

ek« EAREMCRT > R
"Caution: Safety Information--Read
This First" SD21-0030  FfithArtE
P Z 2RI - EATHREER
(i B AR e SRR AR R IR A8 e -

Upozornéni: nez zahajite instalaci tohoto produktu, prectéte si
nejprve bezpe€nostni informace v pokynech ,Bezpeénostni
informace* ¢. 21-0030. Tato brozurka popisuje bezpe¢nostni
opatfeni pro kabelaz a zapojeni elektrického zafizeni.

28 ol 11I“° Mx|5H7| Fol| HIEA|
"o ot FE-AIZSEI| ol
(8D21-0030) of A= U™ HEE
godAlR.

Safety Notices A-3

OCTOPOXKHO: lNpexae 4eM MHCTannMpoRaTh 3TOT
NpPoAyKT, NpoytnTe NHCTPYKUMIO NO TeXHMKe 6e30-
NMacHoOCTU B I0KyMeHTe "BHumanue: MHCTpykumst no
TexHuke 6e3onacHocTu -- MpoyecTb B NepBylo ovepens”,
SD21-0030. B aTon Gpowope onucaHbl 6e3onac-
Hble CNocOoObl KAONMPOBAHMA U MOAKNOHEHUST SN1eKT-
pryeckoro 06opyaoBaHus.

Nebezpecenstvo: Pred inStaldciou vyrobku si precitajte
bezpecnosté predpisy v

Vystraha: Bezpe¢ osté predpisy - Precitaj ako prvé,
SD21 0030. V tejto brozirke sd opisané bezpecnosté
postupy pre pripojenie elektrickych zariadent.
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Opasnost: Prije nego sto pcnete sa instalacijom produkta,
procitajte naputak o pravilima o sigurnom rukovanju u
Upozorenje: Pravila o sigurnom rukovanju - Prvo procitaj ovo,
SD21-0030. Ovaj privitak opisuje sigurnosne postupke za
prikliucrivanie kabela i orikliucivanie na elekiricho napaianie.
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Country Part Number
Power Cords (Feature Number)
A country-appropriate power cord must be ordered Bahamas Guyana 1838574 (FN 6853)
separately for each 8271 Ethernet LAN Switch. The galr_bédos :a't'd
feature numbers and part numbers to be used to Bl Tameion
order these power cords are listed below. Unless Costa Rica N. Antilles
otherwise noted, all of the power cords listed below Dominican R. Panama
are 9 ft (2.8m), 250V/10A, unshielded power cords. El Salvado Peru
Equador Trinidad
Guatemala Venezuela
Country Part Number
(Feature Number) Europe, Middle East, and Africa
U.S.A. and Albania Macedonia 13F9979 (FN 6855)
Canada Angola Mozambique
Canada United States 6952300 (FN 6851) Austria Netheriands
Mexi Belarus Norway
exico :
Belgium Poland
United States 6952301 (FN 6852) Bosnia Portugal
6 ft. Chicado Bulgaria Romania
@1t 90) Croatia Russia
Czechia Saudi Arabia
United States 1838574 (FN 6853) Egypt Slovakia
220 VAC Finland Slovenia
- - France Spain
Latin America Germany Sudan
. Greece Sweden
Argentina Paraguay 6952291 (FN 6862) .
Columbia Uraguay Hungry Syrian Arab
Iceland Turkey
Iran Ukraine
Chile 14F0069 (FN 6858) Kazakhstan Yugoslavia
Lebanon Zaire
- Luxembourg
(continued)
(continued)




Power Cords

Country

Part Number

(Feature Number)

Japan
Philipines

Bangladesh
Myanmar

Indonesia

Taiwan
Thailand

Sri Lanka

Korea (South)

1838574 (FN 6853)

14F0015 (FN 6861)

13F9979 (FN 6855)

Country Part Number
(Feature Number)

Bahrain Nigeria 14F0033 (FN 6856)

Cyprus Oman

Ghana Quatar

Iraq Sierra Leone

Ireland Somalia

Jordan Tanzania

Kenya Uganda

Kuwait uUn.Arab Emir.

Libya UK

Malawi Yemen

Malta Zambia

Denmark 13F9997 (FN 6857)

Ethopia Italy 14F0069 (FN 6858)

Israel 14F0087 (FN 6860)

Switzerland Liechtenstein 14F0051 (FN 6859)

Namibia Swaziland 14F0015 (FN 6861)

Pakistan Zimbabwe

South Africa

Liberia 1838574 (FN 6853)

Asia Pacific

Australia New Zealand 13F9940 (FN 6854)

Brunei Malaysia 14F0033 (FN 6856)

Hong Kong China

Macao Singapore

(continued)
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DANGER: U.K. only: The Switch is covered by Oftel
General Approval, NS/G/12345/)/100003, for indirect
connection to a public telecommunications system.

This can only be achieved using the console port on
the unit and an approved modem.

DANGER: Installation and removal of the unit must
be carried out by qualified personnel only.

DANGER: L'installation et I'enlévement de ['unité
doivent étre faits seulement par le personnel quali-
fié.

DANGER: Ein- und Ausbau des Gerates ist nur

von Fachpersonal vorzunehmen.

Gevaar! De eenheid mag alleen worden gein-
stalleerd of verwijderd doorbevoegde personen.

Perigo: A instalacdo e remocédo da unidade deve ser
feita apenas porpessoal especializado.

Fare! Installation og afmontering af enheden skal
udfgres afuddannet personale.

Gevaar: Installatie en verwijdering van de eenheid
moet uitsluitend worden uitgevoerd door getraind
personeel.

Verra: Yksikdn saavat asentaa ja irrottaa vain tahan
koulutetut henkilot.

2 O

Pericolo: Linstallazione e la rimozione dell’'unita
devono essere eseguite esclusivamente da person-
ale specializzato.

Fare: Det er bare kvalifisert personale som kan
installere og ta ut enheten.

Perigo: A instalacdo e a remogdo da unidade
devem ser efectuadas apenas por pessoal qualifi-
cado.

Peligro: La instalacién y extracciéon de la unidad
debe efectuarsetinicamente por personal cualificado.

Fara: Installation och flyttning av enheten maste
utféras av utbildad personal.

VORISR B0 HI AT SEAR AT N SURRAE.

Postavljanje i demontaZu ovog uredaja mora obaviti struéno
osposobljiena osoba.

Neodstrariujte desky modulli, pokud je pfipojeno napajeni.

H eykatadotaon kat apaipeon G OUCKEUNG TPEMEL va Yivetal Povo
arnd eOIKEUUEVO TIPOOWTIIKO.

Az egység telepitését s leszerelését csak szakképzett személyzet végezheti.
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Jednostke moze instalowac i deinstalowac
jedynie wykwalifikowany personel.

MoHTaX 1 eMOHTax 000PYA0BaHUS AOMKEH BbINOMHSATL
TONIbKO KBAMULMPOBAHHLIN NEPCOHAN.

InStalécia jednotky alebo jej premiestnenie musi byt uskutonend za
pomoci kvalifikovanej osoby.

Instalacijo oziroma izklop naprave smejo izvajati samo usposobljene osebe.

RERBHAELBENTAELBEB T EANRRIIT ©

Important Safety Information A-7

DANGER: It is essential that the mains socket
outlet is installed near to the unit and is accessible.
You can only disconnect the unit by removing the
appliance coupler from the unit.

DANGER: C'est essentiel que le socle soit installé
pres de I'unité et soit accessible. Vous pouvez seule-
ment débrancher I'unité en enlevant la fiche d'ali-
mentation de la prise de courant.

DANGER: Es ist wichtig, dal} der Netzstecker sich
in unmittelbarer Nahe zum Gerat befindet und leicht
erreichbar ist. Das Gerat kann nur durch Herauszie-
hen des Verbindungssteckers aus der Steckdose vom
Stromnetz getrennt werden.

Gevaar: Het is van essentieel belang dat de contact-
doos voor de stroomtoevoer in de nabijheid van de
eenheid geinstalleerd is en toegankelijk is. U kunt de
eenheid alleen uitschakelen door de stroomtoevoer
los te koppelen van de eenheid.

Perigo: E essencial que a tomada da parede esteja
instalada préxima a unidade e esteja acessivel. A
unidade pode ser desconectada apenas apés a
remocéo do engate.

Fare! Det er vigtigt, at hovedstikkontakten install-
eres i neerheden af enheden, og at der er fri adgang
til den. Du kan kun afbryde enheden ved at fjerne
opkoblingsenheden fra den.
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Gevaar: Het is van essentieel belang dat de aanslu-
iting voor het lichtnet zich dichtbij de eenheid bev-
indt en goed toegankelijk is. U kunt de eenheid
uitsluitend ontkoppelen door het koppelstuk van de
eenheid af te halen.

Vaara: On tarkedad, ettd pistorasia asennetaan
lahelle yksikkoa siten, etta pistorasian luokse on
esteeton paasy. Voit katkaista yksikosta virran vain
irrottamalla pistokkeen yksikdsta.

Pericolo: E’ essenziale che la presa di alimentazi-
one sia installata in prossimity dell’'unita e che sia
accessibile. E’ possibile scollegare I'unita soltanto
rimuovendo la spina.

Fare: Det er viktig at hovedstikkontakten er montert
i na&e rheten av enheten, og er tilgjengelig. Du kan
bare frakoble enheten ved & trekke ut apparatled-
ningen fra enheten.

Perigo: E essencial que a tomada eléctrica seja
instalada préximo da unidade e que seja facil-
mente acessivel. SO é possivel desligar totalmente
a alimentacéo, retirando a ficha de ligacdo da
unidade.

Peligro: Es muy importante que la toma de aliment-
acion del zécalo esté instalada cerca de la unidad y
que sea accesible. Sélo se puede desconectar la
unidad extrayendo el acoplador del aparato de la
unidad.

> > B B P

Fara: Det &r viktigt att eluttaget sitter néra enheten
och att det ar lattadtkomligt. Du kan koppla ur
utrustningen endast genom att ta bort kopplingsan-
ordningen fran enheten.

TR E I SRR AR I, DAROEHY. SR R

VaZnoje, da se izlazna mjesta glavne utiénice instaliraju blizu uredaja
i da su pristupacna. Uredaj moZete iskljuciti samo odspajanjem
napajanja od uredaja.

Je nezbytne, aby silova zasuvka byla instalovana blizko zafizeni
a byla pfistupna. Zafizeni mizZete odpojit pouze vytaZenim
napéjeciho kabelu ze zafizeni.

Eivat onpavtiké 1 mpia mapoxniq peURatog va ivat eykateatnpévn
KOVTa 0Tn ouokeun kat va eivat mpoaBaotun. H amootvdeon g
ouoKeung yivetat povo pe agaipean tou culelkTn NG OUOKEUNS.

Lényeges hogy a halozati dugalj az eqységhez kozel és kdnnyen elérhe 6 Iegyen.

EFa vy MIBEBEOEL CRBES WO OTHRY 25
L TRL L REETY, HENDERERBZRY
AT LIZLVEBEZEVBELET,

FQ AN ZMEE BTN M0 ERIZIOHM E20t1 210
SHUCH ™2 M2 MAGHON RTIE 2 2 AU
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Gniazdo, do ktdrego podiaczany jest kabel zasilania jednostki powinno by¢ zainstalowane
blisko jednostki, w tatwo dostepnym miejscu. Jednostkg mozna odtaczy¢ jedynie
wyjmujac z niej kabel zasilajacy.

OuyeHb BaxHO, 4TOObI ANEKTPUYECKas PO3eTKa HAXOAMNACh PSLOM
¢ 6110K0M, 11 4T0BbI OHA HU4EM He Bbina 3aropoxeHa. bnok MoxHe
0TCOEAUHMTb, TONbKO OTCOBAMHMB OT HETO LUHYP NTAHNS.

Je dolelzité, aby sietova zasuvka bola naindtalovand v blizskosti
zariadenia a bola pristupnd. Zariadenie mézete vypnut vytiahnutim
sietovej $nry zo zariadenia.

Zelo pomembno je, da je glavna viicnica blizu naprave in da je dostopna.Naprave
je mozno izkljuciti samo tako, da potegnete prikljuéni vii€ iz naprave.

it H TR
EBR AR AR
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Important Safety Information A-9

DANGER: This unit operates under SELV conditions
(Safety Extra Low Voltage) according to IEC 950, the
conditions of which are maintained only if the
equipment to which it is connected is also opera-
tional under SELV.

DANGER: Cette unité marche sous les conditions
SELV (Safety Extra Low Voltage) conformément a IEC
950, ces conditions sont maintenues seulement si le
matériel auquel elle est branchée, est aussi en
exploitation sous SELV.

DANGER: Das Geréat wird mit Sicherheits-Kleinspan-
nung nach IEC 950 (SELV = Safety Extra Low Volt-
age) betrieben. AngeschloBen werden kdnnen nur
Geréte, die ebenfalls nach SELV betrieben werden.

Gevarr: Deze eenheid werkt onder SELV (Safety
Extra Low Voltage) volgens IEC 950, waarvan de
voorwaarden alleen behouden blijven indien de
apparatuur waarop het is aangesloten, ook onder
SELV werkt.

Perigo: Esta unidade funciona sob condi¢6es SELV
(Safety Extra Low Voltage) de acordo com [EC 950
mas, essa situacdo é mantida apenas se oequipa-
mento ao qual ela est conectada também funcionar
sob a condi¢do SELV.

Fare! Denne enhed fungerer ved svagstrgm i hen-
hold til betingelsernei IEC 950. Disse betingelser
overholdes kun, hvis det udstyr, enheden er sluttet
til, ogsé fungerer ved svagstram.
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Gervaar: Deze eenheid werkt onder extra lage
spanning (SELV, Safety Extra Low Voltage) volgens
norm [EC 950. Er wordt uitsluitend aan deze norm
voldaan zolang de apparatuur waarmee de eenheid
is verbonden, ook werkt onder SELV.

Vaara: Tama yksikko siséltad kansainvélisen turva-
standardin I[EC 950 mukaisia SELV (Safety Extra Low-
Voltage) -suojajannitepiireja. Yksikko tayttaa
standardissa kuvatut ehdot vain, jos laite, johonyk-
sikkod liitetaan, kayttaa SELV-piireja.

Pericolo: Questa unita funziona in condizioni di
bassissima tensionedi sicurezza (SELV, Safety Extra
Low Voltage) secondo I'lEC 950.Tali condizioni sono
rispettate solo se anche I'apparecchiaturaa cui
I’'unita & collegata funziona in SELV.

Fare: Dette utstyret drives med strgm fra kretser
med ekstra lav spenning (SELV-kretser) i henhold til
standarden IEC 950. Denne spenningen
opprettholdes kun dersom utstyret som det er
koblet til, ogsa drives av sakalte SELV-kretser.

Perigo: Esta unidade funciona sob condic6es SELV
(Safety Extra LowVoltage - Tensdo Muito Baixa, de
Seguranga), de acordo com anorma IEC 950. O
estabelecido nesta norma sé podera ser mantidose o
equipamento ao qual a unidade for ligada também
funcionarsob aquelas condi¢des SELV.

A
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Peligro: Esta unidad opera bajo condiciones SELV
(Safety Extra Low Voltage /Voltaje Extra Bajo de Seg-
uridad) de acuerdo a la norma IEC 950, sibien tales
condiciones Unicamente se mantienen si el equipo
alque se conectan es asimismo operacional bajo
SELV.

Fara: Den har enheten arbetar under villkoren for
kyddsklenspéanning (Safety Extra Low Voltage) enligt
I[EC 950. Dessa villkor uppfylls endast om utrustning
till vilken enheten ansluts ocksa arbetar med sky-
ddsklenspénning.

AR ESFIEC 950 FRifk, 1+SELV(Satcty Extra Low Voltagcii’i‘
AR AL E) 4 1*??14? VA% T HE W R 1 S5 AU L B
TESELV 4 F A AT #4E.

Ovaj uredaj radi pod SELV uvjetima( Safety Extra Low Voltage)
prema propisu IEC 950. Stoga se ovaj uredaj moZe spajati samo sa
drugim uredajem koji takoder radi pod SELV uvjetima.

W\@ﬁ?m 950 PiifE, 7ESEL
I ) AP T ARE. 1 T
uSELVmFF—FZ ﬂh A,

V(Satety Extra Low Volt geiéé
=]
e
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H ouokeur] aut) Aettoupyei umo ouvBnikeq SELV (Safety Extra Low
Voltage) ouppwva pe v mpodlaypagn IEC 950, ot ouvBrikeg g
omoiag mpouvTal pévo av o eEOMAIOUOG e Tov oroiov ouvdEeTal
Aettoupyei eriong uné ouverkeq SELV.
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Ez az egyséq biztonsagi fesziltségd (SELV) dramkéri feltételek alatt dzemel, az IEC 950
(MSZ EN 60950) szabvanynak megfelelden. Ezek a feltételek csak akkor maradnak fenn,
ha a kapcsoldd berendezés szintén biztonsagi feszilltségd (SELV) dramkérként mikodik.

ZOEBIITEC (BRERIEEREH) 950NSELV
(Safety Extra Low Voltage) DD & THFE L £,

b LML DR 855 L7233 T OMBEN S E L VOLHt:
ERIZL TN EEITRY £,

2 x| IEC 95001 a2} SELV Z=74(Safety Extra Low Voltage)
Stof| Ml kS 5t, AZE EH| T SELVSIIM 25 5 U=
ok =Ao| FAIEELCH

Jednostka pracuje pod napieciem SELV (Safety Extra
Low Voltage - Bezpiecznie niskie napigcie), zgodnym
z warunkami IEC 950, spetnionymi jedynie wéwczas,
gdy sprzet do ktérego jest podtaczona dziata réwniez
pod tym napigciem.

910 YCTPOIACTBO paboTaeT no ctaHaapty |EC 950 B ycnosusix
BesonacHo Huakoro HanpsxeHs (SELV) Tonbko npu ycnosum,
470 BCe 060pya0BaHMe B Lieny 0TBeYaeT cTaHaaptam SELV.

Této jenotka pracuje pod bezpeénym napatim podra IEC 950, ale len
v pripade, Ze zariadenie, ku ktorému je pripojend tak isto pracuje
pod bezpeénym napatim

Naprava deluje pod pogoji SELV zad(ite ( ZasCita z Viamostno Malo Napetostjo) vskladu
2 IEC 950. Pogoji delovanja so zagotovljeni samo v primeru, ¢e naprava, na katero je
prikljucena, deluje tudi pod za8cito z malo napetostio.

AEFLAAE SELV (RAHIE) whbsth TIR4E -
(R4 TEC 950 » s @i R % B o3k fidde SELV 8
EETFHAE > FTHEAE BHRIEFIBEAER )
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DANGER: To comply with European safety stan-
dards, a spare fuse must not be fitted to the appli-
ance inlet. Only fuses of the same manufacturer,
make and type should be used with the unit.

DANGER: Pour conformer aux normes de sécurité
européennes, un fusible de rechange ne doit pas
étre ajusté a I'admission d'appareil. Seulement les
fusibles du méme fabricant, construit, et type
doivent étre utilisés avec I'unité.

DANGER: Um Ubereinstimmung mit den européis-
chen Sicherheitsnormen zu gewahrleisten, darf am
Zufuhrungstecker des Geréates keine Ersatzsicherung
angebracht werden. Nur Sicherungen der gleichen
Herstellung und Marke sowie des gleichen Typs fur
das Geréat verwenden.

Gevarr: Om te voldoen aan de Europese veiligheids-
normen mag de reservezekering niet in de buurt van
de stroomtoevoer worden bewaard. Gebruik voor de
eenheid alleen zekeringen van dezelfde fabrikant,
dezelfde makelij en hetzelfde type.

Perigo: Para que esteja em conformidade com o0s
padrbes de seguranca europeus, o fusivel sobressal-
ente ndo deve ser encaixado na entradado aparelho.
Apenas fusiveis do mesmo fabricante e do mesmo
tipo devem ser utilizados com a unidade.

Fare! Pga. de europzeiske sikkerhedsstandarder ma
du ikke indszette en reservesikring i enheden. Du ma
kun bruge sikringer af samme producent, meerke og
type sammen med enheden.
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Gevaar: Om te voldoen aan Europese veilig-
heidsrichtlijnen dient u geen willekeurige zekering te
monteren op de ingang van het toestel. Gebruik
voor deze eenheid alleen zekeringen van dezelfde
fabrikant, en van hetzelfde merk en type.

Verra: Europpalaiset turvastandardit edellyttavat,
ettei varasulaketta asenneta laitteen verkkojohtoon.
Laitteessa saa kayttda vain saman valmistajan
sulakkeita, joiden merkki ja tyyppi ovat alkuperdisen
mukaiset.

Pericolo: Per essere in conformita agli standard di
sicurezza europei, nella presa dell’apparecchiatura
non deve essere utilizzato un fusibile di scorta qual-
siasi. Con questa unita devono essere utilizzati esclu-
sivamente fusibili dello stesso costruttore, dello
stesso modello e dello stesso tipo di quelli originali.

Fare: | henhold til europeiske sikkerhetskrav ma du
ikke sette inn en reservesikring i apparatinntaket. Du
ma bare bruke sikringer som er fra samme
leverandgr og av samme type og merke i enheten.

Perigo: Por forma a respeitar as normas de seg-
uranca Europeias, ndo deve ser instalado um fusivel
de reserva na entrada do aparelho. Sé devem ser
utilizados, com a unidade, fusiveis do mesmo fabri-
cante, marca e tipo do original.

Peligro: Segun los estandares de seguridad euro-
peos, no debe ponerse un fusible de repuesto en el
aparato. So6lo deben utilizarse fusibles del mismo
fabricante, marca y tipo en esta unidad.

> > B B >>>>

Fara: For att enheten ska uppfylla europeiska saker-
hetsbestammelser ska endast sékringar av samma
typ och fabrikat anvéndas.

N7 PR G2, 2R
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Da bi se udovoljilo evropskim sigurnosnim standardima, rezervni
osigura¢ ne smije biti montiran na uredaj. Sa aparatom se moraju
koristiti samo osiguraci istog proizvodaca, izrade i vrst

V souladu s Evropskymi bezpecnostnimi standardy nesmi byt
nahradni pojistka vioZzena do pfivodu spotfebice. V zafizeni sméji byt
pouzivany pouze pojistky stejného vyrobce, provedeni a typu.

2ipgwva e Ti¢ Eupwraike mpodiaypagéq aopahelag, dev mpemel va
TonoBeTolvTal eQedpIkeS aopaleleg oty avtiaToyn umodoxr g
ouokeurg. Mpémel va ypnotporolodvtar pévo acpdAeteq Tou ibiou
kataokeuaot), ™G (Glag pdpkag kat Tou diou TUrou.

Az eurdpa biztonsdgi szabvanyoknak vald megfelelés érdekében tartalék biztositét nem kella
dugaliba helyezni. Az egységhez csak az azonos gyart6 atal késztett eqyez tipusi hiztostokat
hasznéljuk.

q— 1y RORLEET, AT D7 2—X3BFHERERO
MM TRZY $¥ A, 72—XERETIHA,
F—A—h—DOR LA TOBREHER LTI,

Ol FZE )17 S0 X0 M o E
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Zgodnie z europejskimi standardami bezpieczenstwa, zapasowy bezpiecznik nie moze
najdowac sig we wkladanej oprawie. W jednostce mozna uzywac jedynie bezpiecznikow
tego samego producenta, rodzaju 1 typu.
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B cootBeTcTBMM C EBpOnerickumm ctaHgapTamMmum no Mepam
©e30MacHOCTM 3anpeLLaeTcs BCTaBNSTL 3anacHom
npeanoxpaHnTesb Ha BXoae anekTponpubopa. Jns 6noka
NOAXOAAT TOJbKO MPEAOXPAHUTENM TOMO Xe N3roToBUTENS,
TMNa n MOAOENN.

Nahradna poistka neméze byt nainstalovang do zariadenia ak nie je
schvalend vyrobcom zariadenia a ak nezodpoveda typu poistky urCene;
pre zariadenie.

£aradl USKlajenosti Z eviopskimi Standardi v 1ezisce varovalke na napravi i dovoljeno
vstaviti poljubno izbrano varovalko. Uporabljajte samo varovalke istega tipa, proizvajalca
in izdelave.
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DANGER: Ensure that the power supply lead is dis-
connected before opening the IEC connector fuse
cover or removing the cover of the unit.

DANGER: Assurer que I'entrée de la source d'ali-
mentation soit débranchée avant d'ouvrir le couver-
cle de fusible du connecteur IEC ou d'enlever le
couvercle de I'unité.

DANGER: Vorm Offnen der Abdeckungsklappe der
IEC Steckverbindungssicherung oder vorm Abneh-
men der Gesamtabdeckung der Gerét sicherstellen,
daR das Stromverbindungskabel vom Netzstrom
getrennt ist.

Gevaar: Zorg ervoor dat het netsnoer losgekoppeld
is voordat u de klep van de IEC-zekering opent of
verwijdert.

Perigo: Antes de abrir a tampa do fusivel do
conector IEC, ou remover a tampa da unidade, certi-
figue-se de que o fio da fonte de alimentagéo esteja
desconectado.

Fare! Zorg ervoor dat het snoer van de voeding-
seenheid ontkoppeld is voorda u de afdekplaat van
de zekeringen van de IEC-connectors opent of de
kap van de eenheid verwijdert.

Gevaar: Kontrollér, at stramforsyningsledningen er
afmonteret, for du dbner daekslet til IEC-stikkets
sikring eller enhedens daeksel.

Varra: Varmista, ettd olet irrottanut verkkojohdon,
ennen kuin avaat IEC-liittimen sulakekotelon
kannen tai irrotat yksikén kannen.
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Pericolo: Prima di aprire il coperchio del fusibile del
connettore IEC oppure prima di rimuovere il coper-
chio dell’'unita, accertarsi che il cavo dell’alimenta-
tore sia scollegato.

Fare: Pass pa at nettkabelen er frakoblet for du
apner dekselet til sikringsholderen eller tar av dekse-
let p& enheten.

Perigo: Assegure-se de que o cabo de alimentacédo
eléctrica esta desligado, antes de abrir a tampa do
compartimento de fusiveis do conector IEC ou de
remover a cobertura da unidade.

Peligro: Asegurese de que la linea de la fuente de
alimentacioén esté desconectada antes de abrir la
cubierta del fusible del conector IEC o extraer la
cubierta de la unidad.

Fara: Se till att stromforsorjningskabeln &ar urkopp-
lad innan du 6ppnar sakringslocket pa IEC-kontak-
ten eller tar bort enhetens képa.

W%I%m:ﬁ%ﬁmﬁmm%mu%ﬁﬁu%%%%%%a

Provjerite da je kabel napajanja iskljucen prije promjene osiguraéa
ili skidanja pokrova uredaja.

Pred otevrenim Krytu pojistky v IEC konektoru nebo odstranenim
krytu zafizeni se uijistéte, Ze je odpojena napajeci $ilra sildvéha
zdroje.

TPV avoi&eTe To KAAuppa ¢ acpdAetag Tou ouvdeopou IEC 1§

ﬁ BeBawwBeite 6Tt £xeTe amoouvdEoel TO KAAWDIO Tapoxnig PEUNATOS
apaIPEOETE TO KAAUPUA TNG OUOKEUN.

Biztositsuk, hogy a halozati csatlakozo kabel ki legyen huzva a dugaljbél, mielétt az IEC
csatlakozo biztositojanak fedelét kinyitjuk vagy az eqység fedelét levessziik.

[ECIXII—D72—=20h kBT, EBOH
A=ERYEETHAN, BCERS -7V ERVTCESY,

£ HAot) Jf BrEA
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Przed otwarciem ostony gniazda bezpiecznikow [EC lub pokrywy urzadzenia nalezy
odlaczy¢ kabel zasilajacy.

Mepen Tem, Kak OTKPbIBATb KPbILLKY NPEea0XpaHUTeNs
pasbema IEC nnm cHuMaTh KpblLLKy 6510Ka, yoeamTecs,
4YTO NOABOASLLMIA BNEKTPONPOBO OTCOEANHEH OT CETU.

Uistite sa, Ze napajacia $ndra je odpojend pred tym ako otvorite IEC
poistkovy konektor alebo odstranite kryt zo zariadenia.

Preden odprete pokrov za varovalko na IEC vticu ali odprete pokrov naprave, morate
izKfjuCiti elektrino napajanje.

>>>>>>>>
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DANGER: Ensure that the power is disconnected
before opening the fuse holder cover. Only 5A Time
Delay (anti-surge) fuses of the same type and manu-
facture as the original should be used.

DANGER: Assurer que I'alimentation soit
débranchée avant d'ouvrir le couvercle du contenant
du fusible. Seulement les fusibles de types 5A
anti-transitoires du méme type et fabricant que
I'original doivent étre utilisés.

DANGER: Vor dem Offnen der Sicherungshalterung
das Gerat vom Netzstrom trennen. Sicherungen nur
durch gleichen Typ und Wert wie die Original-
sicherung ersetzen. Sicherung auswechseln und die
Klappe der Sicherungshalterung wieder schlieRen.

Gevaar: Zorg ervoor dat de stroomtoevoer afgeslo-
ten is voordat u de zekeringkast opent. Er mogen
alleen zekeringen metvertraagde werking
(anti-stroomstoot) van 5A worden gebruikt die van-
hetzelfde type en dezelfde makelij zijn als de origi-
nele zekeringen.

Perigo: Antes de abrir a tampa doprendedor do
fusivel, certifique-se de que a alimentacéo esteja
desconectada. Devem ser utilizados apenas fusiveis
5A Time Delay(contra pico de energia) do mesmo
tipo e fabricante originais.

Fare! Kontrollér, at strammen er slukket, far du
abner sikringsholderens daeksel. Du ma kun bruge
treege S5A-sikringer (anti-surge) af samme typeog
producent som de originale sikringer.

Important Safety Information A-15

Gevaar: Zorg ervoor dat de stroom is afgesloten
voordatu de afdekplaat van de zekeringhouder
opent. Gebruik uitsluitend 5A zekeringen met tijd-
vertraging (anti-piek) van hetzelfde type envan
dezelfde makelij als de originele zekeringen.

Vaara: Tarkista, ettd olet katkaissut virran, ennen
kuin avaatsulakekotelon kannen. Laitteessa saa kayt-
tada vain samantyyppisia hitaita viiden ampeerin
sulakkeita kuin alkuperéiset.

Pericolo: Accertarsi di togliere I’'alimentazione
prima diaprire il coperchio del porta-fusibili.Devono
essere utilizzati soltanto fusibili da 5 A ad azione
ritardata(anti-surge) dello stesso tipo e dello stesso
costruttoredi quelli originali.

Fare: Pass pa at strommen er slatt av fer du apner
dekselet til sikringsholderen. Bruk bare 5A
sikringer(treg) av samme type og fabrikat som den
originale sikringen.

Perigo: Assegure-se de que a alientagdo eléctrica
esta desligada, antes de abrir a tampa do comparti-
mento de fusiveis. S6 devem ser utilizados fusiveis
lentos (com atraso, anti-picos de corrente) de 5
Amperes, do mesmo tipo e fabricante do original.

Peligro: Asegurese de que la alimentacion esté
desconectada antes de abrir la cubierta de soporte
del fusible. S6lo deben usarse los fusibles 5A Time
Delay (anti-surge) del mismotipo y fabricante que el
original.
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Fara: Se till att strommen ar franslagen innan du
Oppnar locket pa sakringshallaren. Anvand endast
5A tréga sékringar av samma typ och fabrikat som
originalet.
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TR B HRTC T AR %
55 ) D ik

OPASNOST

Prije otvaranja pokrova osiguraca provjerite da li je uredaj isklju¢en
iz elektriéne mreze. Koristiti samo 5A osigurace sa vremenskim
zaostajanjem (anti - surge) iste vrste i proizvoda

Nebezpecl:

PFed otevfeni krytu drzaku pojistky se ujistéte, Ze je odpojenc
napajeni. Sméji byt pouzivany pouze pojistky 5A s Casovym
zpozdénim (protipulzni) stejného typu a vyrobce jako original.

Kivduvog:

BeBaiwbeite OTL £XeTE AMOCUVOEDEL TNV TIAPOXT] PEUHATOG TIPLV
avoi&ete 1O KAAUPHA TNG aopdAelag. Mpénel va xpnotorolovvtal
Hovo aopdAeleq 5A Bpadeiag ™MEewg (Time Delay) tou iBlou TUrou
KAl KATAOKEUAOTN HE TNV apXIKT] acpdAela.

VIGYAZAT, VESZELY!

Biztositsuk, hogy feszilltségmentes allapotban keriljon sor a biztositotartd fedelének nyitaséra.
Csak 5 A-es késleltetett kiolvadasu, az eredetivel eqyez6 tipust s gyartmanyd biztositokat
hasznaljunk.

R :

Ta—R « BV F—OH =BT SHCERT — 7 V2R
WTLEEW, RHE7 2—ARENETHERISATOEED
DERI—=A—HI—ORCHA7D5 A (Tine Delay, Anti-surge)
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Niebezpieczenstwo:

Przed otwarciem ostony gniazda bezpiecznikow nalezy sprawdzic, czy zasilanie jednostki
zostalo odlaczone. Stosowa¢ mozna tylko bezpieczniki 5A Ze Zwloka (antyprzepigciowe)
wykonane przez tego samego producenta i tego samego typu, co oryginalne.

OnacHo:

Mepepn Tem, Kak OTKPbIBaTb KPbILLKY rHe34a npeaoxpaHuTterns,
ybenutech, 4TO NUTaHMe oTKoYeHo. CneayeT MCnonbL3oBaTh
Tonbko nNpenoxpaHutTenn 5A Time Delay (c 3awmuTon oT
OPOCKOB HaNpPsi>XeHUs B CETK) TOrO Xe Tuna v N3rotoBuTens,
4TO U Y UCXOOHbIX.

Nebezpeéenstvo:
Uistite sa, Ze napéjacia $ndra je odpojena pred tym ako otvorite ICE -
poistkovy konektor alebo odstranite kryt zo zariadenia.

Nevarnost !

Preden odprete pokrov lezi$¢a varovalke se prepricajte, da je elektrino napajanje izklopljeno
Uporabljajte izkljutno 5A varovalke s €asovno zakasnitvijo (prenapetostno zascito) istega
tipa in proizvajalca kot so originaine.

B
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DANGER: The sockets for a Redundant Power
System are designed to only be used with a recom-
mended RPS.

DANGER: Ces prises sont réservées exclusivement a
unc alimentation redondante (RPS) recommandée.

Gefahr: Diese Buchsen sind nur fir den Einstaz mit
einer empfohlenen redundanten Stromversorgung
(RPS) vorgesehen.

Gevaar: Deze stekkerdozen zijn ontworpen om
alleen te worden gebruikt met een extra voeding-
seenheid.

Perigo: Esses soquetes foram projetados paraserem
utilizados apenas com uma Fonte de Alimentagdo
Redundante recomendada.

Fare! Disse sokler m& kun bruges sammen med
enanbefalet RPS (Redundant Power Supply).

Gevaar: Deze aansluitingen mogen alleenmet een
aanbevolen reservevoeding worden gebruikt.

Vaara: Naihin vastakkeisiin saa kytke& vain suositel-
lun yliméaréisen jannitelahteen.

Pericolo: Queste prese sono progettate per essere
utilizzate esclusivamente con il tipo di alimentatore
addizionale raccomandato.

Fare: Disse uttakene skal kun brukes til en anbefalt
e kstra stramforsyningsenhet.

> > B> P
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Perigo: Estas tomadas foram concebidas para serem
utilizadasapenas com uma Redundant Power Supply
(Fonte de Alimentacdode Reserva) recomendada.

Peligro: Estos zocalos han sido disefiados para ser
utilizados s6lo con un fuente de alimentacion redun-
dante recomendada.

Fara: De hér uttagen ar konstruerade for att endast
anvandas tillsammans med det rekommenderade
redundanta kraftsystemet.

ek
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OPASNOST

Te utiCnice su izvedene samo za koristenje sa preporu¢enim dodatnim
izvorom napajanja.

Nebezpeci:

Tyto zasuvky jsou navrZzeny pouze pro pouzivani s doporuc¢enym
nahradnim zdrojem napéjeni.

Kivduvog:

Ol UTIOBOXEG QUTEG eival OXEDLAOUEVEG va XPTNOLUOTIOOUVTAL HOVO HE
KArola poTelvopevn e@edplkn rtapoxr] pevpatog (Redundant Power
Supply).

VIGYAZAT!

Ezeket a foglalatokat kizarélag az ajanlott redundans tapegység hasznalatara tervezték!

fElg -
oDy MY, HREINERPS (V¥ ¥V MER
%E) ZHICERTI I BRI ENTVET,
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Niebezpieczeristwo:
Gniazda te zaprojektowano wytacznie do uzytku z zalecanym zrodlem zasilania redundantnego.

OnacHo:
9T rHe3aa NpeHa3Ha4YeHb! 1S UCMONb30BaHNS TONKO

C PEKOMEHO0BAHHBIM AONONHNTENIbHBIM UCTOYHUKOM NMUTAHNA.

Nezebzpecenstvo:
Tieto zasuvky su urCene 1ba na pouzitie s odporu¢anym zdrojom
nahradného napajania (UPS).

Nevarnost !

Te viitnice so namenjene samo za uporabo s priporo¢enim redundantnim napajalnikom

fifa
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DANGER: The RJ45 ports are shielded RJ45 data
sockets. They cannot be used as telephone sockets.
Only connect RJ45 data connectors to these sockets.
Either shielded or unshielded data cables with
shielded or unshielded jacks can be connected to
these data sockets.

DANGER: Ceux-ci sont les prises de courant de
données RJ45 protégées. lls ne peuvent pas étre util-
isés comme prises de courant téléphoniques.
Brancher seulement les connecteurs RJ45 de don-
nées a ces prises de courant. Les cables de données
blindés ou non blindés, avec les jacks blindés ou
non blindés, I'un ou I'autre, peuvent étre branchés a
ces prises de courant de données.

DANGER: Hierbei handelt es sich um abgeschirmte
RJ45 Datenbuchsen, die nicht als Telefonbuchsen
verwendbar sind. Nur RJ45 Datensteckverbinder an
diese Buchsen anschliel3en. Diese Datenstecker
kénnen entweder mit abgeschirmten oder unabge-
schirmten Datenkabeln mit abgeschirmten oder
unabgeschirmten Klinkensteckern verbunden wer-
den.

Gevaar: De RJ45-poorten zijn afgeschermde
RJ45-contactdozen voor gegevens. Ze kunnen niet
worden gebruikt alstelefoonaansluitingen. Op deze
contactdozen mogen alleenRJ45-gegevensstekkers
worden aangesloten. Er kunnen zowel afgescher-
mde als niet-afgeschermde gegevenskabelsmet al
dan niet afgeschermde aansluitingen op deze
gegevenscontactdozen worden aangesloten.



Perigo: As portas RJ45 sdo soquetes de dados RJ45
isolados. Ndo podem ser utilizados como soquetes
de telefone. Ligueapenas conectores de dados RJ45
nesses soquetes. Cabos de dados isolados ou néo
com tomadas isoladas ou ndo podemser conecta-
dos a esses soquetes de dados.

Fare! RJ45-portene er afskaermede RJ45-datasokler.
De kan ikke bruges somtelefonstik. Du ma kun ind-
seette RJ45-datastik i disse sokler. Afskaermede eller
uafskeermede datakabler med afskaermede eller uaf-
skeermede jackstik kan tilsluttes disse datasokler.

Gevaar: Op deze datapoorten kunnen zowel afges-
chermde als niet-afgeschermde datakabels metafge-
schermde of niet-afgeschermde pluggen worden
aangesloten.

Vaara: RJ45-portit ovat suojattuja RJ45-datavas-
takkeita. Niitd ei voikayttda puhelinvastakkeina.
RJ45-datavastakkeeseen saa kytkedvain RJ45-dataliit-
timid. Naihin datavastakkeisiin voi kytke& suojattuja
taisuojaamattomia datakaapeleita, joissa on suo-
jattu tai suojaamatonpistoke.

Pericolo: Le porte RJ45 sono schermate e riservate
alla trasmissione di dati; esse non possono essere
utilizzate come prese telefoniche. Collegare a queste
porte soltanto connettoriper dati RJ45. A queste
porte possono essere collegati sia cavischermati che
non schermati dotati di connettori schermati onon
schermati.

Important Safety Information A-19

Fare: RJ45-portene er skjermede RJ45-datauttak,og
kan ikke brukes som telefonuttak. Du ma bare
kobleRJ45-datakontakter til disse uttakene. Du kan
koble enten skjermede eller ikke-skjermede datak-
abler medskjermede eller ikke-skjermede jack-plug-
ger til disse datauttakene.

Perigo: As portas RJ45 sdo tomadas de dados RJ45,
blindadas. Nao podem ser utilizadas como tomadas
de telefone. Ligue unicamente fichas de dados RJ45
a estas tomadas. A estas tomadas de dados podem
ser ligados cabos de dados blindados ou néo, por
intermadio de fichas blindadas ou néo.

Peligro: Los puertos RJ45 son zécalos de datos RJ45
protegidos. No se pueden utilizar como zAcalos
telefénicos. Conecte solo los conectores de datos
RJ45 a estos z6calos. A estos zécalos de datos
pueden conectarse tanto cables de datos protegi-
dos como no protegidos con conectores protegidos
0 no protegidos.

Fara: RJ45-portarna ar skarmade RJ45 datauttag
och kan inte anvandas som telefonuttag. Anslut
endast RJ45 datakontakter till dessauttag. Antingen
skarmade eller oskdrmade datakablar med skar-
made eller osk&rmade kontakter kan anslutas till
datauttagen.
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OPASNOST

Ulazi RJ45 su okloplieni RJ45data uticnice, koji se ne mogu koristiti
kao telefonske uticnice. PrikljuCite samo RJ45 data konektore na te
uticnice. Oklopljeni ili neoklopljeni kablovi za prijenos podatak

Nebezpeci:

Porty RJ45 jsou stinéné datové zasuvky RJ45. Zasuvky nemohou
byt uzivany jako telefonni. Do téchto zasuvek pfipojujte pouze datové
konektory RJ45.

Do téchto datovych zasuvek mohou byt pfipojeny stinéné i nestinéné
datové kabely se stinénymi i nestinénymi konektory.

Kivduvog:

O BUpeq RU45 eival Bwpakiopéveq urodoyeq dedopévwv RJ45. Aev
ropolv va XpnaioronBolv wg unodoxES TNAEPWVOU. ZTIG
unodoy€q autéq mpémet va ouvdgovtal uévo olvdeapol dedopévwv
RJ45.

Ze auTEQ TIG urtodoyeg dedopévwv pmopolv va ouvdebolv

Bwpakiopéva 1 pn Bwpakiopéva kahwdia dedopEvay pe Bwpakiopéva
1 un Bwpakiopéva Buopata.

VIGYAZAT, VESZELY!

Az RJ45 tipus(i foglalatok adat csatlakozok, telefonaljzatnak nem hasznalhatok. Ezekbe a
foglalatokba csakRJ45 tipust adat csatlakozokat dugaszoljunk.

Ezekbe a foglalatokba akar amyékolt, akar amyékolatlan adat kabelek csatlakoztathatok,
arnyékolt vagy arnyékolatlan dugdval.
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Niebezpieczenstwo:

Porty RJ45 sa ekranowanymi gniazdami danych RJ45. Nie mozna ich uzywa¢ jako gniazd
telefonicznych. Podtacza¢ do nich mozna tylko ztacza danych RJ45.

Do tych gniazd danych moga by¢ podtaczane zarowno ekranowane, jak i nieekranowane
kable danych z ekranowanymi lub nieekranowanymi wtyczkami.

OnacHo:

MopTel RJ45 npepctaBnsaioT coboi aKpaHUPOBaHHbIE
curHanbHble rHe3na RJ45. VMix Henb34a ncnonb3oBaTb

B KayecTBe Tene@dOHHbIX rHe3a,. K aTum rHe3gam MOoXXHO
noACoOeaVNHATb TONIbKO CUrHasIbHble pa3beMbl RJ45.

K 8TuM curHanbHbIM rHE34aM pa3peluaeTcyd NoACOeAVNHATb
3KpaHMpPOBaHHbIE NN HE3KPAaHMNPOBAHHbIE CUTHAJIbHbIE
kabenu c 3KpaHMpPOBAHHLIMU NJTN HEBKPAHNPOBAHHbIMU
pasbemMmaMu.



Nebezpecenstvo:

RJ45 porty su tienené RJ45 datové zasuvky. Nemozu sa pouzivat
ako telefone zasuvky. Zapoj iba RJ45 - datové konenktory do tychto
zasuviek.

Iba tienené a netienené datové kéble s tieneych alebo netienenych
konektorov mozu byt zapojené do tychto datovych zasuviek.

Nevarnost !

Prikljucki RJ45 so oklopliene podatkovne vtiénice. Ne uporabljajte jih kot telefonske vticnice
Vanje lahko prikljuéujete samo podakovne vtie tipa RJ45.

Na podatkovne viicnice lahko prikljucujete bodisi oklopliene ali neoklopljene kable z
okloplienemi ali neoklopljenemi konektorj.
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DANGER: This unit cannot be powered from IT
(impedance a la terre) supplies. If your supplies are
of the IT type, this unit should be powered by
230V (2P+T) via an isolation transformer ratio 1:1,
with the secondary connection point labelled Neu-
tral, connected directly to Earth (Ground).

DANGER: Cette unité ne peut pas étre mise en
marche des sources de courant IT (Impédance a la
terre). Si vos sources de courant sont de type IT,
cette unité doit étre alimentée par 230V (2P+T) via
un rapport de transformation d'isolation de 1:1,
avec un point de connexion secondaire étiqueté
Neutre, branché directement & la Terre (& la Masse).

Peligro: Esta unidad no puede alimentarse con
fuentes IT (impedance &a la terre). Si sus fuentes son
de tipo IT, esta unidad deberia alimentarse a 230V
(2P+T) utilizando un transformador de ratio 1:1,
con el punto de conexién secundario etiquetado
como Neutral y conectado directamente a tierra.

DANGER: The power cord set must be approved for
the country where it will be used.

DANGER: La cordon d'alimentation surmoulé doit
étre approuvé pour le pays auquel il sera utilisé.

DANGER: Der Anschluffkabelsatz mu3 mit den
Bestimmungen des Landes Ubereinstimmen, in dem
er verwendet werden soll.
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SCREEN ACCESS RIGHTS

The following table lists the rights assigned to each
level of user for accessing and editing Switch
screens via the VT100 interface.

All access rights are read-and-write unless other-

wise stated.

Screen

Available to access level...

Port Traffic Statistics

Monitor
Manager
Security

Screen

Available to access level...

Port Error Analysis

Monitor
Manager
Security

Logon

Monitor
Manager
Security

Port Resilience

Monitor
Manager
Security

Main Menu

Monitor
Manager
Security

Port Setup

Monitor read-only
Manager
Security

Switch Management

Monitor
Manager
Security

Unit Statistics

Monitor
Manager
Security

Port STP

Monitor read-only
Manager
Security

Unit Database View

Monitor
Manager
Security

Port Statistics

Monitor
Manager
Security

Unit Resilience

Monitor
Manager
Security

Unit Setup

Monitor read-only
Manager

Security
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Screen

Available to access level...

VLAN STP

Monitor read-only
Manager
Security

VLAN Server

Monitor read-only
Manager
Security

VLAN Setup

Monitor read-only
Manager
Security

User Access Levels

Monitor
Manager
Security

Local Security

Security

Screen Available to access level...
Trap Setup Monitor read-only
Manager
Security
Console Port Setup Monitor read-only
Manager
Security
Software Upgrade Security
Initialize Security
Reset Manager
Security
Remote Poll Manager
Security

Create User

Security

Delete Users

Security

Edit User

Monitor
Manager
Security

Status

Monitor
Manager
Security

Fault Log

Monitor
Manager
Security

Management Setup

Monitor read-only
Manager
Security




The following is a list of problems you may see
when managing the Switch with suggested courses
of corrective action to take. If you have a problem
which is not listed here and you cannot solve it,
please contact your local technical support represen-
tative.

TROUBLESHOOTING

LEDs

Power LED does not light:

Check that the power cable is firmly connected to
the device and to the supply outlet.

Check the unit fuse. For information on changing
the fuse, refer to ““Power Socket and Fuse” in
Chapter 1.

On powering-up, the MGMT LED lights yellow:

The unit has failed its Power On Self Test (POST) and
you should contact your supplier for advice.

On powering-up, the MGMT LED flashes yel-
low:

The installed Plug-in Module has failed its Power
On Self Test (POST). Try re-installing the Plug-in
Module, ensuring it is properly seated. If the prob-
lem persists, contact your supplier for advice.

The Plug-in Module Status LED lights yellow:

If the MGMT LED is flashing yellow, the Module
has failed its Power On Self Test; refer to the previ-
ous advice. Otherwise, the Module’s agent software
is not installed correctly. Refer to the User Guide
supplied with the Module.

The Plug-in Module Status LED flashes yellow:

The Module is not recognized. You may need to
download a version of the Switch’s management
agent software that recognizes the Module (refer to
“Upgrading Software” on page 4-29), or remove
the Module. Contact your supplier for further
advice.

A link is connected and yet the Status LED does
not light:

Check that:

= All connections are secure

= Fiber cables are free from damage

= The devices at both ends of the link are pow-
ered-up

= The connection uses cross-over cable if you are
linking a 10BASE-T or 100BASE-TX port with a
device which is MDIX-only
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Using the VT100 Interface

The initial Main Banner screen does not dis-
play:

Check that your terminal or terminal emulator is
correctly configured to operate as a VT100 terminal.

For console port access, you may need to press
[Return] several times before the Main Banner
appears.

Check the settings on your terminal or terminal
emulator. The management facility's auto configura-
tion works only with baud rates from 1200 to
19,200.

Screens are incorrectly displayed:

Check that your terminal or terminal emulator is
correctly configured to operate as a VT100 termi-
nal.

Check the settings on your terminal or terminal
emulator. The management facility's autoconfigura-
tion works only with baud rates from 1200 to
19,200.

Check that you are using a suitable font (for exam-
ple, in HyperTerminal use the MS LineDraw font).

The SNMP Network Manager cannot access the
device:

Check that the device's IP address, subnet mask and
default router are correctly configured, and that the
device has been reset. Check that the device's IP
address is correctly recorded by the SNMP Network
Manager (refer to the user documentation for the
Network Manager).

The Telnet workstation cannot access the
device:

Check the device's IP address, subnet mask and
default router are correctly configured, and that the
device has been reset. Ensure that you enter the IP
address of the Switch correctly when invoking the
Telnet facility.

Traps are not received by the SNMP Network
Manager:

Check that the SNMP Network Manager's IP address
and community string are correctly configured.

The SNMP Network Manager or Telnet worksta-
tion can no longer access the device:

Check that Remote Telnet access or Commu-
nity-SNMP access is enabled.

Check that the port through which you are trying to
access the device has not been disabled, refer to
“Setting Up the Switch Ports” on page 4-12. If it is
enabled, check the connections and network cabling
at the port.



Check that the port through which you are trying to
access the device is in VLAN 1 (the Default VLAN).
Refer to “Setting Up VLANs on the Switch” on
page 5-7.

Try accessing the device through a different port. If
you can now access the device, a problem with the
original port is indicated. Re-examine the connec-
tions and cabling.

There may be a network problem preventing you
accessing the device over the network. Try access-
ing the device through the console port.

You forget your password and cannot log on:

If you are not one of the default users (monitor,
manager or security), another user having ‘security’
access level can log on, delete your user name, and
create a new user name for you, with a new pass-
word.

Alternatively, another user having ‘security’ access
level can log in and initialize the device. This will
return all configuration information, including pass-
words, to the initial values.

In the case where no-one knows a password for a
security level user, contact your supplier.

Using the Switch C-3

Using the Switch

You see network problems and the Packet LED
is on continuously with constant collisions
(refer to “Port Traffic Statistics” on page 6-4):

You are using PACE equipped devices and have the
Interactive Access feature of PACE enabled at both
ends of the link. Interactive Access must only be
enabled at one end of the Switch-device link. Dis-
abling Interactive Access for a Switch port is
described in “Setting Up the Switch Ports” on
page 4-12.

You have configured a Switch port so that it
‘blips’ when a broadcast storm occurs, but the
port does not blip properly:

The broadcast storms are occurring such that the
average broadcast bandwidth cannot drop below
the Falling Threshold value. This means that the
blip only occurs once.

Try changing the following attributes in the Broad-
cast Storm Control section of the Port Setup screen:
= Rising Action to disable port/notify.

= Falling Action to event + enable.

For more information, refer to “Setting Up the
Switch Ports” on page 4-12.
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You have added the Switch to an already busy
network, and response times and traffic levels
have increased:

You may have added a group of users to one of the
Switch ports via a repeater or switch, and not
turned off IFM. Turn off IFM on any port that is con-
nected to multiple devices. Refer to “Setting Up the
Switch Ports” on page 4-12.

You have connected an endstation directly to
the Switch and the endstation fails to boot cor-
rectly:

The Switch has STP enabled, and the endstation is
booting before the STP initialization process is com-
plete. Specify that the port has Fast Start enabled,
and then reboot the endstation. For more informa-
tion about specifying Fast Start for a port, refer to
“Configuring the STP Parameters of Ports” on
page 5-18.

The Switch keeps ageing out endstation entries
in the Switch Database (SDB):

The Switch has STP enabled, and STP is instructing
the Switch to age entries in the SDB faster because
topology changes are occurring in the network.

Reduce the number of topology changes by
enabling Fast Start for all ports which are directly
connected to an endstation; refer to “Configuring
the STP Parameters of Ports” on page 5-18.

Specify that the endstation entries are Non-ageing;
refer to “Setting Up the Switch Database (SDB)” on
page 4-16.

Consider disabling STP on the Switch, and using
resilient links to provide network resilience; refer to
“Enabling STP on the Switch” on page 5-15 and
“Setting Up Resilient Links” on page 4-19.



You are trying to manage the Switch over a
network which has STP, and you are losing con-
tact with the management agent intermit-
tently:

As shown in Figure C-1, there is an IBM 8271
Nways Ethernet LAN Switch unit (Switch A) between
your management workstation and the Switch
(Switch B). You have configured more than one
VLAN on both Switch units, and there is a parallel
STP path for each VLAN between the Switch units.

When Switch B transmits BPDUs across a VLAN
other than VLAN 1, Switch A learns the MAC
address of Switch B through the port on that
VLAN. The management agent of Switch B is only
accessible through VLAN 1, and so your manage-
ment workstation cannot communicate with Switch
B until it transmits BPDUs across VLAN 1. When that
occurs, Switch A learns the MAC address of Switch
B through the port on VLAN 1.

To avoid this situation, we recommend that you
connect the two IBM 8271 Nways Ethernet LAN
Switch units using a Virtual LAN Trunk (VLT). For
more information about VLTs, refer to “Connecting
Common VLANs Between Switch Units™ on

page 5-3.

Using the Switch

Management
Workstation

8271 Nways Ethernet LAN
- vaitch (Switch A)

Parallel STP

Parallel STP _‘
1 Path in VLAN 2

Path in VLAN

8271 Model 524
Switch

Figure C-1 Network configuration that results in loss of contact
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PIN-OUTS

Null Modem Cable PC-AT Serial Cable
9-pin to RS-232 25-pin 9-pin to 9-pin

8271 Model 524 Switch PC/Terminal 8271 Model 524 Switch PC-AT Serial Port

Cable connector: 9-pin female Cable connector: 25-pin male/female Cable connector: 9-pin female Cable connector: 9-pin female
Screen  Shell | ® ® |1 Screen | only requiredif screen Screen  Shell | @ ® | Shell  Screen | onrequiredifscreen
TXD 3 N e 3 RD | | DTR 4 o E DCD

RxD 2 ° e 2 TxD always required TxD 3 [ o |2 RxD always required
Ground 5 ® e 7 Ground RxD 2 ® ® |3 TxD

RTS 7 o o4 RTS | | cTS 8 | e o4 DTR | |

CTS 8 ° e | 20 DTR Ground 5 ° ®|5 Ground | |

DSR 6 i ®5 cTs required for handshake DSR 6 i ®|6 DSR required for handshake
DCD 1 [ & @ |6 DSR RTS 7 [ & @7 RTS

DTR 4 &JJ 8 DCD DCD 1 [ & @ | 8 CTS
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Modem Cable RJ45 Pin Assignments
9-pin to RS-232 25-pin Pin assignments are identical for 10BASE-T and
100BASE-TX RJ45 connectors.
8271 Model 524 Switch RS-232 Modem Port
Cable connector: 9-pin female Cable connector: 25-pin male Ports configured as MDI
Screen  Shell | ® o |1 Screen
TxD 3 ® |2 TxD Pin Number | Signal Function
RxD 2 [ @ 3 RxD
RTS 7 P e 4 RTS 1 TxData + Transmit data
CTS 8 ® ® |5 CTS 2 TxData - Transmit data
DSR 6 ® ® |6 DSR 3 RxData + Receive data
Ground 5 ® ® |7 Ground 2 Not Assigned
DCD 1 ° ® 8 DCD ot Assigne
DTR 4 ° ® |20 DTR 3 Not Assigned
6 RxData - Receive data
7 Not Assigned
8 Not Assigned
Ports configured as MDIX
Pin Number | Signal Function
1 RxData + Receive data
2 RxData - Receive data
3 TxData + Transmit data
4 Not Assigned
5 Not Assigned
6 TxData - Transmit data
7 Not Assigned
8 Not Assigned
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SWITCH TECHNICAL SPECIFICATIONS

Physical Dimensions

Height: 76mm (3.0 in.) x Width: 483mm (19.0 in.) x Depth 300mm (12.0 in.)
Weight: 4.4kg (9.71bs)

Environmental Requirements
Operating Temperature

Storage Temperature

Operating Humidity

Standards

0 to 50°C / 32 to 122°F

-10 to 70°C / 14 to 158°F

10-95% relative humidity, non-condensing
EN60068 (IEC68)

Safety
Agency Certifications
AC Protection

UL 1950, EN60950, CSA 22.2 No. 950
5A Time Delay Fuse

Electromagnetic Compatibility

EN55022 Class B*, FCC Part 15 Subpart B Class A, ICES-003 Class A, VCCI Class 2*, AS/NZS 3548 Class B*,
EN 50082-1

* Category 5 screened cables must be used to ensure compliance with the Class B/Class 2 requirements of
this standard. The use of unscreened cables (Category 5 for 100BASE-TX ports, and Category 3 or 5 for
10BASE-T ports) complies with the Class A/Class 1 requirements.

Heat Dissipation

100W maximum (341 BTU/hr maximum)

Power Supply

AC Line Frequency
Input Voltage Options
Current Rating

50-60 Hz
100-120 / 200-240 VAC
3A (maximum) at 100 VAC / 2A (maximum) at 200 VAC
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Standards Supported

SNMP

SNMP protocol (RFC 1157)

MIB-Il (RFC 1213)

Bridge MIB (RFC 1493)

Repeater MIB (RFC 1516)

VLAN MIB (RFC 1573)

RMON MIB (RFC 1271 and RFC 1757)
Terminal Emulation

Telnet (RFC 854)

Protocols Used for Administration
UDP (RFC 768)

IP (RFC 791)

ICMP (RFC 792)

TCP (RFC 793)

ARP (RFC 826)

TFTP (RFC 783)

BOOTP (RFC 951)




This appendix provides contacts for help if you have
questions about the IBM 8271 Nways Ethernet LAN
Switch products or if the IBM 8271 Nways Ethernet
LAN Switch products are not working correctly. It
also explains how to access the IBM electronic sites
to obtain the latest versions of microcode and
release notes.

Electronic Support

WWwWWwW

FTP

This section explains how to access the IBM
electronic site to obtain the latest version of micro-
code, drivers, and software by using the Internet
World Wide Web, FTP, or the IBM BSS.

http://www.networking.ibm.com/

This is the IBM Networking home page. From here,
you can access product announcements, publica-
tions, and other information regarding hardware
and software updates, and a technical support infor-
mation database. The direct path to the support
area is:

http://www.networking.ibm.com/

nes/neshome.html

lansupport.raleigh.ibm.com

TECHNICAL SUPPORT AND SERVICE

IBM Bulletin Board System

Using a modem you can access the IBM BSS to
obtain the latest versions of software. Set your
modem and communications software to:

m 8 data bits
m ho parity

m 1 stop bit

Dial one of the following numbers:
m United States: (919) 517-0001
m Toronto (905) 316-4255

m Vancouver: (604) 664-6464

m Montreal: (514) 938-3022

Voice Support

IBM Network Hardware support: 1-800-772-2227.
Follow the menu prompts for Network Hardware.

For support outside of the United States, please
contact your IBM marketing representative or IBM
reseller.



F-2 APPENDIX F: TECHNICAL SUPPORT AND SERVICE




References in this publication to IBM products, pro-
grams, or services do not imply that IBM intends to
make these available in all countries in which IBM
operates. Any reference to an IBM product, pro-
gram, or service is not intended to state or imply
that only IBM’s product, program, or service may be
used. Any functionally equivalent product, program,
or service that does not infringe any of IBM’s intel-
lectual property rights may be used instead of the
IBM product, program, or service. Evaluation and
verification of operation in conjunction with other
products, except those expressly designated by IBM,
are the user’s responsibility.

IBM may have patents or pending patent applica-
tions covering subject matter in this document. The
furnishing of this document does not give you any
license to these patents. You can send license inquir-
ies, in writing, to the IBM Director of Licensing, IBM
Corporation, 500 Columbus Avenue, THORNWOOD
NY 10594 USA.

NOTICES, TRADEMARKS, AND WARRANTIES

Trademarks

The following terms are trademarks of the IBM Cor-
poration in the United States or other countries or
both:

IBM, Nways

SmartAgent is a registered trademark, and PACE is a
trademark, of 3Com Corporation.**

VT100 is a trademark of Digital Equipment Corpora-
tion.

Novell is a registered trademark of Novell, Incorpo-
rated. IPX is a trademark of Novell, Incorporated.

Other company, product, and service hames, which
may be denoted by a double asterisk (**), may be
trademarks or service marks of others.
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Statement of Limited Warranty

The warranties provided by IBM in this State-
ment of Limited Warranty apply only to
Machines you originally purchase for your use,
and not for resale, from IBM or your reseller.
The term "Machine” means an IBM machine, its
features, conversions, upgrades, elements, or
accessories, or any combination of them. Unless
IBM specifies otherwise, the following warran-
ties apply only in the country where you
acquire the Machine. If you have any questions,
contact IBM or your reseller.

Machine: IBM 8271 Model 524 Nways
Ethernet LAN Switch

Warranty Period*: 1 Year

*Contact your place of purchase for warranty
service information.

Production Status

Each Machine is manufactured from new parts, or
new and used parts. In some cases, the Machine
may not be new and may have been previously
installed. Regardless of the Machine's production
status, IBM's warranty terms apply.

The IBM Warranty for Machines

IBM warrants that each Machine 1) is free from
defects in materials and workmanship and

2) conforms to IBM's Official Published Specifica-
tions. The warranty period for a Machine is a speci-
fied, fixed period commencing on its Date of
Installation. The date on your receipt is the Date of
Installation, unless IBM or your reseller informs you
otherwise.

During the warranty period IBM or your reseller, if
authorized by IBM, will provide warranty service
under the type of service designated for the
Machine and will manage and install engineering
changes that apply to the Machine.

For IBM or your reseller to provide warranty service
for a feature, conversion, or upgrade, IBM or your
reseller may require that the Machine on which it is
installed be 1) for certain Machines, the designated,
serial-numbered Machine and 2) at an engineer-
ing-change level compatible with the feature, con-
version, or upgrade. Many of these transactions
involve the removal of parts and their return to IBM.
that are provided on an exchange basis. You repre-
sent that all removed parts are genuine and unal-
tered. A part that replaces a removed part will
assume the warranty service status of the replaced
part.

If a Machine does not function as warranted during
the warranty period, IBM or your reseller will repair
or replace it with one that is at least functionally
equivalent, without charge. The replacement may
not be new, but it will be in good working order. If



IBM or your reseller is unable to repair or replace
the Machine, you may return it to your place of pur-
chase and your money will be refunded.

If you transfer a Machine to another user, warranty
service is available to that user for the remainder of
the warranty period. You should give your proof of
purchase and this Statement to that user. However,
for machines which have a life-time warranty, this
warranty is not transferable.

Warranty Service

To obtain warranty service for the Machine, you
should contact your reseller or call IBM. In the
United States, call IBM at 1-800-IBM-SERV
(426-7378). In Canada, call IBM at
1-800-465-6666. You may be required to present
proof of purchase.

IBM or your reseller will provide certain types of
repair and exchange service, either at your location
or at IBM’s or your reseller’s service center, to restore
a Machine to good working order.

When a type of service involves the exchange of a
Machine or part, the item IBM or your reseller
replaces becomes its property and the replacement
becomes yours. You represent that all removed
items are genuine and unaltered. The replacement
may not be new, but will be in good working order
and at least functionally equivalent to the item
replaced. The replacement assumes the warranty
service status of the replaced item. Before IBM or
your reseller exchanges a Machine or part, you
agree to remove all features, parts, options, alter-

Statement of Limited Warranty G-3

ations, and attachments not under warranty ser-
vice. You also agree to ensure that the Machine is
free of any legal obligations or restrictions that pre-
vent its exchange.

You agree to:

1 obtain authorization from the owner to have IBM or
your reseller service a Machine that you do not
own; and

2 where applicable, before service is provided —

a follow the problem determination, problem analy-
sis, and service request procedures that IBM or
your reseller provide,

b secure all programs, data, and funds contained in
a Machine, and

¢ inform IBM or your reseller of changes in a
Machine's location.

IBM is responsible for loss of, or damage to, a
Machine while it is 1) in IBM’s possession or 2) in
transit in those cases where IBM is responsible for
the transportation charges.

Extent of Warranty

IBM does not warrant uninterrupted or error-free
operation of a Machine.

The warranties may be voided by misuse, accident,

modification, unsuitable physical or operating envi-
ronment, improper maintenance by you, removal or
alteration of Machine or parts identification labels,

or failure caused by a product for which IBM is not
responsible.



G-4

APPENDIX G: NOTICES, TRADEMARKS, AND WARRANTIES

THESE WARRANTIES REPLACE ALL OTHER WARRAN-
TIES OR CONDITIONS, EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OR CONDITIONS OF MERCHANTABIL-
ITY AND FITNESS FOR A PARTICULAR PURPOSE.
THESE WARRANTIES GIVE YOU SPECIFIC LEGAL
RIGHTS AND YOU MAY ALSO HAVE OTHER RIGHTS
WHICH VARY FROM JURISDICTION TO JURISDIC-
TION. SOME JURISDICTIONS DO NOT ALLOW THE
EXCLUSION OF EXPRESS OR IMPLIED WARRANTIES,
SO THE ABOVE EXCLUSION OR LIMITATION MAY
NOT APPLY TO YOU. IN THAT EVENT SUCH WAR-
RANTIES ARE LIMITED IN DURATION TO THE WAR-
RANTY PERIOD. NO WARRANTIES APPLY AFTER
THAT PERIOD.

Limitation of Liability

Circumstances may arise where, because of a
default on IBM's part or other liability (including
negligence and misrepresentation), you are entitled
to recover damages from IBM. In each such
instance, regardless of the basis on which you are
entitled to claim damages from IBM (including fun-
damental breach, negligence, misrepresentation, or
other contract or tort claim), IBM is liable only for:

Damages for bodily injury (including death) and
damage to real property and tangible personal prop-
erty; and

The amount of any other actual direct damages or
loss, up to the greater of US$100,000 or the
charges (if recurring, 12 months’ charges apply) for
the Machine that is the subject of the claim.

UNDER NO CIRCUMSTANCES IS IBM LIABLE FOR
ANY OF THE FOLLOWING: 1) THIRD-PARTY CLAIMS
AGAINST YOU FOR LOSSES OR DAMAGES (OTHER
THAN THOSE UNDER THE FIRST ITEM LISTED
ABOVE); 2) LOSS OF, OR DAMAGE TO, YOUR
RECORDS OR DATA; OR 3) SPECIAL, INCIDENTAL,
OR INDIRECT DAMAGES OR FOR ANY ECONOMIC
CONSEQUENTIAL DAMAGES (INCLUDING LOST
PROFITS OR SAVINGS), EVEN IF IBM OR YOUR
RESELLER IS INFORMED OF THEIR POSSIBILITY. SOME
JURISDICTIONS DO NOT ALLOW THE EXCLUSION
OR LIMITATION OF INCIDENTAL OR CONSEQUEN-
TIAL DAMAGES, SO THE ABOVE EXCLUSION OR
LIMITATION MAY NOT APPLY TO YOU.

This warranty gives you specific legal rights and you
may also have other rights which vary from jurisdic-
tion to jurisdiction.



Electronic Emission Notices

Federal Communications Commission (FCC)
Statement

This equipment has been tested and found to
comply with the limits for a Class A digital device,
pursuant to part 15 of the FCC Rules. These limits
are designed to provide reasonable protection
against harmful interference when the equipment is
operated in a commercial environment. This equip-
ment generates, uses, and can radiate radio fre-
quency energy and, if not installed and used in
accordance with the instruction manual, may cause
harmful interference to radio communications. Oper-
ation of this equipment in a residential area is likely
to cause harmful interference, in which case the
user will be required to correct the interference at
his own expense.

Properly shielded and grounded cables and connec-
tors must be used in order to meet FCC emission
limits. IBM is not responsible for any radio or televi-
sion interference caused by using other than recom-
mended cables and connectors or by unauthorized
changes or modifications to this equipment. Unau-
thorized changes or modifications could void the
user's authority to operate the equipment.

This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions:
(1) this device may not cause harmful interference,
and (2) this device must accept any interference
received, including interference that may cause
undesired operation.

Electronic Emission Notices G-5

Canadian Department of Communications (DOC)
Compliance Statement

This equipment does not exceed Class A limits per
radio noise emissions for digital apparatus, set out
in the Radio Interference Regulation of the Cana-
dian Department of Communications. Operation in
a residential area may cause unacceptable interfer-
ence to radio and TV reception requiring the owner
or operator to take whatever steps are necessary to
correct the interference.

Avis de conformite aux normes du ministere des
Communications du Canada

Cet equipment ne depasse pas les limits de Classe A
d'emission de bruits radioelectriques pour les appar-
eils numeriques, telles que prescrites par le Regle-
ment sur le brouillage radioelectrique etabli par le
ministere des Communications du Canada. L'exploi-
tation faite en milieu residentiel peut entrainer le
brouillage des receptions radio et tele, ce qui oblig-
erait le proprietaire ou I'operateur a prendre les dis-
positions necessaires pour en eleminer les causes.

European Community (CE) Mark of Conformity
Statement for Unshielded Cable

This product is in conformity with the protection
requirements of EU Council Directive 89/336/EEC
on the approximation of the laws of the Member
States relating to electromagnetic compatibility. IBM
cannot accept responsibility for any failure to satisfy
the protection requirements resulting from a
non-recommended modification of the product,
including the fitting of non-IBM option cards.
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This product has been tested and found to comply
with the limits for Class A Information Technology
Equipment according to CISPR22/European Stan-
dard EN 55022. The limits for Class A equipment
were derived for commercial and industrial environ-
ments to provide reasonable protection against
interference with licensed communication equip-
ment.

WARNING: This is a Class A product. In a domestic
environment this product may cause radio interfer-
ence in which case the user may be required to take
adequate measures.

Zulassungsbesheinigung laut dem Deutshen Gesetz
Uber die elektromagnetische Vetréaglichkeit von
Geraten (EMVG) vom 30, August 1995 (bzw. der
EMC EG Richlinie 89/336)

Dieses Gerét ist berechtigt in Ubereinstimmung mit
dem Deutschen EMVG das EG-Konformitatszeichen
- CE - zu fiihren.

Verantworlich fur die Konformitatserklarung nach
Paragraph 5 des EMVG ist die IBM Corporation.
Deutschland Informationssysteme GmbH, 70547
Stuttgart.

Informationen in Hinsicht EMVG Paragraph 3 Abs.
(2) 2:

Das Gerat erfiillt die Schutzanforderungen nach
EN.50082-1 und EN 55022 Klasse A.

EN 55022 Klasse A Gerate missen mit folgendem
Warhinweis versehen werden:

“Warnung: dies ist eine Einrichtung der Klasse A.
Diese Einrichtung kann im Wohnbereich Funkstorun-
gen verursachen; in diesem Fall kann vom Betreiber
verlangt werden, angemessene Magbnahmen durch-
zufuhren und dafur aufzukommen.”

EN 50082-1 Hinweis:

“Wird dieses Geréate in eine Umgebung betrieben
(wie in EN 50082-2 festgelegt), dann kann es dabei
eventuell gestort werden. In solch einem Fall ist der
Abstand bzw. die Abschirmung zu der industriellen
Storquelle zu verdRern.

Anmerkung:

Um die Einhaltung des EMVG sicherzusellen sind
die Geréate, wie in den IBM Handiichern angege-
ben, zu installieren und zu betreiben.

Properly shielded and grounded cables and connec-
tors must be used in order to reduce the potential
for causing interference to radio and TV communi-
cations and to other electrical or electronic equip-
ment. Such cables and connectors are available from
IBM authorized dealers. IBM cannot accept responsi-
bility for any interference caused by using, other
than recommended cables and connectors.



European Union (EU) Statement for Shielded Cable

This product is in conformity with the protection
requirements of EU Council Directive 89/336.EEC
on the approximation of the laws of the Member
States relating to electromagnetic compatibility. IBM
cannot accept responsibility for any failure to satisfy
the protection requirements resulting from a
non-recommended modification of the product,
including the fitting of non-IBM option cards.

This product has been tested and found to comply
with the limits for Class B Information Technology
Equipment according to CISPR22/European Stan-
dard EN 55022. The limits for Class B equipment
were derived for typical residential environments to
provide reasonable protection against interference
with licensed communication devices.

Zulassungsbescheinigung Laut dem Deutschen
Gesetz Uber die elektromagnetische Vertréglichkeit
von Geraten (EMVG) vom 30, August 1995 (bzw.
der EMC EG Richlinie 89/336)

Dieses Gerét ist berechtigt in Ubereinstimmung mit
dem Deutschen EMVG das EG-Konformitatszeichen
- CE - zu fihren.

Verantworlich fiir die Konformitatserklarung nach
Paragraph 5 des EMVG ist die IBM Corporation.
Deutschland Informationssysteme GmbH, 70548
Stuttgart.

Informationen in Hinsicht EMVG Paragraph 3 Abs.
(2) 2:

Electronic Emission Notices G-7

Das Gerat erfullt die Schutzanforderungen nach
EN.50082-1 und EN 55022 Klasse B.

EN 50082-1 Hinweis:

“Wird dieses Gerate in einer industriellen Umge-
bung betrieben (wie in EN 50082-2 festgelegt),
dann kann es dabei eventuell gestd werden. In solch
einem Fall ist der Abstand bzw. die Abschirmung zu
der industriellen Storquelle zu veréRern.

Anmerkung:

Um die Einhaltung des EMVG sicherzusellen sind
die Geréate, wie in den IBM Handiichern angege-
ben, zu installieren und zu betreiben.

Properly shielded and grounded cables and connec-
tors must be used in order to reduce the potential
for causing interference to radio and TV communi-
cations and to other electrical or electronic equip-
ment. Such cables and connectors are available from
IBM authorized dealers. IBM cannot accept responsi-
bility for any interference caused by using, other
than recommended cables and connectors
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Japanese Voluntary Control Council for Interference
(VCCI) Statement Class A for Unshielded Cables

This is a Class A product based on the standard of
the Voluntary Control Council for Interference from
Information Technology Equipment (VCCI). If this
equipment is used in a domestic environment, radio
distrubance may arise. When such trouble occurs,
the user may be required to take corrective actions.

CORBR B RBRBLELE(ETHRARGTOBBELABBLSVWTE
AEh3REERLBEB) THACHME TOERBSH L2AME LEERLE
EESENESEIRHBER(VCC 1 EELHESLTSYET,

L L AREBES YA FLEVIVRBHICERLTIERKAS L, B
EEEORELRZZLAHYET,

DNEHAELCK>TELVERYBVWELTFEL |

Japanese Voluntary Control Council for Interference
(VCCI) Statement Class B for Shielded Cables

This is a Class B product based on the standard of
the Voluntary Control Council for Interference from
Information Technology Equipment (VCCI). If this
equipment is used near a radio or television
receiver in a domestic environment, it may cause
radio interference. Install and use the equipment
according to the instruction manual.
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Korean Communications Statement

Please note that this device has been approved for
business purpose with regard to electromagnetic
interference. If you find this is not suitable for your
use, you may exchange it for a non-business pur-
pose one.
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Information To The User

If this equipment does cause interference to radio or
television reception, which can be determined by
turning the equipment off and on, the user is
encouraged to try to correct the interference by
one or more of the following measures:

m Reorient the receiving antenna.

m Relocate the equipment with respect to the
receiver.

m Move the equipment away from the receiver.

m Plug the equipment into a different outlet so that
equipment and receiver are on different branch
circuits.



If necessary, the user should consult the dealer or an
experienced radio/television technician for addi-
tional suggestions. The user may find the following
booklet prepared by the Federal Communications
Commission helpful:

How to Identify and Resolve Radio-TV Interference
Problems

This booklet is available from the U.S. Government
Printing Office, Washington, DC 20402, Stock No.
004-000-00345-4.

In order to meet FCC emissions limits, this equip-
ment must be used only with cables which comply
with IEEE 802.3.

Electronic Emission Notices
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GLOSSARY

10BASE-T

The IEEE 802.3 specification for Ethernet over
Unshielded Twisted Pair (UTP) cabling.

100BASE-FX
100Mbps Ethernet implementation over fiber.

100BASE-TX

100Mbps Ethernet implementation over Category 5
and Type 1 Twisted Pair cabling.

ageing
The automatic removal of dynamic entries from the
Switch Database which have timed-out and are no

longer valid.

ATM
Asynchronous Transfer Mode. A connection ori-
ented transmission protocol based on fixed length
cells (packets). ATM is designed to carry a complete
range of user traffic, including voice, data and video
signals.

backbone

The part of a network used as the primary path for
transporting traffic between network segments.

backbone port

A port which does not learn device addresses, and
which receives all frames with an unknown address.
Backbone ports are normally used to connect the
Switch to the backbone of your network. Note that
backbone ports were formerly known as designated
downlink ports.

bandwidth

Information capacity, measured in bits per second,
that a channel can transmit. The bandwidth of
Ethernet is 10Mbps, the bandwidth of Fast Ether-
net is 100Mbps.

baud rate

The switching speed of a line. Also known as line
speed.

BOOTP

The BOOTP protocol allows you to automatically
map an IP address to a given MAC address each
time a device is started. In addition, the protocol
can assign the subnet mask and default gateway to
a device.



A device that interconnects local or remote net-
works no matter what higher level protocols are
involved. Bridges form a single logical network, cen-
tralizing network administration.

broadcast

A message sent to all destination devices on the
network.

broadcast storm

Multiple simultaneous broadcasts that typically
absorb available network bandwidth and can cause
network failure.

console port

The port on the Switch accepting a terminal or
modem connector. It changes the parallel arrange-
ment of data within computers to the serial form
used on data transmission links. This port is most
often used for dedicated local management.

CSMA/CD

Channel access method used by Ethernet and |IEEE
802.3 standards in which devices transmit only
after finding the data channel clear for some period
of time. When two devices transmit simultaneously,
a collision occurs and the colliding devices delay
their retransmissions for a random amount of time.

data center switching

The point of aggregation within a corporate net-
work where a switch provides high-performance
access to server farms, a high-speed backbone con-
nection and a control point for network manage-
ment and security.

Ethernet

A LAN specification developed jointly by Xerox,
Intel and Digital Equipment Corporation. Ethernet
networks operate at 10Mbps using CSMA/CD to run
over cabling.

Fast Ethernet

100Mbps technology based on the Ethernet/CD net-
work access method.

forwarding

The process of sending a frame toward its destina-
tion by an internetworking device.

full duplex

A system which allows frames to be transmitted and
received simultaneously and, in effect, doubles the
potential throughput of a link.

IFM

Intelligent Flow Management. A means of holding
packets back at the transmit port of the connected
endstation. Prevents packet loss at a congested
switch port.



Intelligent Switching Mode

A packet forwarding mode, where the Switch moni-
tors the amount of error traffic on the network and
changes the method of packet forwarding accord-

ingly.

IPX

Internetwork Packet Exchange. A protocol allowing
communication in a NetWare network.

IP address

Internet Protocol address. A unique identifier for a
device attached to a network using TCP/IP. The
address is written as four octets separated with
full-stops (periods), and is made up of a network
section, an optional subnet section and a host sec-
tion.

LAN

Local Area Network. A network of connected com-
puting resources (such as PCs, printers, servers) cov-
ering a relatively small geographic area (usually not
larger than a floor or building). Characterized by
high data rates and low error rates.

latency

The delay between the time a device receives a
frame and the time the frame is forwarded out of
the destination port.

line speed
See baud rate.

main port

The port in a resilient link that carries data traffic in
normal operating conditions.

MDI / MDIX

Medium Dependent Interface. A type of Ethernet
twisted pair port connection: MDI ports connect to
MDIX (cross-over) ports using straight-through
twisted pair cabling; MDI-to-MDI and MDIX-to-MDIX
links use cross-over twisted pair cabling.

MIB

Management Information Base. Stores a device’s
management characteristics and parameters. MIBs
are used by the Simple Network Management Proto-
col (SNMP) to contain attributes of their managed
systems. The Switch contains its own internal MIB.

multicast

Single packets copied to a specific subset of net-
work addresses. These addresses are specified in
the destination-address field of the packet.

PACE

Priority Access Control Enabled. An innovative tech-
nology which works in conjunction with a switch to
control the latency and jitter associated with the
transmission of multimedia traffic over Ethernet and
Fast Ethernet.

POST

Power On Self Test. An internal test that the Switch
carries out when it is powered-up.



protocol

A set of rules for communication between devices
on a network. The rules dictate format, timing,
sequencing and error control.

resilient link

A pair of ports that can be configured so that one
will take over data transmission should the other
fail. See also main port and standby port.

RJ-45
Standard 8-wire connectors for I[EEE 802.3 10BASE-T
networks.

RMON
Remote Monitoring. Subset of SNMP MIB Il which
allows monitoring and management capabilities by
addressing up to ten different groups of informa-
tion.

RPS

Redundant Power System. Provides a backup source
of power when connected to the Switch.

server farm

A cluster of servers in a centralized location serving
a large user population.

SLIP

Serial Line Internet Protocol. A protocol which
allows IP to run over a serial line connection.

SmartAgent

Intelligent management agents in devices and logi-
cal connectivity systems that reduce the computa-
tional load on the network management station and
reduce management-oriented traffic on the net-
work.

SNMP

Simple Network Management Protocol. A protocol
originally designed to be used in managing TCP/IP
internets. SNMP is presently implemented on a
wide range of computers and networking equip-
ment and may be used to manage many aspects of
network and endstation operation.

Spanning Tree Protocol (STP)

A bridge-based system for providing fault tolerance
on networks. STP works by allowing you to imple-
ment parallel paths for network traffic, and ensure
that redundant paths are disabled when the main
paths are operational and enabled if the main
paths fail.

standby port

The port in a resilient link that will take over data
transmission if the main port in the link fails.

STP
See Spanning Tree Protocol (STP).



switch

A device which filters, forwards and floods frames
based on the frame’s destination address. The
switch learns the addresses associated with each
switch port and builds tables based on this informa-
tion to be used for the switching decision.

TCP/IP

A layered set of communications protocols providing
Telnet terminal emulation, FTP file transfer, and other
services for communication among a wide range of
computer equipment.

Telnet

A TCP/IP application protocol that provides virtual
terminal service, letting a user log in to another
computer system and access a host as if the user
were connected directly to the host.

TFTP
Trivial File Transfer Protocol. Allows you to transfer
files (such as software upgrades) from a remote
device using your Switch’s local management capa-
bilities.

UDP

User Datagram protocol. An Internet standard proto-
col that allows an application program on one
device to send a datagram to an application pro-
gram on another device.

VLAN

Virtual LAN. A group of location- and topol-
ogy-independent devices that communicate as if
they are on a common physical LAN.

VLT

Virtual LAN Trunk. A Switch-to-Switch link which
carries traffic for all the VLANs on each Switch.

VT100

A type of terminal which uses ASCIl characters.
VT100 screens have a text-based appearance.






INDEX

Numerics
100BASE-TX port 1-2,

1-9
10BASE-T port 1-2, 1-9

A

Access Level field 4-3

access rights B-1

Active Port field 4-21, 4-22

ageing entries 4-16

ageing time, specifying 4-10

agent software version number 6-8
alarm actions 5-25

alarm settings, default 5-26

Alarms (RMON group) 5-21
Asynchronous Transfer Mode. See ATM
ATM 1-2

ATM Module 1-2

ATM networks, extending VLANs into 5-4
audit log 5-26

Auto Config field 4-25

auto configuration 4-25

auto logout 3-11

Auto Logout screen 3-11

B
backbone port 1-2, 5-7
specifying 5-9
Backbone Port field 4-11, 5-8
baud rate. See line speed
boot software version number 6-8
BOOTP Select field 3-10
BOOTP server 3-6
BPDUs. See Bridge Protocol Data Units

Bridge Forward Delay field 5-17
Bridge Hello Time field 5-17
Bridge Identifier 5-12

Bridge Max Age field 5-17

Bridge Priority field 5-17

Bridge Protocol Data Units 5-12
Broadcast Storm Control field 4-14

C

cable
maximum length 1-9, 2-2
pin-outs D-1

Capture (RMON group) 5-22
Char Size field 4-26
Community String field 4-3, 4-5, 4-24
community strings
changing 4-5
entering 4-3
role in trap setup 4-24
Community-SNMP field 4-6
Connection Type field 4-25
console port 1-11
auto-configuration 4-25
connecting equipment to  2-7
connection type 4-25
settingup 4-25
speed 4-25
Console Port field 4-6
Console Port Setup screen 4-25
conventions
notice icons, About This Guide 2
text, About This Guide 2
counters
Bandwidth Used (port) 6-3
Broadcast Frame Bandwidth (port) 6-3
Broadcast Received (port traffic) 6-4

Collisions (port traffic) 6-4
CRC Align Errors (port error) 6-6
Errors (port traffic) 6-5
Errors (port) 6-3
Errors (summary) 6-2
Fragments (port traffic) 6-5
Frame Size Analysis (port traffic) 6-5
Frames Filtered (port traffic) 6-5
Frames Filtered (summary) 6-2
Frames Forwarded (port traffic) 6-5
Frames Forwarded (port) 6-3
Frames Forwarded (summary) 6-2
Frames Received (port traffic) 6-4
Frames Received (summary) 6-2
Frames Transmitted (port traffic) 6-4
Frames Transmitted (summary) 6-2
IFM Count (port traffic) 6-5
Jabbers (port error) 6-6
Late Events (port error) 6-6
Long Frames (port error) 6-6
Multicasts Received (port traffic)
Multicasts Received (summary) 6
Multicasts Transmitted (summary) 6-2
Octets Received (port traffic) 6-4
Octets Transmitted (port traffic) 6-4
resetting to zero 6-2, 6-5, 6-7
Short Events (port error) 6-6

Create User screen 4-3

6-4
-2

D

Data Link Protocol field 3-10
Database Entries field 4-17
database. See Switch Database
DCD Control field 4-25



default

passwords 3-7

router 3-10

settings 1-12

users 3-7
Default RMON Host/Matrix field 4-11
Default Router field 3-10
Default VLAN 5-3, 5-8
Delete Users screen 4-4
Designated Bridge field 5-19
Designated Bridge Port 5-12
Designated Cost field 5-19
designated downlink port. See backbone port
Designated Port field 5-18
Designated Root field 5-16, 5-18
Destination field 4-29
Device IP Address field 3-10
Device Subnet Mask field 3-10
Disable Interactive Access field 4-13
Downlink Module. See Plug-in Module
downlink port. See backbone port
DSR Control field 4-25
Duplex Mode field 4-10, 4-13

E

Edit User screen 4-5

electronic emmission notices G-5
Ethernet address label 1-11
Events (RMON group) 5-22

F
Falling Action field 4-15
Falling Threshold% field 4-14
Fast Boot tests 3-9
Fast Ethernet configuration rules 2-2
Fast Start field 5-19
Fault Log screen 6-9
Fault Log, interpreting 6-9
fields
Access Level 4-3
Active Port 4-21, 4-22

Auto Config 4-25

Backbone Port 4-11, 5-8
BOOTP Select 3-10

Bridge Forward Delay 5-17
Bridge Hello Time 5-17
Bridge Max Age 5-17

Bridge Priority 5-17
Broadcast Storm Control 4-14
Char Size 4-26

Community String 4-3, 4-5, 4-24
Community-SNMP  4-6
Connection Type 4-25
Console Port  4-6

Data Link Protocol 3-10
Database Entries 4-17

DCD Control 4-25

Default RMON Host/Matrix 4-11
Default Router 3-10
Designated Bridge 5-19
Designated Cost 5-19
Designated Port 5-18
Designated Root 5-16, 5-18
Destination 4-29

Device IP Address 3-10
Device Subnet Mask 3-10
Disable Interactive Access 4-13
DSR Control 4-25

Duplex Mode 4-10, 4-13
Falling Action 4-15

Falling Threshold% 4-14

Fast Start 5-19

File Name 4-29

Flow Control 4-25

Forward Delay 5-17
Forwarding Mode 4-9

Fwd Transitions 5-19

Hello Time 5-16

Hold Time 5-17

Intelligent Flow Management 4-12

Intelligent Forwarding 4-9
IP or IPX Address 4-24
IPX Network 3-10

Link State 4-12, 4-20
Lost Links 4-12

MAC Address 4-17
MAC address 3-9
MAIN Port 4-22

Main Port ID  4-20
Management Level 4-7
Max Age 5-16

Node 3-10

PACE 4-10

Pair Enable 4-21, 4-23
Pair State 4-20, 4-22
Parity 4-26

Password 4-3

Path Cost 5-19
Permanent 4-17
Plug-in Module Type 4-11
Port Enable 5-19

Port Number 4-17

Port Speed 4-12

Port State 4-12

Power On Self Test Type 3-9
Power Supply 4-11
Priority 5-19

Remote Telnet 4-6
Rising Action 4-14
Rising Threshold% 4-14
Root Cost 5-16

Root Port 5-17

SDB Ageing Time 4-10
Security 4-13

Server Address 4-29
SLIP Address 3-10

SLIP Subnet Mask 3-10
Spanning Tree 4-10
Speed 4-26

Standby Links Available 4-20
STANDBY Port 4-22
Standby Port ID  4-20
Stop Bit 4-26

STP State 5-18
sysName 4-9

System Up Time 6-8
Throttle 4-24

Time Since Topology Change 5-17
Topology Changes 5-16



Transceiver Module Type 4-11
Type 5-7
Unit Name 4-9
User Name 4-3, 4-5
VLAN Configuration Mode 4-10, 4-14
VLAN ID 5-8, 5-16
VLAN Membership 5-8
VLT Mode 4-13
File Name field 4-29
Filter (RMON group) 5-22
Flow Control field 4-25
Forward Delay field 5-17
forwarding 1-3
Forwarding Mode field 4-9
FTP, support site F-1
full duplex 1-4
configuration rules 2-2
enabling and disabling 4-10, 4-13
fuse, changing 1-11
Fwd Transitions field 5-19

Interactive Access, disabling 4-13
IP address
default router 3-10
device 3-10
entering 1-13
format 3-2
IP or IPX Address field 4-24
IP protocol 1-12
IPX address 1-13
IPX Network field 3-10
IPX protocol 1-12

N

network configuration example 1-7
Node field 3-10

non-ageing entries 4-16
non-routable protocols

limitations for VLAN-based networks 5-4

K
keyboard shortcuts 3-5

H

hardware version number 6-8
Hello BPDUs 5-13

Hello Time 5-12

Hello Time field 5-16

History (RMON group) 5-21
Hold Time field 5-17

Hosts (RMON group) 5-21

Hosts Top N (RMON group) 5-21

L

LEDs 1-9

line speed 4-26

Link State field 4-12, 4-20
Local Security screen 4-6
logging off 3-11

logging on  3-7

Logon screen 3-7

Lost Links field 4-12

I

IBM Bulletin Board System F-1

IFM. See Intelligent Flow Management
Initialization screen 4-28

initializing the Switch 4-28

installing the Switch 2-4

Intelligent Flow Management 1-4
Intelligent Flow Management field 4-12
Intelligent Forwarding field 4-9
Intelligent Switching Mode 1-4

M

MAC Address field 3-9, 4-17
MAC address label 1-11

Main Banner screen 3-6

Main Menu screen 3-8

MAIN Port field 4-22

Main Port ID field 4-20
management agent version number 6-8
Management Level field 4-7
Management Setup screen 3-9
Matrix (RMON group) 5-22
Max Age 5-13

Max Age field 5-16

P
PACE 1-6

disabling Interactive Access for a port 4-13

PACE field 4-10
packets, processing 1-3
Pair Enable field 4-21, 4-23
Pair State field 4-20, 4-22
Parity field 4-26
Password field 4-3
passwords
changing 4-5
default 3-7
forgetting 4-5
new 4-3
Path Cost field 5-19
path costs, default 5-12
permanent entries 4-16
displaying 4-17
specifying 4-17, 4-18
Permanent field 4-17
pin assignments
modem cable D-2
null modem cable D-1
RJ45 D-2
serial cable D-1
pin-outs D-1
Plug-in Module 1-2
Plug-in Module slot 1-11
Plug-in Module Type field 4-11
port
100BASE-TX 1-2,1-9
10BASE-T 1-2,1-9
backbone 1-2,5-7, 5-8
console 1-11



enabling and disabling 4-12
speed 4-12
state 4-12
statistics 6-3
Port Enable field 5-19
Port Error Analysis screen 6-6
Port Number field 4-17
Port Resilience screen 4-20
Port Setup screen 4-12
Port Speed field 4-12
Port State field 4-12
Port Statistics screen 6-3
Port STP screen 5-18
Port Traffic Statistics screen 6-4
Power On Self Test Type field 3-9
power supply 1-11
Power Supply field 4-11
powering-up 2-6
Priority field 5-19
problem solving C-1

quick start for SNMP users 1-13

R

rack mounting 2-4
Redundant Power System. See RPS
Remote Monitoring. See RMON
Remote Poll screen 6-10
remote polling 6-10
Remote Telnet field 4-6
reset button 1-11
Reset screen 4-27
reset, time since last 6-8
resets
number of 6-8
type 6-8
resetting the Switch 4-27
resilient link pair 4-19
resilient links 1-5, 4-19
configuring 4-20

creating 4-21
deleting 4-21
rules 4-19, 4-24
viewing 4-22
Rising Action field 4-14
Rising Threshold% field 4-14
RMON 5-20
alarm actions 5-25
benefits 5-23
default alarm settings 5-26
enabling and disabling Hosts and
Matrix 4-11
features supported 5-24
groups supported 5-24
probe 5-20
Root Bridge 5-12
Root Cost field 5-16
Root Path Cost 5-12
Root Port field 5-17
RPS 1-11
connecting 2-6

S

safety information
English A-6

screens 4-1
access rights B-1
Auto Logout 3-11
Console Port Setup 4-25
Create User 4-3
Delete Users 4-4
Edit User 4-5
Fault Log 6-9
Initialization 4-28
Local Security 4-6
Logon 3-7
Main Banner 3-6
Main Menu 3-8
Management Setup 3-9
Port Error Analysis 6-6
Port Resilience 4-20
Port Setup 4-12
Port Statistics 6-3

Port STP 5-18
Port Traffic Statistics 6-4
Remote Poll 6-10
Reset 4-27
Software Upgrade 4-29
Status 6-8
Summary Statistics 6-2
Switch Management 4-7
Trap Setup 4-24
Unit Database View 4-17
Unit Resilience Summary 4-22
Unit Setup 4-9
User Access Levels 4-2
VLAN Server 4-8
VLAN Setup 5-7
VLAN STP 5-16
SDB Ageing Time field 4-10
security 1-5
Security field 4-13
serial number, location on unit 1-9
serial port. See console port
Server Address field 4-29
service, technical F-1
SLIP Address field 3-10
SLIP Subnet Mask field 3-10
SNMP 1-12, 3-6
Community 4-6
quick start 1-13
socket
power 1-11
RPS 1-11
Software Upgrade screen 4-29
software version number 6-8
Spanning Tree field 4-10
Spanning Tree Protocol. See STP
specifications, system E-1
Speed field 4-26
standards supported E-2
Standby Links Available field 4-20
STANDBY Port field 4-22
Standby Port ID field 4-20



statistics 6-1
counters. See counters
port 6-3
port error 6-6
port traffic 6-4
summary 6-2
Statistics (RMON group) 5-21
Status screen 6-8
Stop Bit field 4-26
STP 1-6, 5-10
Bridge Identifier 5-12
Bridge Protocol Data Units 5-12
configurations 5-14
configuring port properties 5-18
configuring VLAN properties 5-16
default path costs 5-12
Designated Bridge Port 5-12
enabling and disabling 4-10, 5-15
Hello BPDUs 5-13
Hello Time 5-12
Max Age 5-13
Root Bridge 5-12
Root Path Cost 5-12
STP State field 5-18
subnet mask, device 3-10
Summary Statistics screen 6-2
support, technical F-1
Switch 1-1
desktop configuration 1-7
dimensions E-1
features 1-1
front view 1-8
initializing 4-28
installing 2-4
LEDs 1-9
logging off 3-11
logging on 3-7
management setup 3-9
port setup 4-12
powering-up 2-6
rack mounting 2-4
rear view 1-10
size E-1
stacking with other units 2-4

unit defaults 1-12
unit setup  4-9
upgrading software 4-29
wall mounting 2-5
weight E-1

Switch Database 4-16
adding an entry 4-18
ageing entries 4-16
configuring 4-17
deleting an entry 4-18
non-ageing entries 4-16
permanent entries 4-16
searching 4-18

Switch Management screen 4-7

sysName field 4-9

System Up Time field 6-8

system, specifications E-1

T
Technical support and service F-1
Telnet 3-2, 4-6
terminal emulator, connecting 2-7
terminal, connecting 2-7
Throttle field 4-24
Time Since Topology Change field 5-17
Topology Changes field 5-16
Transceiver Module 1-2
Transceiver Module slot 1-11
Transceiver Module Type field 4-11
Trap Setup screen 4-24
traps

community strings 4-24

settingup 4-24

throttle 4-24
trouble-shooting C-1
Type field 5-7

U

Unit Database View screen 4-17
unit defaults 1-12

Unit Name field 4-9

Unit Resilience Summary screen 4-22
Unit Setup screen 4-9
upgradable software version number 6-8
upgrading software 4-29
User Access Levels screen 4-2
User Name field 4-3, 4-5
users
access levels 4-6
changing names 4-5
creating 4-3
default 3-7
deleting 4-4
editing 4-5
names 4-3
passwords 4-3
settingup 4-2

\Y,

version number
boot software 6-8
hardware 6-8
upgradable software 6-8
Virtual LAN Trunks. See VLTs
Virtual LANs. See VLANs
VLAN Configuration Mode field 4-10, 4-14
VLAN ID field 5-8, 5-16
VLAN Membership field 5-8
VLAN Server screen 4-8
VLAN Setup screen 5-7
VLAN STP screen 5-16
VLANs 1-5, 5-1
assigning ports 5-9
Default 5-3, 5-8
extending into an ATM network 5-4
settingup 5-7, 5-9
using non-routable protocols 5-4
using unique MAC addresses 5-4
VLTs 5-7
VLT Mode field 4-13
VLTs 5-3, 5-7
Voice support F-1



VT100 interface
accessing 3-1
definition 1-12
logging on 3-7
navigating 3-4
VT100 terminal, connecting 2-7

W
wall mounting 2-5
World Wide Web (WWW)
IBM Networking home page F-1

z

zeroing screen counters 6-2, 6-5, 6-7
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